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1 Introduction

This email discussion "[99#29][NR] Connection Control" aims to progress on proposals 18, 19, 20 (Reject on SRB1 or SRB0 and the target state) from [1]. The deadline of this email discussion is on Thursday 2017-09-21. The following discussion points also take into consideration the RAN2#99 related contributions [2]-[10] where different cases are analyzed, as summarized in Figure 1, depending on (A) whether MSG4 is sent over SRB0 or SRB1, and (B) whether UE in INACTIVE is sent back into INACTIVE or IDLE via that MSG4 (note that transmission to CONNECTED is out of scope of this email discussion). 
Another point to highlight is the security aspects for the risk of DoS and replay attacks [4]. There may be security risk if a gNB can reject a UE, that was in INACTIVE, back to IDLE using a message that is not integrity protected (i.e. using SRB0). There are at least some potential issues. One issue is that the fake gNB may take advantage of this procedure to change the UE's RRC state which may lead to performance degradation for that UE (in terms of RAN reachability) and for the real network (which may first fail before it can reach the UE via CN paging in the case of an incoming traffic). In this scenario, the UE state moves to RRC_IDLE (i.e. UE only monitors NAS paging), while the network first performs RAN-based paging (as UE is still assumed in RRC_INACTIVE by the no-fake eNB). This issue becomes more of a concern with long wait times. Another issue is the fact that the fake gNB could be able to set long wait times (regardless of the issue related to which state the UE is sent to) which may lead the DoS attack as the UE shall not come back before that expires. Notice that a fake UE, during this wait time, could try to replay MSG.3 while the real UE was set to IDLE by a fake gNB (although that fake UE will likely not succeed to hijack the connection e.g. thanks to MSG.5).
2 Open points for discussion
2.1 UE is moved into INACTIVE 
2.1.1 MGS4 sent over SRB0 

Discussion point 1. When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB0 (without Integrity protection) move the UE back into INACTIVE? Please justify your response. 
Table 1. Company's view on the Discussion point 1
	Point #1
	Company's name and view

	Yes
	· Ericsson: Yes (in our view this is the only really essential case for REJECT, everything else are debatable optimizations). Sending REJECT over SRB0 would allow the network to possibly send REJECT message without being mandated to fetch the context. Also, as this is SRB0, sending to INACTIVE has the potential to avoid a DoS attack from a fake gNB moving the UE from INACTIVE to IDLE, which would make RAN paging temporarily unreachable (as the UE remains reachable via CN paging).

· Nokia: This is needed for congestion cases i.e. when gNB wants to reject the connection attempt. It is beneficial that the UE can be sent back to inactive in order that the UE can attempt resume (instead of connection request) in the next connection attempt. Reject message as in LTE can be used for this purpose
· Intel: This transition of using MSG4 sent over SRB0 to move UE back into INACTIVE is essential for the gNB under congestion situations. The gNB shall never fetch the UE context when congested as the gNB would need to update sensitive information (such as, xx-RNTI) if the UE context were fetched, which we believe shall always require a secure message (i.e. SRB1).  

For this transition, the RRC Connection reject kind of message could be used. 

The usage of such message without security, and the need to use security to update UE information should be verified with SA3.
· Samsung: In general, our view is that the gNB can ask a UE to transit to the INACTIVE state in response to the connection resume message by sending the MSG4 on SRB0. It should be also noted that RAN WG2 is not going to specify under which conditions or scenarios the network might/can send this message as this is up to the network implementation. From that perspective we cannot even see a point in discussing whether it is a congestion scenario, whether gNB was able to fetch the context or gNB should/should not be fetching the context when it is congested. It is however should be noted that if MSG4 on SRB0 asks a UE to move back to INACTIVE, then not all the parameters could be conveyed as elaborated further in DP2. 
· CATT: this is needed. The network can send the Ue back to INACTIVE without even attempt to fetch the context in congestion scenario. The UE would be able to resume later from INACTIVE state.
· OPPO: As indicated in previous email discussion, RRC Connection Reject like message could be used to send the UE back to INACTIVE without fetching the context in congestion scenario. 
· Lenovo/ MotM: For the congestion in network this (Msg4 on SRB0 to move the UE to Inactive) should be possible. There may be only limited (if any, need FFS) parameters included in this message.
· KT: We also think that sending REJECT message to move UE INACTIVE is basic procedure to be supported.
· NEC: This is basically used for Reject where the UE is moved back to INACTIVE quickly. However, we think some clarification is necessary for error/rare case that the UE tries to RNA update (or maybe TAU) but rejected. 
· Fujitsu: Yes, in case it is congested, the gNB can move the UE back into INACTIVE without UE context fetch via MSG4 over SRB0 if it is determined that there is no need to update the INACTIVE related parameter. Upon the message is received, the UE will not try to resume the RRC connection for wait time. 

· Huawei, HiSilicon: This is needed for congestion cases, like in LTE.
· LG : This transition is beneficial. We think that the new gNB will not attempt UE CONTEXT fetch in congestion scenario, so the MSG4 over SRB0 like Reject message in LTE is natural. By the MSG4 over SRB0, the UE will wait for a configured time until the next resume request or stay in INACTIVE state with same configuration, but will not receive new configuration for the INACTIVE state.
· ITRI: For congestion control, a gNB should be able to move an INACTIVE UE which tries to resume the RRC connection back into INACTIVE regardless whether the gNB could successfully fetch the UE context. If the gNB does not want to update the UE related INACTIVE parameters, the MSG4 should be able sent over SRB0.
· vivo: Yes. It is needed for congestion control.
· Sharp: needed in case where the gNB does not want to or is not able to fetch the UE context (e.g. congestion, lack of Xn, etc.).
· Qualcomm: It’s essential for congestion scenario.
· Xiaomi: Yes, for congestion case.

	No
	· Interdigital:  Although it would be beneficial in the congestion control case to be able to move the UE back to INACTIVE without fetching the context, we should first verify with SA3 whether possible DoS (rejection to INACTIVE by a fake gNB multiple successive times, and/or with long wait time) and replay attack (UE transmitting the same MAC-I multiple times) against a UE with an established security context are significant enough that MSG4 always be integrity protected.  Assuming light connection as baseline, a similar LS was sent by RAN3 and SA3 indicated that a suspend following resume request to a new eNB should always be integrity protected (R2-167436) 
· ZTE: We also think given the security issues, we should not allow a “REJECT” like message over SRB0. Since INACTIVE to CONNECTED transitions will be more common in NR cells (and considering that INACTIVE UEs can potentially be paged and then moved to long term INACTIVE mode by a fake gNB for instance), we don’t think we should allow this behavior. Further the message may also contain RAT/Frequency deprioritisation which makes sending this over SRB0 even more risky (The UE may thus be moved to other insecure RATs as a result for instance). Note that even if Uu is congested, it doesn’t hurt to do context fetch and then perform proper transition back to INACTIVE over SRB1 (avoiding this security flaw) – i.e. the number of messages sent over Uu are not different with and without context fetch in this case (of course if the context cannot be fetched or if security parameters need updating then security setup is needed, but we think this is not a common case that in a given RAN paging area, the context fetch fails or that security algorithm update is needed. So we should not optimize for this case at the expense of introducing a security hole). So only SRB1 (i.e. message with integrity protection) shall be used for this state transition. 
· Convida: We agree congestion control is essential but it is not clear the use of REJECT is the only approach to congestion control in this case, as we believe it depends on the congestion load. REJECT as a method for congestion control is typically used at lower system load and therefore the gNB should be able to fetch the UE context and integrity protect the REJECT message when sending back the UE to inactive. For the scenario where the load is truly high, congestion control using REJECT will not be the most efficient method, in this case it is more appropriate to perform congestion control through barring/restricting of connection resume requests at the UE. Furthermore, considering the earlier guideline from SA3 for the light connection case as pointed out by Interdigital, we believe security aspects should be prioritized for the design in this case. At the minimum, if RAN2 is to agree on using REJECT without integrity protection, then RAN2 should clarify with SA3 first.

· 


Discussion point 2. If you say "yes" to the question in  Discussion point 1, can INACTIVE related parameters be carried via that MSG4? Please justify your response; if yes, which are the INACTIVE related parameters?
Table 2. Company's view on the Discussion point 2
	Point #2
	Company's name and view

	Yes
	· Huawei, HiSilicon: We should consider parameters which can influence cell reselection in order to help alleviating the congestion (LTE supports the deprioritisationReq for this purpose, it could also be full cell reselection priorities).

	No
	· Ericsson: No, in our view a REJECT is just a temporary congestion resolution where the UE returns after the wait time and try again. As REJECT would be sent over SRB0 and could be sent by a fake gNB, it is probably not a very good idea to update any parameters.

· Nokia: This is an optimization and we don’t see a need to re-configure new parameters for the UE in this case. Old inactive related parameters can be used instead.  New parameters can be given when the UE is in connected i.e. as in LTE.
· Intel: As it is explained in previous discussion point #1, INACTIVE sensitive related parameter (e.g. xx-RNTI that may need to be updated when the UE context is fetched from another gNB, the configured RNA, DRX, periodic RNAU timer) should not be updated via a non-protected message. The need to use security for update of UE information should be verified with SA3.

· Samsung: The major dividing line between parameters that the network can/cannot include into MSG4 on SRB0 is whether exposing those parameter values could cause a serious security threat to the overall system and/or whether a UE behavior could be compromised (more detailed considerations were presented in R2-1709495). From that perspective, we agree with other companies that INACTIVE state related parameters (RNTIs, RAN paging area configuration), redirection and the dedicated priority information should not be included. At the same time,  we cannot see a big issue with including e.g. wait timer parameter value (nevertheless, a large wait timer value in the message sent by a fake gNB could cause UE out-of-service issues and thus large timer values should be assessed separately).
· CATT: not see an immediate need for change of INACTIVE state configurations when the UE is sent back to INACTIVE using Reject.
· OPPO: We don’t see any requirements to change the configurations for INACTIVE state when UE is sent back to INACTIVE.
· Lenovo/ MotM: As previously said, there may be only limited (if any, need FFS) parameters included in this message.
· KT: We think there’s no need to include the INACTIVE related parameters.
· NEC: MSG4 over SRB0 is only to use for Reject with keeping the current configurations. Regarding the fake gNB, tend to agree with Ericsson.
· Fujitsu: No. In our opinion, MSG4 is sent over SRB0 only in case no parameter is needed to be included in the message. Otherwise, the message should be sent over SRB1.

· LG : Since the state transition in Discussion point #1 will be used for the congestion control by the network, the MSG4 over SRB0 does not include new configuration for INACTIVE state.
· ITRI: No. If MSG4 is sent over SRB0, the INACTIVE state related parameters should not be included in MSG4 for security reason.
· vivo: RRC INACTIVE related configuration parameters should not be carried over SRB0 MSG4 since it is not integrity protected and ciphered. On the other hand, wait time and deprioritisationReq as in LTE are needed for congestion control purpose.
· Sharp: INACTIVE related parameters should not be in MSG4 on SRB0 for security reasons.
· Qualcomm: We don’t see strong need to perform reconfiguration via the Msg4.
· Xiaomi: No


2.1.2 MGS4 sent over SRB1
Discussion point 3. When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB1 with at least integrity protection move the UE back into INACTIVE? Please justify your response.
Table 3. Company's view on the Discussion point 3
	Point #3
	Company's name and view

	Yes
	· Interdigital: We think there are some situations where the network may need to update some of the UE’s INACTIVE state parameters when moving the UE to INACTIVE following a resume request (see answer to point 4).  For this reason, in at least these cases, MSG4 should be sent with integrity protection.
We also like to highlight that this has already been agreed in RAN2#98:
Agreements for the case that the UE wants to transition from INACTIVE to CONNECTED

1
Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0

2
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

3
RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1

FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

4
If the UE received a resume message on MSG4 on SRB1 then the UE enters RRC Connected.

4a
If the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive.
· Intel: We would like to highlight that this question is now not only for reject use case but also for any fast transition back into INACTIVE. Enabling this transition (which optimizes the usage of MSG4 sent over SRB1 to move UE back into INACTIVE) could be useful for scenarios where network wants to update INACTIVE sensitive parameters and immediately push back UE to INACTIVE (e.g. when UE in INACTIVE does RNAU in non-congestion situations). Note that the functionality/message needed for this is similar to the optimized transition from INACTIVE to CONNECTED using MSG4 with security. 
Moreover enabling this transition may be needed if SA3 does not allow re-use of parameters (e.g. xx-RNTI or MAC-I) in the future resume message/procedure.  This should be verified with SA3. 

If this transition were not supported, UE gets CONNECTED in order for the gNB to update any sensitive INACTIVE information and to trigger an immediate release of the connection into INACTIVE.  It involves additional signaling and UE's power consumption due to the additional signaling.
· ZTE: Yes, in this case, we think the message sent over SRB1 should be a RRCRelease like message (with at least integrity protection). We don’t think we need a separate REEJECT message in this case.
· Convida: Yes. As per our feedback to point 1, if the gNB decides to move back the UE to inactive following a resume request, the message should be integrity protected. It should then be possible for the network to update the UE’s INACTIVE state parameters when moving the UE to INACTIVE.
· Samsung: Referring to comments from Ericsson and Nokia, we would like to emphasize that we talk about a possibility to move a UE back to INACTIVE without delving into the details on whether it is reject or release message. From that perspective, it is more than logical that MSG4 on SRB1 can trigger such a transition as the message can be at least integrity protected and contain configuration parameters needed for the INACTIVE state. RAN WG2 is not going to specify under which conditions or scenarios the network might/can send this message as this is up to the network implementation. One of the most anticipated use cases is that the network sends the UE back into INACTIVE after the former sends the RAN paging area message.
· Lenovo/ MotM: Agree with Samsung that at this point in time we don’t need to name this message (Msg4 on SRB1 pushing the UE to Inactive). Agree with Samsung/ Intel for the purpose example they have in mind.
· NEC: This is used for not Reject but quick transition back to INACTIVE with reconfiguration (e.g. updating RNA) for the UE performing the RNA procedure without any data transmission or redirection (to other frequency) in the congestion case. However, this can be done only for successful resume case (for confirmation).
· Fujitsu: Yes. The resume message can be used for other purposes in addition to entering active state, e.g. RAN based area update. In these cases, the gNB can move the UE back to INACTIVE state including parameters for RAN based area update via MSG4 over SRB1 in order to protect the MSG4 by integrity protection.

· LG : We have same understanding with Intel. Especially, in case of periodic RAU, the UE can stay INACTIVE state without unnecessary state transition. The main difference between Discussion Point #1 and #2 is whether or not the resumption of the UE is considered successful. Thus, in case of Discussion Point #1, the timer for periodic RAU is maintained, otherwise the timer resets in case of Discussion Point #2.
· ITRI: Yes. We share the same view as Fujitsu. If the gNB wants to update any INACTIVE related parameters, the MSG4 should be sent over SRB1 for security protection.
· vivo: Yes. We think the main scenario is for RAN area update while UE may not have data to transmit, thus no need to send UE to CONNECTED. In resume procedure, other INACTIVE related parameters (e.g, Resume ID) may also be updated by gNB.
· Xiaomi: Yes, for periodic RLAU gNB can transit UE directly to inactive mode without state transition.

	No
	· Ericsson: No, we do not see a very strong motivation for REJECT on SRB1 in Rel-15 assuming we define a solution for REJECT over SRB0. The only relevant potential use case for REJECT over SRB1 in our view is if network wants to set long wait times, as discussed in the introduction. Everything else is an optimization to the LTE baseline.

· Nokia: Reject message can be sent on SRB0 like in LTE. We don’t see the need to integrity protect the reject message.
· CATT: not see need for the use of SRB1 to send the UE back to INACTIVE. Only one type of message should be supported for the same purpose (ie. Send the UE back to INACTIVE), hence SRB0 as per discussion point 1 is sufficient.  
· OPPO: We agree with companies that it’s better to have only one kind of message to support sending the UE back to INACITVE, therefore, as Reject could be supported without integrity protection, we don’t see the need to define new type of message here.
· Huawei, HiSilicon: we don't see the need to cipher or integrity protect the reject message.
· Sharp: We agree on only one type of message for the same purpose.
· Qualcomm: It looks a minor optimization. For the state transition back to RRC_INACTIVE with reconfiguration, the regular RRC procedure used for the state transition into RRC_INACTIVE should be used rather than RRCConnectionReject.


Discussion point 4. If you say "yes"  to the question in Discussion point 3, can INACTIVE related parameters be carried via that MSG4? Please justify your response; if yes, which are the INACTIVE related parameters?
Table 4. Company's view on the Discussion point 4
	Point #4
	Company's name and view

	Yes
	· Interdigital: In LTE, the UE ID part of the resume ID assigned by the eNB is different in consecutive suspends of the same UE to avoid tracking of the UE.  For a similar reason, it may be necessary to change the resume ID even in this case.  The UE may also be provided with new security information such as NCC to avoid that the UE re-uses the same MAC-I in subsequent resume requests (to avoid the replay attacks described in the introduction).    
· Intel: INACTIVE sensitive parameters (e.g. xx-RNTI, security, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency or for inactive mode mobility control information) can be sent in a secure MSG4.  
· ZTE: The RRCRelease message shall be used for this purpose. i.e. the contents are the same as the normal Release message (which could be used to send the UE to INACTIVE state like in LTE suspend).
·     Convida: Share same view as Intel and InterDigital above
· Samsung: Since MSG4 is sent over SRB1 and it is at least integrity protected, there should be no issue with including all the parameters needed for the INACTIVE state, e.g. RNTIs, RAN paging area related information, etc. In addition, this message might contain redirection and re-selection priority information. 
· Lenovo/ MotM: Same as Intel (depending on what the network needs to change).
· NEC: same view as Intel.
· Fujitsu: Yes. Any inactive state related parameters can be included, e.g. RAN based area configuration.

· LG : Since basic assumption of Discussion Point #3 was the MSG4 over SRB1 is at least integrity protected, the MSG4 can include parameters related INACTIVE state. Especially regarding RAN UE ID, RAN UE ID is used as a location of UE CONTEXT, new RAN UE ID should be configured following every context fetch.
· ITRI: All parameters needed for the INACTIVE state could be included in MSG4.
· vivo: Some parameters in INACTIVE may need update/reconfiguration, e.g., Resume ID, RAN area, UE specific RAN DRX.
· Xiaomi: Inactive state mobility control information, RNA, Resume ID, NCC, DRX parameter, cause value, waitTime

	No
	· 


Discussion point 5. For the scenario described in Discussion point 3 and 4, are there any cases where MSG.4 cannot be ciphered? If yes, what would be those cases? 

Table 5. Company's view on the Discussion point 5
	Point #5
	Company's name and view

	Yes
	· Nokia: We don’t see the need to cipher the reject message.
· ZTE: The Msg4 cannot be ciphered because it needs to provide the UE with the new NCC (assuming updated NCC is required at resume, same as LTE). The UE needs to know the NCC value to obtain the new KRRCint to verify the integrity of Msg4. So, SRB1 with integrity protection but no ciphering shall be used for this purpose (similar mechanism as LTE resume).  
· CATT: ciphering is not needed for Reject message.
· Huawei, HiSilicon: we don't see the need to cipher the reject message.

	No
	· Ericsson: No, we were not able to find any cases where SRB1 can be integrity protected but not ciphered.
· Interdigital: We think MSG4 can be both integrity protected and ciphered since the new gNB will have the new keys (both integrity protection and ciphering) at the time of transmission of MSG4.  If the security algorithms in the new gNB are not the same as the old gNB, it is likely this will be the case for both integrity protection and ciphering algorithms.
· Intel: This MSG4 can always be sent ciphered for this scenario (similarly as it is done with RRC Connection Resume or RRC Connection Release kind of message) provided all gNBs, at least within the configured RNA, support the same encryption algorithms.

· Convida: No, we can’t think of any case where SRB1 can be integrity protected but not ciphered. If there is a case, then RAN2 should verify with SA3 before concluding.  
· Samsung: If we assume presence of a new security framework (see R2-1709501 as an example), then it is of course possible and desirable that MSG4 sent on SRB1 is ciphered.
· Lenovo/ MotM: Msg4 (on SRB1) need not be a “Reject” message. Further, we can’t think of any good reasons as well allowing SRB1 to be integrity protected but not ciphered; the algorithm support might be similar (compatible w.r.t. the IP and Ciphering) in both cases.
· KT: We think MSG4 sent over SRB1 would be both integrity protected and ciphered.
· NEC: given the scenarios are successful resuming case, there seems to be no case that the ciphering cannot be done for MSG4.
· Fujitsu: No, we don’t see any case where the MSG4 can be integrity protected but cannot be ciphered.

· LG : At least for the same PDCP entity is maintained, the MSG4 can be integrity protected and ciphered. Additionally, the message containing INACTIVE related parameters will be required to be encrypted.
· ITRI: No. If MSG4 is sent over SRB1, we don’t see any reason that this MSG4 can be integrity protected but not ciphered.
· vivo: 
MSG4 can be both integrity protected and ciphered. To cipher MSG4, the security information (new NCC) is included in the release kind of message from anchor gNB which triggers UE to enter inactive from connected. Some companies pointed out that if the new gNB where UE initiates resume procedure doesn’t support the same ciphering algorithm as the anchor gNB, it cannot cipher MSG4. We think two potential solutions can be considered to resolve this issue: a) Same security algorithm is supported by multiple gNBs within the same RNA. b) The resume procedure is fallback to RRC connection setup if the security algorithm configured by anchor gNB is not supported by the new gNB.
· Sharp: No, if this is a question to ask the technical feasibility of ciphering when the integrity protection is available. However, we do not think the ciphering on Reject is necessary in the first place.
· Qualcomm: No if NCC can be signaled without ciphering when Msg4 is signaled. If Msg4 can be integrity protected, then the Msg4 can be ciphered too. The problem is how to deliver the NCC value. If UE can receive a plain NCC value, we can make it work.
· Xiaomi: No


2.2 UE is moved into IDLE 

2.2.1 MGS4 sent over SRB0

Discussion point 6. When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB0 (without Integrity protection) move the UE into IDLE? Please justify your response.
Table 6. Company's view on the Discussion point 6
	Point #6
	Company's name and view

	Yes
	· Nokia: This needs to be supported as in LTE (the suspend indication in the RRC Connection Reject message) i.e.
· Samsung: Similar to our considerations on DP1, our view is that the gNB can ask a UE to transit to the IDLE state in response to the connection resume message by sending the MSG4 on SRB0. It should be also noted that RAN WG2 is not going to specify under which conditions or scenarios the network might/can send this message as this is up to the network implementation. It also bears noting that we cannot mandate the network to use the INACTIVE state, and thus there should be an option to ask a UE to move to the IDLE if that is what the network decision is. It is however should be noted that if MSG4 on SRB0 asks a UE to move back to IDLE, then not all the parameters could be conveyed as elaborated further in DP7.  
· KT: Direct transition from inactive to idle may be efficient in case core network would like to release the UE in INACTIVE.
· - Huawei, HiSilicon: This should be supported like in LTE.
· LG : We don't have strong opinion, but we think that it could be supported like RRCConnectionReject with ‘rrc-LightConnectionIndication’ in light connection. As Samsung mentioned, in some situation the network may prefer to make the UE transit to IDLE. State transitions without integrity protection may cause a state mismatch between the UE and the gNB due to a potential Doc attack, but the UE can be reachable via CN-initiated paging after a RAN-paging failure, and after the periodic RAU timer expires, state mis-match can be resolved.
· Qualcomm: Agree with Nokia. It makes sense to have the same functionality as LTE.
· Xiaomi: Agree with Nokia and Qualcomm.

	No
	· Ericsson: No, there is no need to REJECT the UE to IDLE assuming we define a solution using SRB0 to INACTIVE. Notice that in REJECT, the UE will anyway come back, this is not supposed to be a normal procedure like RELEASE.
· Interdigital: Integrity protection should be used to move the UE to IDLE following a resume request, since the UE has a security context established in the NW and should be protected from DoS attacks.  A fake gNB can causing a change in state of the UE will affect both UE performance (fast accessibility to the NW in INACTIVE) and NW performance (additional signaling to re-establish UE’s context).
· Intel: This transition (i.e. using MSG4 sent over SRB0 to change the UE's state from INACTIVE to IDLE) should not be enabled. The reason is the risk of DoS attacks by fake gNB that may make the UE unreachable for extended periods (even beyond wait timer). 
Moreover we also do not see a motivation to support this transition from INACTIVE to IDLE during congestion – it should be sufficient to keep UE in INACTIVE.  
Considering both the security issue and that there is no much motivation, we do not see a need to support this transition (i.e. network should not reject a UE into IDLE via SRB0, without security when resuming a connection).  

Detailed discussion of the security risks associated with this transition is outside the scope of this email discussion and should anyway be verified with SA3.
· ZTE: No, this shall not be allowed for the same reasons as explained above in Discussion point 1 (and reiterated by Interdigital). 

· Convida: No, as per out feedback to Point 1, integrity protected message should be used to move UE to idle following a resume request. This ordered transition from INACTIVE to IDLE over SRB0 (without integrity protection) should not be allowed. We also agree with Intel and we see no motivation to support this transition from INACTIVE to IDLE during congestion – it should be sufficient to keep UE in INACTIVE.

· CATT: no. we don’t see the need to have direct transition from INACTIVE to IDLE. Previous baseline agreement of moving the UE from INACTIVE-> Connected -> Idle can be used for sending the UE to Idle.
· OPPO: We don’t see the need to transfer one single UE from INACTIVE to IDLE directly. When the network would like to do that for the single UE, the baseline agreement, i.e. moving the UE from INACTIVE to CONNECTED then to IDLE could be used.
· Lenovo/ MotM: We also don’t see why a well-intentioned network must send the UE to Idle state. We think the UE has already pre-checked (before initiating Resume) that the current cell is part of the RAN-based notification area (RNA) and so the current cell/ network would be eventually able to fetch the UE context from the anchor node. Therefore, the well-intentioned network does not gain anything by sending the UE to Idle even if it was temporarily unable to fetch the UE context. Depending on the Resume cause, it could initiate UE transition to RRC Connected (using RRC Connection Setup kind of message for urgent resumeCause(s) say for example, emergency, highPriorityAccess etc.) or let the UE initiate the resumption again (by sending it back to Inactive for a waitTime). 
· NEC: No. There is a security risk (e.g. fake gNB) if the direct transition from INACTIVE to IDLE via SRB0 in resuming process as raised by Intel already.
· Fujitsu: No, we agree with the analysis in Introduction that there may be security risk if a gNB can move a UE in INACTIVE back to IDLE using a message that is not integrity protected.
· ITRI: Based on the security risk analysis in introduction, we don’t think a gNB should use the MSG4 without security protection to transit a UE from INACTIVE to IDLE.
· vivo: No. But it is worth noting that in LTE light connection similar issue is discussed and agreed that network can send UE to IDLE when resuming a light RRC connection due to access barring reasons. However, in NR it is different situation because unified access barring mechanism should apply to both IDLE and INACTIVE. Such state transition over SBR0 should not be supported to avoid security issues raised by fake gNB.
· Sharp: for the security reasons pointed out by other companies.


Discussion point 7. If you say "yes" for the question in Discussion point 6, can IDLE related parameters be carried via that MSG4? Please justify your response; if yes, which are the IDLE related parameters?

Table 7. Company's view on the Discussion point 7
	Point #7
	Company's name and view

	Yes
	· Nokia: as in LTE, wait time and deprioritisationReq is needed
· Samsung: As discussed in DP2, the major dividing line between parameters that the network can/cannot include into the message is whether exposing those parameter values could cause a serious security threat to the overall system and/or whether a UE behavior could be compromised. From that perspective we cannot see a big issue with including e.g. wait timer parameter value (nevertheless, a large wait timer value in the message sent by a fake gNB could cause UE out-of-service issues and thus large timer values should be assessed separately). Redirection and the dedicated priority information should not be present
· Huawei, HiSilicon: wait time and something to influence cell reselection priorities (FFS exactly what).
· LG : We have same view with Samsung.
· Qualcomm: We share the same view as Samsung.
· Xiaomi: waitTime, deprioritisationRequest, idleMobilityControl,RNA, cause value, redirectedCarrierInfo

	No
	· 


2.2.2 MGS4 sent over SRB1
Discussion point 8. When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB1 with at least integrity protection move the UE into IDLE? Please justify your response.
 Table 8. Company's view on the Discussion point 8
	Point #8
	Company's name and view

	Yes
	· Intel: This transition using SRB1 using msg 4 is an optimization that is nice to have but not essential.  If the optimization using SRB1 sent on msg 4 is supported to transition back into INACTIVE (as explained in discussion point #3), it can easily be extended to support also IDLE.
· ZTE: We simply can reuse the RRCRelease message to send the UE to INACTIVE or to IDLE mode. So, yes, this is network choice and can be up to the network to use the RELEASE message with appropriate parameters.
· Samsung: The gNB can ask a UE to transit to the IDLE state in response to the connection resume message by sending the MSG4 on SRB1, especially accounting for the fact that the message is at least integrity protected. RAN WG2 is not going to specify under which conditions or scenarios the network might/can send this message as this is up to the network implementation. One of the exemplary use cases is that the network just wants to release the UE context and associated resources after long inactivity period of time spent in INACTIVE. Referring to comment from Nokia below, that was the “baseline” agreement meaning that if the network wants, it still can reconfigure a UE to CONNECTED and then release to IDLE, but we cannot see a point in taking all these actions if it is possible to send a UE directly to IDLE.
· KT: Direct transition from inactive to idle may be efficient in case core network would like to release the UE in INACTIVE.
· Fujitsu: Yes, there are some cases for the gNB want to move the UE into IDLE mode. For example, the UE has no data transmission for long time but the periodic RNA update restarts the inactivity timer. Thus the gNB needs to move the UE in INACTIVE state into IDLE mode via message. If MSG4 sent over SRB1 is supported to move the UE back to INACTIVE state, it can be reused for moving the UE to IDLE mode. 

· Huawei, HiSilicon: We think it is sufficient to send this message on SRB0 to handle the congestion case.
· LG : If the state transition in Discussion point #3 is possible, the state transition in Discussion point #8 is also able to support.
· ITRI: Yes. We share the same view as Samsung.
· Xiaomi: Yes, if UE enters a RNA that is not allowed, gNB can send UE back to idle by SRB1.

	No
	· Ericsson: No, there is no need to REJECT the UE to IDLE assuming we define a solution using SRB0 to INACTIVE. Notice that in REJECT, the UE will anyway come back, this is not supposed to be a normal procedure like RELEASE.

· Nokia: we don’t see any reason to revert the baseline agreement done in RAN2#98 in Hangzhou: “As a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE.”
· Interdigital: We think such a transition is an optimization.  If the NW wants to move the UE to IDLE mode (e.g. following a long period of inactivity), it could page and then release the UE, or an inactivity timer could be used to do this without signaling. 
· Convida: No, this is an optimization we do not see a need for.
· CATT: no, no direct transition from inactive to idle is necessary.
· OPPO: As mentioned before, we don’t see any reason to support move the single UE from INACTIVE to IDLE directly.
· Lenovo/ MotM: As in our reply to DP6, since the current cell must be part of the RAN-based notification area (RNA), it would be possible for it to fetch the UE context (now or later). For updating parts of the AS/ security context, we believe sending to Inactive (Msg4 on SRB1) could be sufficient.
· NEC: Although this is technically feasible and there will be no issue, this can be considered as a non-essential optimization. Regarding the point (baseline) raised by Nokia and the comment from Samsung, we think RAN2 agreed to 2 steps state transition from INACTIVE to IDLE in network initiated case and do not see any need of optimization in UE initiated case, either.
· vivo: Agree with Nokia.
· Sharp: Reject should not be used for forcing INACTIVE UE to go back to IDLE.
· Qualcomm: We don’t see any use-case for this. RRC connection reject over SRB0 (as discussed at DP6) should be enough.


Discussion point 9. If you say "yes" to the question in Discussion point 8, can IDLE related parameters be carried via that MSG4? Please justify your response; if yes, which are the IDLE related parameters?

Table 9. Company's view on the Discussion point 9
	Point #9
	Company's name and view

	Yes
	· Intel: If discussion point #8 were enabled, IDLE related parameters be carried via that MSG4, for example redirect carrier frequency or for idle mode mobility control information.
· ZTE: Yes, the RRCRelease message should be used for this purpose.
· Samsung: Since the message is sent over SRB1 and is at least integrity protected, there is no issue in sending all the necessary parameters, e.g. wait timer, priority and re-selection information, etc.
· KT: Agree with Samsung.
· Fujitsu: Yes, the IDL related parameters include redirect information, idle mode mobility control information and cause.

· LG : Since basic assumption of Discussion Point #8 was the MSG4 over SRB1 is at least integrity protected, the MSG4 can include parameter related IDLE state such as cell reselection priority information.
· ITRI: Yes, if MSG4 is sent over SRB1 with security protection, there will not be issue in sending all the necessary parameters.
· Xiaomi: Yes, waitTime, deprioritisationRequest, idleMobilityControl,cause value, redirectedCarrierInfo 

	No
	· 


Discussion point 10. For the scenario described in Discussion point 8 and 9, are there any cases where MSG.4 cannot be ciphered? If yes, what would be those cases? 
Table 10. Company's view on the Discussion point 1
	Point #10
	Company's name and view

	Yes
	· ZTE: See the discussion point#5. Msg4 cannot be ciphered because the network needs to provide the NCC value to the UE. So, we propose we adopt similar approach as in LTE where SRB1 is used with integrity protection but not ciphering for this purpose. 

	No
	· Ericsson: No, we were not able to find any cases where SRB1 can be integrity protected but not ciphered.
· Interdigital: Similar to our answer in Q5, we think both ciphering and integrity protection are always possible in MSG4.
· Intel: This MSG4 can always be sent ciphered for this scenario.

· Convida:  As per our input on Point 5, we can’t think of any case where SRB1 can be integrity protected but not ciphered. If there is a case, then RAN2 should verify with SA3 before concluding.  
· Samsung: If we assume presence of a new security framework (see R2-1709501 as an example), then it is of course possible and desirable that MSG4 sent on SRB1 is ciphered
· Lenovo/ MotM: As previously, we are not aware of any such reasons.
· KT: We think MSG4 sent over SRB1 would be both integrity protected and ciphered.
· NEC: No, based on our understanding that this scenario is successful resume case only.
· Fujitsu: No, we don’t see any case where the MSG4 can be integrity protected but cannot be ciphered.

· LG : Similar to our answer in Q5.
· ITRI: No. We don’t see any reason that the MSG4 can be integrity protected but not ciphered.
· vivo: Similar answer in Q5, both ciphering and integrity protection are supported when MSG4 is sent over SRB1.
· Sharp: see our response for Q5.
· Qualcomm: Same answer as ours at DP5.
· Xiaomi: No.


3 Email discussion report

The following 21 companies shared their views on this email discussion: Ericsson, Nokia, Interdigital, ZTE, Convida, Samsung, CATT, OPPO, Lenovo/MotM, KT, NEC, Fujitsu, Huawei, HiSilicon, LG, ITRI, Vivo, Sharp, Qualcomm, Xiaomi and Intel.

Taken into account the last comments provided on RAN2 email reflector, it seems that there could have been different understandings on whether the email discussion was addressing only Reject functionality or not; therefore the following proposals 3, 4, 5, 9 and 10 are updated to address that MSG4 with at least integrity protected can be case (1) not-reject functionality (e.g. for RNAU scenarios) or case (2) reject functionality.
3.1 UE is moved into INACTIVE 

3.1.1 MGS4 sent over SRB0 

3.1.1.1 Discussion point 1
When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB0 (without Integrity protection) move the UE back into INACTIVE?

· Yes: 18 companies (Ericsson, Nokia, Samsung, CATT, OPPO, Lenovo/MotM, KT, NEC, Fujitsu, Huawei, HiSilicon, LG, ITRI, Vivo, Sharp, Qualcomm, Xiaomi, Intel) with the following points to highlight:

· Sending REJECT over SRB0 to INACTIVE:

· Allows sending REJECT message without having to fetch the UE context. 

· On the usage, the following options are suggested: it is for congestion scenarios, or it should be up to network implementation when to send this message (i.e. RAN2 should not specify the scenarios or conditions).

· On the RRC configuration, the following options are suggested: same configuration is kept (i.e. no update is allowed), or some parameters may be updated

· It potentially avoids DoS attack from a fake gNB moving the UE from INACTIVE to IDLE, which would make RAN paging temporarily unreachable.

· It is required to clarify for error/rare case when rejecting while a UE tries to RNA update (or maybe TAU).

· The usage of such message without security, and the need to use security to update UE information should be verified with SA3

· Upon reception of this MSG4, the UE will not try to resume the RRC connection for wait time.

· RRC Connection reject kind of message could be used.

· No: 3 companies (Interdigital, ZTE, Convida) with the following points to highlight:

· It is suggested to verify with SA3 whether possible DoS (rejection to INACTIVE by a fake gNB multiple successive times, and/or with long wait time) and replay attack (UE transmitting the same MAC-I multiple times) against a UE with an established security context are significant enough when MSG4 is integrity protected to move the UE back into INACTIVE.

· This MSG4 may contain RAT/Frequency deprioritisation which makes it even more risky e.g. as the UE may thus be moved to other insecure RATs as a result.

· For Uu is congested, it doesn’t hurt to do context fetch and then perform proper transition back to INACTIVE over SRB1 (avoiding this security flaw).

· For highly loaded scenarios, congestion control through barring/restricting is more appropriated than reject.

Proposal 1. [To agree] A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).
Proposal 1.1. [To agree] To send an LS to SA3 to check whether there is any security concern with proposal 1 e.g. due to DoS attach (i.e. rejection to INACTIVE by a fake gNB multiple successive times, and/or with long wait time) and replay attack (i.e. UE transmitting the same MAC-I multiple times).
3.1.1.2 Discussion point 2
If you say "yes" to the question in  Discussion point 1, can INACTIVE related parameters be carried via that MSG4?

· Yes: 2 companies (Huawei, HiSilicon) with the following points to highlight

· Parameters that influence cell reselection to help alleviating the congestion (LTE supports the deprioritisationReq for this purpose, it could also be full cell reselection priorities)

· No: 16 companies (Ericsson, Nokia, Samsung, CATT, OPPO, Lenovo/MotM, KT, NEC, Fujitsu, LG, ITRI, Vivo, Sharp, Qualcomm, Xiaomi, Intel) with the following points to highlight

· INACTIVE related parameters should not be updated by a MSG4 sent over SRB0.

· The parameter mentioned were xx-RNTI that may need to be updated when the UE context is fetched from another gNB, the configured RNA, DRX, periodic RNAU timer, redirection and the dedicated priority.

· The exposure of INACTIVE related parameter values could cause a serious security threat to the overall system and/or whether a UE behavior could be compromised.

· A wait timer parameter could be included (point already covered within proposal 1).

Proposal 2. [To agree] INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).

3.1.2 MGS4 sent over SRB1

3.1.2.1 Discussion point 3
When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB1 with at least integrity protection move the UE back into INACTIVE?

· Yes: 12 companies (Interdigital, ZTE, Convida, Samsung, Lenovo/MotM, NEC, Fujitsu, LG, ITRI, Vivo, Xiaomi and Intel) with the following points to highlight:

· Beneficial when network may need to update some of the UE's INACTIVE parameters.

· This point was already agreed in RAN2#98 meeting "4a. if the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive".

· This scenario focuses on moving the UE back into INACTIVE (not specifically for reject or release), e.g. for a quick transmission when UE performs normal or periodic RNAU without any data to be exchanged.

· When to use this MSG4 should be up to gNB implementation.

· This MSG4 can only be sent for successful resume case

· Enabling this transition may be needed if SA3 does not allow re-use of parameters (e.g. xx-RNTI or MAC-I) in the future resume message/procedure.

· The periodic RNAU timer is maintained for Discussion Point #1 vs reset for Discussion Point #2.

· This MGS4 could be RRC Connection release or RRC Connection resume kind of message.

· No: 8 companies (Ericsson, Nokia, CATT, OPPO, Huawei, HiSilicon, Sharp, and Qualcomm) with the following points to highlight:

· No strong motivation for reject unless long wait timers are set.

· Only one message/mechanism should be used for reject handling which does not need to be ciphered or integrity protected.

Proposal 3. For discussion point 3:
Proposal 3.1. [To discuss] A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected).
Proposal 3.2. [To discuss] A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. rejected).
3.1.2.2 Discussion point 4
If you say "yes" to the question in Discussion point 3, can INACTIVE related parameters be carried via that MSG4?

· Yes: 12 companies (same ones who responded yes to the discussion point #3) with the following points to highlight.

· INACTIVE sensitive parameters e.g. xx-RNTI (or resume ID), security information (e.g. NCC), RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency or for inactive mode mobility control information.

· It could also contain re-selection priority information.

· Use RRC Connection Release kind of message with all the parameters already defined.

Proposal 4. For discussion point 4: 
Proposal 4.1. [To discuss] The MSG4 (i.e. not rejected) of proposal 3 can include xx-RNTI (or resume ID), security information (e.g. NCC), RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information.
Proposal 4.2. [To discuss] The MSG4 (i.e. rejected) of proposal 3 can include xx-RNTI (or resume ID), security information (e.g. NCC), RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information.
3.1.2.3 Discussion point 5
For the scenario described in Discussion point 3 and 4, are there any cases where MSG.4 cannot be ciphered? If yes, what would be those cases?

· Yes: 5 companies (Nokia, ZTE, CATT, Huawei, and HiSilicon) with the following points to highlight:

· No need to cipher reject message.

· No need to cipher this MSG4 as UE needs to get the new NCC.
· No: 15 companies (Ericsson, Interdigital, Convida, Samsung, Lenovo/MotM, KT, NEC, Fujitsu, LG, ITRI, Vivo, Sharp, Qualcomm, Xiaomi and Intel) with the following points to highlight:

· MSG4 can be both integrity protected and ciphered since the new gNB will have the new keys (both integrity protection and ciphering) and the UE context was fetched/transferred successfully.

· This can be guaranteed at least within the configured RNA.

· It is clarified that this is possible due to the NR security proposals for UEs in INACTIVE where the new NCC is available in the UE and network, e.g. by providing the new NCC during the suspend procedure.

· If the security algorithms in the new gNB are not the same as the old gNB:

· It is likely this will be the case for both integrity protection and ciphering algorithms.

· It should not happen at least for cells within the configured RNA.

· The resume procedure can fallback to RRC connection setup if the security algorithm configured by anchor gNB is not supported by the new gNB.

· RAN2 could verify with SA3 if there is any case when it cannot be used.

Proposal 5. For discussion point 5:
Proposal 5.1. [To discuss] The MSG4 (i.e. not rejected) of proposal 3 is always ciphered (in addition to integrity protected as captured in proposal 3). 
Proposal 5.2. [To discuss] The MSG4 (i.e. rejected) of proposal 3 is always ciphered (in addition to integrity protected as captured in proposal 3).
3.2 UE is moved into IDLE 

3.2.1 MGS4 sent over SRB0

3.2.1.1 Discussion point 6
When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB0 (without Integrity protection) move the UE into IDLE?

· Yes: 8 companies (Nokia, Samsung, KT, Huawei, HiSilicon, LG, Xiaomi and Qualcomm) with the following points to highlight:

· It is necessary same as LTE.
· Similar motivation as explained for discussion point #1.

· A potential Doc attack could generate a UE's state mismatch between the UE and the gNB (as message is not integrity protected), however the UE can be reachable via CN-initiated paging after a RAN-paging failure, and after expiry of the periodic RAU timer.

· No: 13 companies (Ericsson, Interdigital, ZTE, Convida, CATT, OPPO, Lenovo/MotM, NEC, Fujitsu, ITRI, Vivo, Sharp, and Intel) with the following points to highlight:

· No need or motivation to reject the UE to IDLE when a UE can be rejected into INACTIVE.

· Security concerns raised if integrity protection is not used for this transition:

· Risk of DoS attacks by fake gNB that may make the UE unreachable for extended periods (even beyond wait timer).

· A fake gNB can causing a change in state of the UE which affects both UE performance (fast accessibility to the NW in INACTIVE) and NW performance (additional signaling to re-establish UE’s context).

· Verified with SA3 on the the security risks associated with this transition.

· Similar motivation as explained for discussion point #1.

· Baseline agreement of moving the UE from INACTIVE ( Connected ( Idle for this scenario.

· Depending on the Resume cause, gNB could initiate UE transition to RRC Connected or let the UE initiate the resumption again (by sending it back to Inactive for a waitTime).

Proposal 6. [To agree] UE in INACTIVE, trying to resume an RRC connection, cannot receive MSG4 sent over SRB0 (without Integrity protection) to move the UE into IDLE.

3.2.1.2 Discussion point 7
If you say "yes" for the question in Discussion point 6, can IDLE related parameters be carried via that MSG4?

· Yes: 7 companies (of the ones who said yes to discussion point #6) with the following points to highlight:

· It can include wait time, deprioritisationReq, dedicated priority and cell reselection priorities.

Proposal 7. [To discuss] If proposal 6 is not agreed but instead it is agreed, that a UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without integrity protection) to move the UE into IDLE), this MSG4 can include wait time, deprioritisationReq, dedicated priority and cell reselection priorities.

Proposal 7.1. [To agree, if proposal 7 were agreed (instead of proposal 6)] To send an LS to SA3 to check whether there is any security concern with proposal 7 e.g. due to DoS attach when rejecting a UE in INACTIVE to IDLE (i.e. change in state of UE) by a fake gNB which may make the UE unreachable for extended periods (even beyond wait timer), and/or may affect both UE performance (fast accessibility to the NW in INACTIVE) and NW performance (additional signaling to re-establish UE’s context).
3.2.2 MGS4 sent over SRB1

3.2.2.1 Discussion point 8
When a UE in INACTIVE tries to resume the RRC connection, can MSG4 sent over SRB1 with at least integrity protection move the UE into IDLE?

· Yes: 8 companies (ZTE, Samsung, KT, Fujitsu, LG, ITRI, Xiaomi and Intel) with the following points to highlight:

· It is an optimization that is efficient if network wants to release the UE. 

· The transition described in discussion point #3 can be extended to support the transition described in this discussion point #8.

· The RRC Release message can be used to send the UE to INACTIVE or to IDLE.

· Exemplary use cases are: 

· The network just wants to release the UE context and associated resources after long inactivity period of time spent in INACTIVE.

· The UE has no data transmission for long time but the periodic RNA update restarts the inactivity timer

· No: 13 companies (Ericsson, Nokia, Interdigital, Convida, CATT, OPPO, Lenovo/MotM, NEC, Vivo, Sharp, Qualcomm, Huawei, and HiSilicon) with the following points to highlight:

· It is sufficient to send this message on SRB0 to handle the congestion case.

· No need or motivation to send the UE to IDLE via a MSG4 sent over SRB1.

· Agreement from RAN2#98 is enough "as a baseline, network initiated RRC state transition from INACTIVE to IDLE follows INACTIVE to CONNECTED and then CONNECTED to IDLE".

· It is an non-essential optimization, as the network could page and then release the UE, or use an inactivity timer. 

Proposal 8. [To agree] A UE in INACTIVE, trying to resume the RRC connection, cannot receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.

3.2.2.2 Discussion point 9
If you say "yes" to the question in Discussion point 8, can IDLE related parameters be carried via that MSG4?

· Yes: 8 companies (same ones that responded yes to discussion point #8) with the following points to highlight:

· All parameters used in RRC Connection Release kind of message can be used e.g. wait timer, priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information.

Proposal 9. [To discuss] If proposal 8 were not agreed (i.e. a UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE):
Proposal 9.1. [To discuss] This MSG4 (i.e. not rejected) can carry same information as RRC Connection release kind of message (e.g. wait timer, priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).
Proposal 9.2. [To discuss] This MSG4 (i.e. rejected) can carry same information as RRC Connection release kind of message (e.g. wait timer, priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).
3.2.2.3 Discussion point 10
For the scenario described in Discussion point 8 and 9, are there any cases where MSG.4 cannot be ciphered?

· Yes: 1 company (ZTE) with the following points to highlight:

· Similar motivation as for discussion point #5 (Msg4 cannot be ciphered because the network needs to provide the NCC value to the UE).
· No: 15 companies (Ericsson, Interdigital, Convida, Samsung, Lenovo/MotM, KT, NEC, Fujitsu, LG, ITRI, Vivo, Sharp, Qualcomm, Xiaomi and Intel) with the following points to highlight:

· Similar motivation as for discussion point #5 i.e. if SRB1 can be integrity protected, it can also be sent ciphered.

Proposal 10. [To discuss] If proposal 9 were agreed, instead of proposal 8 (i.e. a UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE):
Proposal 10.1. [To discuss] This MSG4 (i.e. not rejected) of proposal 9 is always ciphered (in addition to integrity protected as captured in proposal 9).
Proposal 10.2. [To discuss] This MSG4 (i.e. rejected) of proposal 9 is always ciphered (in addition to integrity protected as captured in proposal 9).
4 Conclusion

The suggested proposals from this email discussion are the following:

Proposal 1.
[To agree] A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).
Proposal 1.1.
[To agree] To send an LS to SA3 to check whether there is any security concern with proposal 1 e.g. due to DoS attach (i.e. rejection to INACTIVE by a fake gNB multiple successive times, and/or with long wait time) and replay attack (i.e. UE transmitting the same MAC-I multiple times).
Proposal 2.
[To agree] INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).
Proposal 3.
For discussion point 3:
Proposal 3.1.
[To discuss] A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected).
Proposal 3.2.
[To discuss] A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. rejected).
Proposal 4.
For discussion point 4:
Proposal 4.1.
[To discuss] The MSG4 (i.e. not rejected) of proposal 3 can include xx-RNTI (or resume ID), security information (e.g. NCC), RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information.
Proposal 4.2.
[To discuss] The MSG4 (i.e. rejected) of proposal 3 can include xx-RNTI (or resume ID), security information (e.g. NCC), RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information.
Proposal 5.
For discussion point 5:
Proposal 5.1.
[To discuss] The MSG4 (i.e. not rejected) of proposal 3 is always ciphered (in addition to integrity protected as captured in proposal 3).
Proposal 5.2.
[To discuss] The MSG4 (i.e. rejected) of proposal 3 is always ciphered (in addition to integrity protected as captured in proposal 3).
Proposal 6.
[To agree] UE in INACTIVE, trying to resume an RRC connection, cannot receive MSG4 sent over SRB0 (without Integrity protection) to move the UE into IDLE.
Proposal 7.
[To discuss] If proposal 6 is not agreed but instead it is agreed, that a UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without integrity protection) to move the UE into IDLE), this MSG4 can include wait time, deprioritisationReq, dedicated priority and cell reselection priorities.
Proposal 7.1.
[To agree, if proposal 7 were agreed (instead of proposal 6)] To send an LS to SA3 to check whether there is any security concern with proposal 7 e.g. due to DoS attach when rejecting a UE in INACTIVE to IDLE (i.e. change in state of UE) by a fake gNB which may make the UE unreachable for extended periods (even beyond wait timer), and/or may affect both UE performance (fast accessibility to the NW in INACTIVE) and NW performance (additional signaling to re-establish UE’s context).
Proposal 8.
[To agree] A UE in INACTIVE, trying to resume the RRC connection, cannot receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.
Proposal 9.
[To discuss] If proposal 8 were not agreed (i.e. a UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE):
Proposal 9.1.
[To discuss] This MSG4 (i.e. not rejected) can carry same information as RRC Connection release kind of message (e.g. wait timer, priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).
Proposal 9.2.
[To discuss] This MSG4 (i.e. rejected) can carry same information as RRC Connection release kind of message (e.g. wait timer, priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).
Proposal 10.
[To discuss] If proposal 9 were agreed, instead of proposal 8 (i.e. a UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE):
Proposal 10.1.
[To discuss] This MSG4 (i.e. not rejected) of proposal 9 is always ciphered (in addition to integrity protected as captured in proposal 9).
Proposal 10.2.
[To discuss] This MSG4 (i.e. rejected) of proposal 9 is always ciphered (in addition to integrity protected as captured in proposal 9).
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6 Annex

6.1 Open points 18, 19, 20 from [1] for discussion

6.1.1 Congestion handling during resumption

RAN2 agreed that "If the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive" and "FFS Whether MSG 4 can be a reject to idle". 

Discussion point 18. 
When RAN successfully retrieves and verifies the UE context, which kind of message shall be sent in RACH MSG4 to suspend the UE back into INACTIVE? Please justify your response. 

a) RRC Connection Reject kind of message over SRB0.

b) Others

Table 11. Company's view on the 0
	Options
	Company's name and view

	a) RRC Conn. Reject
	· Intel: Yes - a UE in INACTIVE, when resuming an RRC connection, can only be rejected back into INACTIVE (using a RRC Connection Reject kind of message over SRB0). As it is explained by SA3 in the LS R2-167436, the RRC message needs to be integrity protected when changing the RRC state of the UE to prevent attacks.
· Nokia: RRC Connection Reject kind of message over SRB0 indicating that the UE shall go to INACTIVE
· Sony
· KT
· NEC: RRC Connection Reject kind of msg can be used but it shall include an indication to make the UE go back to and stay in Inactive, in order to differentiate the case in resume failure assuming the same message (with slightly different contents) can be used for both cases discussed in the point 16 and 18.
· Qualcomm: Yes and the message should be integrity protected.
· CATT: the message naming could be discussed later for clarity. If SRB1 is used, there is a question on whether the UE context should be retrieved by the corresponding gNB prior to transmission of the message. As the purpose is to keep the UE in inactive, the ue context can be kept at the anchoring gNB and the source gNB doesn’t need to retrieve the UE context. Hence we support transmission of message over SRB0.
· ZTE: it depends on whether gNB has changed. If the gNB has changed, and when RAN successfully retrieves and verifies the UE context, to suspend the UE back into Inactive, the new gNB has to assign a new ResumeId (with new gNB Id related information) in Msg4 . And to synchronize the new AS key, the Msg4  should be integrity protected and ciphered(if the SA3 also recommends to cipher). If the gNB doesn’t change, RRCConnection reject is OK. But to keep consistent, the same Msg should be adopted for these two different scenarios.
· DCM: yes RRC Connection Reject is used to reject the RRC Connection resumption and to send  back the UE to INACTIVE
· OPPO: Consider the RRC Connection Reject like message could be used to send the UE back to INACTIVE
· Ericsson: We think the network can use an RRC connected reject type of message sent on SRB1 to provide the UE with a wait time. It should not be allowed by the network to suspend the UE to INACTIVE using SRB0 for security reasons since the UE security token (e.g. short MAC-I) has already been used and the network has not shown to the UE it knows the UE. In this case, the network also has the UE security context so it does make sense to use SRB1 for this message.

· Mediatek: Agree with Intel

· Xiaomi: RRC connection Reject message with clear indication to UE to stay in inactive is ok.

· LG

· Coolpad

	b) Others
	· Huawei and HiSilicon: RRC connection reject like LTE light connection.

· Interdigital: We have agreed at last meeting that “If the UE received a message suspending the UE on MSG4 on SRB1, then the UE remains in RRC Inactive”.  We think it would be best to maintain current agreements and have only a message over SRB1 to suspend the UE in order to avoid denial of service attack.  The message can be an RRCConnectionReconfiguration message.
· Samsung: The "reconfiguration" message (over SRB1) looks like a natural choice for this case, it is not clear why "reject" would be used. However, as noted several times before, we do not know yet which RRC messages we are going to have for NR, so the exact answer to this question will depend on the outcome of the unification discussion


6.1.2 Direct transition to INACTIVE or IDLE during resumption

Discussion point 19. 
When RAN successfully retrieves and verifies the UE context, can a UE be moved into INACTIVE via MSG4 sent over SRB1 with integrity protection? Please justify your response. Moreover indicate whether this message would be sent ciphered or un-ciphered, and which message should be used. Note that this scenario may be applicable for a fast transition to INACTIVE after doing a RAN location area update procedure.

Table 12. Company's view on the 0
	MSG4 moves UE into INACTIVE
	Company's name and view

	Yes
	· Huawei and HiSilicon: MSG4 could be used with integrity protection to change some parameters for the UE in INACTIVE (e.g. ID, DRX, RAN area, other). Need and possibility of ciphering should be judged by SA3. However, MSG4 could be omitted if there is no configuration to change (e.g. periodic update in the same cell).

· Interdigital: MSG4 over SRB1 would be required for location area update procedure, since the UE may be reconfigured with a different INACTIVE configuration, and this reconfiguration should be integrity protected.  

· Intel: the RRC message needs to be integrity protected when changing the RRC state of the UE to prevent attacks (as it is explained by SA3 in the LS R2-167436), however the need to use ciphering protection depends on the nature of the parameters to be carried (e.g. if the parameters are associated with the RRC configuration, such as the RAN notification area, this RRC message needs to be ciphered). SA3 confirmation/input will be required.
· Nokia: RRC Connection Release kind of message over SRB1 could be used. However, if UE is provided with new INACTIVE configuration (e.g., RAN area), the message shall be ciphered.

· Sony: Agree with Huawei and other companies that NW should be able to configure parameters for Inactive state. Exact message name can be discussed

· KT: Agree with Intel.

· NEC: by using RRC Connection Release kind of message

· Qualcomm: The message shall be integrity protected for sure. It’s totally up to RAN2 decision whether the message should be ciphered or not. So RAN2 should discuss it further.

· CATT: can be sent on SRB1 with integrity protection. Need for ciphering FFS and consult SA3.

· ZTE: The discussion issue in table 18 is one scenario that suspends the UE back into the Inactive state directly. So the activity should keep consistent with the Table 18.
· OPPO: Agree with other companies that Msg4 could be used with integrity protection, however, this needs to be checked by SA3.
· Ericsson: MSG4 should be integrity protected and ciphered since the UE may be assigned a new resume ID, even a new RAN area, or other context update information. This is in line with current RAN2 agreements, and should be preferred from a security point of view (asking SA3 would be a waste of time). We think this message can be the same messages as used to move the UE from Connected to Inactive state, e.g. Suspend message.

· Mediatek: Msg4 moving UE to Inactive should be integrity protected.   

· Xiaomi: Yes, agree with other companies. 

· Coolpad: Yes
· Samsung: There should be a way to ask a UE to move to INACTIVE during the resumption procedure, if the response message is ciphered. Which message should be used for this purpose should be based on the outcome of the RRC unification discussion

	No
	· 


Discussion point 20. 
When RAN successfully retrieves and verifies the UE context, can a UE be moved into IDLE via MSG4 sent over SRB1 with integrity protection? Please justify your response. Moreover indicate whether this message would be sent ciphered or un-ciphered, and which message should be used.

Table 13. Company's view on the 0
	MSG4 moves UE into IDLE
	Company's name and view

	Yes
	· Interdigital: The UE can be moved to IDLE using an RRCConnectionRelease in MSG4.  Since this message is sent over SRB1, it could be ciphered as well, but it should be verified with SA3 if it is possible to send this message unciphered.

· Intel: the explanation of discussion point 19 is also applicable (i.e. integrity protection is required when moving a UE in INACTIVE to IDLE via SRB1 and the need to use ciphering protection depends on the nature of the RRC parameters carried in this message).
· Nokia: RRC Connection Reject on SRB0 can be used for this purpose.

· Sony

· KT: The UE can be moved to IDLE using an RRCConnectionRelease via MSG4 sent over SRB1.

· Qualcomm: RRC connection release with integrity protection.

· CATT: RRC connection release with integrity protection if it is verified by SA3

· ZTE:  The Msg4 sent over SRB1 with integrity protection and ciphered(if the SA3 also recommends to cipher)
· OPPO: Agree with other companies that the RRC Connection Release could be used, but whether it could be ciphered should be confirmed by SA3.
· Ericsson: We think this could be supported e.g. for responding to a RAN area update. It may not be critical to support since it is also possible to accept the UE into RRC connected and then release the UE to idle but the extra complexity of supporting this is probably low. If it should be supported the message can both be integrity protected and encrypted. There is no reason not to encrypt this message since the security context has been retrieved and other MSG4 messages is also encrypted. Not using encryption for this message would increase the complexity since then it need to be sent on a different SRB from encrypted MSG4s.

· Mediatek: RRC Connection Release, integrity protected. Ciphering needs to consult with SA3.

· LG

· Coolpad: RRC connection release with integrity protection if confirmed by SA3.
· Samsung: There should be an option to move to IDLE. Which RRC message is used for this purpose can be decided later

	No
	· Huawei and HiSilicon: In LTE light connection, RRC connection reject with state indication is used. We are ok to consider release with integrity protection if SA3 think it is needed.

· NEC: this is not needed. RRC Connection Release kind of message can be used for moving the UE to Idle


6.2 Email discussion report from [1] 
6.2.1 Congestion handling during resumption

6.2.1.1 Discussion point 18

Congestion handling during resumption - When RAN successfully retrieves and verifies the UE context, which kind of message shall be sent in RACH MSG4 to suspend the UE back into INACTIVE?

· 14 companies (Huawei, HiSilicon, Intel, Nokia, Sony, KT, NEC, CATT, DOCOMO, OPPO, MediaTek, Xiaomi, LG, and Coolpad) agree that it can be used RRC Connection Reject kind of message over SRB0 taken into consideration the following points:

· 2 companies (Intel and MediaTek) explain that when resuming an RRC connection, a UE in INACTIVE can only be rejected back into INACTIVE using a RRC Connection Reject kind of message sent over SRB0.

· 2 companies (Intel and MediaTek) explain that to change the RRC state (e.g. from INACTIVE to IDLE), the RRC message needs to be integrity protected.

· 1 company (CATT) explains that as the purpose is to keep the UE in inactive, the UE context can be kept at the anchoring gNB and the source gNB does not need to retrieve the UE context (i.e. transmission of message over SRB0). 

· 2 companies (CATT and ZTE) explain that it depends on whether gNB has changed. 
· If SRB1 is used, there is a question on whether the UE context should be retrieved by the corresponding gNB prior to transmission of the message

· If the gNB has changed, the new gNB has to assign a new ResumeId (with new gNB Id related information) in MSG4, and to synchronize the new AS key, the MSG4 should be integrity protected and ciphered (if the SA3 also recommends to cipher). This point is also handled within the summary of discussion point 14 as it is related to security of MSG4.

· 1 company (NEC) suggests that an indication is required to differentiate the transition to INACTIVE vs IDLE.

· 4 companies (Ericsson, Qualcomm, Samsung and Interdigital) suggests that RRC message should be sent on SRB1 (integrity protected) being e.g. RRC connected reject kind of message or RRC connected reconfiguration kind of message.

Proposal 18.
[To discuss] To discuss, for or INACTIVE to CONNECTED RRC transition:

Proposal 18.1
 [To discuss] Whether when RAN successfully retrieves and verifies the UE context, RRC Connection Reject kind of message can be sent by RACH MSG4 to suspend back the UE into INACTIVE due to congestion conditions.

Proposal 18.2
 [To discuss] Whether for proposal 18.1, the RRC Connection Reject kind of message can be sent over SRB0.

6.2.2 Direct transition to INACTIVE or IDLE during resumption

6.2.2.1  Discussion point 19

Direct transition to INACTIVE during resumption - When RAN successfully retrieves and verifies the UE context, can a UE be moved into INACTIVE via MSG4 sent over SRB1 with integrity protection? 

· All companies are ok with the statement asked.

· For the integrity protection:

· 11 companies (Huawei, HiSilicon, Intel, Interdigital, Sony, KT, Qualcomm, CATT, OPPO, Ericsson, and MediaTek) suggest to use this

· 4 companies (Huawei, HiSilicon, Interdigital, and Sony) explain to use it when changing some for the parameters associated with a UE in iNACTIVE.

· 2 companies (Intel, and KT) explain to use this when changing the RRC state of the UE.

· For the ciphering protection:

· 5 companies (Huawei, HiSilicon, Sony, CATT, and OPPO) suggest to get SA3's input on its need and feasibility.

· 4 companies (Intel, Nokia, KT, and Ericsson) suggest to use this depending on the nature of the parameters to be carried (e.g. if the parameters are associated with the RRC configuration, such as the RAN notification area, this RRC message needs to be ciphered).

· 2 companies (Qualcomm, and CATT) prefers to keep this point FFS.

· 2 companies (Qualcomm, CATT, and Ericsson) explains that this decision is up to RAN2.

· For the message to be used:

· 2 companies (Nokia, and NEC) suggest to use RRC Connection Release kind of message.
· 1 company (Ericsson) suggests to use RRC connection suspend kind of message.
· 1 company (Sony) prefers to keep this point FFS.
· 1 company (Samsung) that this message depends on the unification discussion.
· 2 companies (Huawei, and HiSilicon) suggest that MSG4 can be omitted if there is no change of configuration that may be required (e.g. for periodic updates in same cell).

Proposal 19.
 [To agree] For INACTIVE to "CONNECTED" RRC transition (and immediately back to INACTIVE), when RAN successfully retrieves and verifies the UE context, RACH MSG4 (used to move UE into INACTIVE) is sent over SRB1 at least with integrity protection.

Proposal 19.1
 [To discuss] For use case described in proposal 19, to discuss if this RACH MSG4 requires ciphering protection (e.g. depending on the nature of the parameters to be carried) and if SA3's input is required on this matter.

Proposal 19.2
 [FFS] For use case described in proposal 19, it is FFS which RRC message is used (e.g. RRC Connection Release kind of message or RRC connection suspend kind of message or other one).

6.2.2.2 Discussion point 20

Direct transition to IDLE during resumption - When RAN successfully retrieves and verifies the UE context, can a UE be moved into IDLE via MSG4 sent over SRB1 with integrity protection?

· 14 companies (Interdigital, Intel, Sony, KT, Qualcomm, CATT, ZTE, DOCOMO, OPPO, MediaTek, Xiaomi, LG, Samsung and Coolpad) are ok with the statement asked.

· For the ciphering protection:

· 3 companies (Interdigital, Intel, Ericsson) suggest to use this.

· 1 company (Intel) suggests to use this depending on the nature of the parameters to be carried.

· 6 companies (Interdigital, CATT, ZTE, OPPO, Coolpad, Samsung) suggest to confirm/check this with SA3 (i.e. if it is possible to send this message unciphered).
· For the message to be used:

· 8 companies (Interdigital, KT, Qualcomm, CATT, OPPO, MediaTek, Coolpad, NEC) suggest to use RRC Connection Release kind of message sent over SRB1.
· 3 companies (Huawei, HiSilicon and Nokia) suggest to use RRC Connection Reject kind of message sent on SRB0.
· 1 company (Samsung) indicates that it depends on the unification discussion.
· 2 company (Ericsson, NEC) suggest that this use case is not needed as it is not critical to support it.
Proposal 20.
 [To agree] For INACTIVE to "CONNECTED" RRC transition (and immediately back to IDLE), when RAN successfully retrieves and verifies the UE context, RACH MSG4 (used to move UE into IDLE) is sent over SRB1 at least with integrity protection.

Proposal 20.1
 [To agree] For use case described in proposal 20, to get SA3's input on whether this RACH MSG4 requires ciphering protection (in addition to integrity protection).

Proposal 20.2
 [To agree] For use case described in proposal 20, RRC Connection Release kind of message is used sent over SRB1 (e.g. RRC Connection Release kind of message).

6.2.3 Updated proposals 18, 19, 20 from [1] 
It is suggested to consider the discussion of the following alternative new proposals to replace the original proposal #18, #19 and #20 based on the comments provided over email reflector after the email discussion deadline:
· Proposal 18 & 19 & 20 (new).   [To discuss] Whether for INACTIVE to "CONNECTED" RRC transition:
· Proposal 18 (new).   When [gNB is congested and] AS context is not fetched from old gNB (if applicable), RACH MSG4 is sent over SRB0 to suspend back the UE into INACTIVE. This RACH MSG4 is RRC Connection Reject kind of message. This RACH MSG4 is RRC Connection Reject kind of message.

· Proposal 19 (new).   When [gNB is congested and] AS context is fetched from old gNB (if applicable), either RACH MSG4 is sent over SRB0 or SRB1 (at least with integrity protection) can be used to suspend back the UE into INACTIVE.

· Proposal 20 (new).   When [gNB is congested and] AS context is fetched from old gNB (if applicable), either RACH MSG4 is sent over SRB1 (at least with integrity protection) can be used to suspend back the UE into IDLE

· Proposal 19.1. & 20.1   For use case described in proposal 19 (new) and 20 (new), to get SA3's input on whether this RACH MSG4 requires ciphering protection (in addition to integrity protection).

· Proposal 19.2. & 20.2   For use case described in proposal 19 (new) and 20 (new), it is FFS which RRC message is used (e.g. RRC Connection Release kind of message or other one).

