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1. Overall Description:

In RAN2#97bis RAN2 reached the following agreements:

Agreements:

1: In LTE-NR DC, following SgNB failure cases need to be supported:

-
SgNB RLF;

-
SgNB change failure;

-
exceeding the maximum uplink transmission timing difference (if EN-DC supports the synchronised operation case which is RAN1 decision);

-
SgNB configuration failure (only for message on SCG SRB);

-
SgNB RRC integrity check failure;

In which we understand that SgNB failure shall be triggered once SgNB RRC integrity check failure is detected, similarly to LTE, where the UE performs RRC connection reestablishment once RRC integrity check failure is detected. However, from the reply LS S3-172077 in last meeting, we note some discrepancy:
Q2: Could SA3 confirm RAN2 understanding? 
Answer: 

For SCG SRB integrity check, the current RRC integrity check mechanism specified in TS 33.401 clause 7.4.1 can be adopted. If SCG SRB integrity check fails, such packets need to be dropped. Because the reason for integrity failure can't be determined by the gNB/eNB or the UE, it should be left to operator configuration whether to initiate a recovery procedure or to declare SCG failure. 

SA3 agrees with the assumption that, in case of SCG SRB integrity check failure only SCG part of SCG and MCG split bearers need to be suspended if persistent SCG SRB integrity check failure is detected. 

In the above reply, SA3 seems to suggest that the condition for triggering SgNB failure changes from a ‘single' RRC integrity check failure to a ‘persistent’ one. Note that with this change, RAN2 might need to define a mechanism to monitor the ‘persistent failures’, e.g. to ensure a consistent UE behavior for the SCG failure, which would lead to additional specification impact and complexity.

Q1: Could SA3 confirm if ‘persistent SCG SRB integrity check failure’ is a necessary condition for triggering SCG failure in MR-DC and NR-DC? 

If the answer to Q1 is yes, then the term ‘persistent’ might need to be further clarified in this case. In general we see the following 2 alternative definitions:

-  alt1: ‘Continuous’ SCG SRB integrity check failures are detected on consecutive packets sent over SRB3. SgNB failure will be triggered if the number of consecutive failures reaches a certain threshold.

-  alt2: ‘Accumulated’ SCG SRB integrity check failures are detected during a certain time window. SgNB failure will be triggered if the number failures over a time window reaches a certain threshold.

Q2: Which understanding of ‘persistent’ matches SA3’s view?
Furthermore, a similar question applies for the case of MCG SRB integrity check failure, noting that in current LTE specification the UE shall trigger a RRC reestablishment procedure upon detection of RRC integrity check failure on MeNB.

Q3: For MR-DC and NR-DC, does the above principle apply also to the case of MCG SRB integrity check failure? i.e. should the UE trigger the RRC reestablishment procedure upon detecting ‘persistent’ MCG SRB integrity check failure?

Finally, in a previous response LS from SA3, two basic behaviors upon detecting DRB integrity check failure were mentioned, i.e. discarding of the packets failing integrity check and recovery of the HFN synchronization in case HFN rolls over. However no indication was provided for the possible case of ‘persistent’ DRB integrity check failure detected. Thus a similar question as above applies for the handling of DRB integrity check failure (not for EN-DC).
Q4: Except for EN-DC, does the UE behavior upon detecting DRB integrity check failure on MN or SN shares the same principles of SRB integrity check failure handling?
2. Actions:

To SA3 group.

ACTION: 
RAN2 kindly asks SA3 group to answer the questions above.
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #100                                       27 Nov - 1 Dec 2017;       US
4. Annex
