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1 Background
In RAN2#99 Berlin meeting, the following agreements were made:

Agreements for EN-DC 

1:
Working assumption of the last meeting is confirmed as an agreement: For MCG bearer, either LTE or NR PDCP can be used, configurable by the network.

1a
EN-DC capable UE without EN-DC operation configured can be configured with NR PDCP version for SRBs and DRBs.

2: 
NR-PDCP is used for ‘MCG split or duplicate SRB’. 

3:
Non split SRB1 and 2 can be transmitted over either LTE-PDCP or NR-PDCP, which is configurable by network (at least after initial connection establishment). 

FFS whether SRB1 and SRB2 need to be configured with the same PDCP type (to be concluded in stage 3).

4: 
LTE-PDCP is used for SRB1 at the initial connection establishment from idle state. (I.e. no additional optimization to support NR-PDCP for SRB1 for idle to connected state transition)

5:
The PDCP version change (release of old PDCP and establish of new PDCP) of SRBs can be supported via:


i/  handover procedure (reconfiguration with mobility); and 


ii/ reconfiguration without mobilityControlInfo (when network implementation is sure there is no UL data in buffer). No user plane actions beyond release and establish of PDCP are to be specified for this case.

6
EN-DC operation should support a single reconfiguration procedure for bearer type change between MCG to/from split bearer and MCG to/from SCG bearer, when MCG bearer is configured with NR PDCP (before and after the bearer type change).

7
EN-DC operation where MCG bearer is configured with LTE PDCP, then direct bearer type change of such MCG bearer to split bearer or SCG bearer is performed is FFS.

According to the agreements, in some cases, the EN-DC capable eNB needs to configure NR PDCP for SRBs and DRBs.

In this document, we discuss the security algorithms applied for NR PDCP configured at the EN-DC capable eNB.
2 Discussion
Security algorithms for NR PDCP at EN-DC capable eNB

With the introduction of NR in 3GPP Rel-15, it is desirable to allow independent evolution of access stratum security algorithms for both LTE RAT and NR RAT.  This means that it must be possible to introduce a new security algorithm(s) for LTE without impacting gNB or the NR radio stack of the UE and vice-versa, i.e., it must be possible to introduce new security algorithms for NR without impacting the eNB or the LTE radio stack of the UE.

Typically, introduction of a new security algorithms likely will have hardware impact both on the UE and the network node (i.e eNB or gNB ) that terminates the PDCP protocol. Hence, the security algorithms should evolve based on the RAT capability and should be tied to the RAT rather than the core network type or the PDCP type.
Observation 1: Independent evolution of AS security algorithms in both LTE and NR RATs should be allowed independent of type of Core Network and PDCP type used.

In order to allow independent evolution of AS security algorithms, for the case of EN-DC capable eNB, adopt LTE AS security algorithms even if NR-PDCP is used by the eNB.
Observation 2: changing AS security algorithms potentially impacts RAN node HW, i.e., is dependent on the RAN node  
Observation 3: changing AS security algorithms impacts RRC, i.e., associated with the RAT type
Proposal 1: AS security algorithms are associated with RAT 
Proposal 2: AS security algorithms, can be independent of the PDCP type. 

Proposal 3: Adopt LTE AS security algorithms (i.e. EEA0-3… and EIA0-3…) for EN-DC capable eNB independent of PDCP type
3. Conclusion
In this contribution, we discussed various LTE security aspects and which security algorithms to be adopted for eLTE eNB. 
Observation 1: Independent evolution of AS security algorithms in both LTE and NR RATs should be allowed independent of type of Core Network or PDCP type used.

Observation 2: changing AS security algorithms potentially impacts RAN node HW, i.e., is dependent on the RAN node  
Observation 3: changing AS security algorithms impacts RRC, i.e., associated with the RAT type
Proposal 1: AS security algorithms are associated with RAT 

Proposal 2: AS security algorithms, can be independent of the PDCP type. 

Proposal 3: Adopt LTE AS security algorithms (i.e. EEA0-3… and EIA0-3…) for EN-DC capable eNB independent of PDCP type
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