Page 4
Draft prETS 300 ???: Month YYYY
3GPP TSG-RAN WG2 #99	Tdoc R2-1711352
Prague, Czech Republic, 9th – 13th October 2017

Agenda Item:	10.2.6
Source:	Ericsson
Title:	Consequences of handover without key change on SRB PDCP
Document for:	Discussion, Decision
Introduction
In LTE, handover always included a refresh of KeNB, during which PDCP COUNT was reset for SRBs. In RAN2#96 it was agreed to support handover in NR both with and without security key change. For handover without key change, this means that the PDCP COUNT cannot be reset as it would cause reuse of same security key and COUNT for different RRC PDUs, which is not allowed due to security reasons [1]. In email discussions [99#18] and [99#30], PDCP handling were discussed for DRBs, in which PDCP recovery is proposed to avoid loss of data. In this contribution, we discuss the PDCP handling for SRBs during handover without security key refresh.
[bookmark: _Ref178064866]Discussion
Same as for DRBs, there is no need for PDCP re-establishment for SRBs during handover not involving security key change, as there is no risk for key confusion. Packets generated before and after the handover can be received without issue. For DRBs, PDCP recovery was used to recover PDCP PDUs, for which delivery was not yet confirmed by lower layers. For SRBs, this is not wanted, since any RRC or NAS signalling that was originated in the source cell should not be forwarded to the target cell, as the message content may be cell specific. Instead, higher layer should be informed about the transmission failure. 
[bookmark: _Toc493123569][bookmark: _Toc494375674][bookmark: _Toc494378073][bookmark: _Toc494379656][bookmark: _Toc494407344][bookmark: _Toc494417677]For SRBs, PDCP recovery should not be triggered for SRBs during handover without security key refresh.
Handling of COUNT wrap around
COUNT consists of a short sequence number (PDCP SN, as specified in TS 36.323 [2]) and the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [2]). In case of long duration in connected state without transition to idle/inactive, there may be a risk of COUNT wrap around. As in LTE, it is still the task of network to ensure this does not happen, either by triggering intra cell handover including key change, or by sending the UE to idle and then back to connected.
[bookmark: _Toc493123570][bookmark: _Toc494375675][bookmark: _Toc494378074][bookmark: _Toc494379657][bookmark: _Toc494407345][bookmark: _Toc494417678]Same as for LTE, network is responsible for avoiding COUNT wrap around by triggering intra cell handover with key change or sending UE to idle and back to connected state.
Relevance for EN-DC
In EN-DC, SRB1 and 2 are terminated in LTE, and follow LTE rules, i.e. KeNB (and S-KeNB) are refreshed at each handover. However, handling for SRB3 (if configured) will depend on whether SCG change is including key refresh or not. If key refresh is included, then PDCP re-establishment will be applied to SRB3. If key refresh is not included, according to proposal 1, PDCP recovery shall not be applied. 
[bookmark: _Toc493123571][bookmark: _Toc494378075][bookmark: _Toc494379658][bookmark: _Toc494407346][bookmark: _Toc494375676][bookmark: _Toc494417679]For NSA, PDCP recovery shall not be applied for SRB3 (if configured) during SCG change without security key change. 
[bookmark: _Ref189046994]Text Proposal
Based on the discussion in Section 2 we propose the following text proposal for the TS 37.340. 
START OF CHANGES
7.5 SRB3
The decision to establish SRB3 is taken by the SN, which provides the SRB3 configuration using an SN RRC message. SRB3 establishment and release can be done at Secondary Node Addition and Change of Secondary Node. SRB3 reconfiguration can be done at Secondary Node Modification procedure.
SRB3 can be used to send SN RRC Reconfiguration, SN RRC Reconfiguration Complete and SN Measurement Report messages. SN RRC Reconfiguration Complete messages are mapped to the same SRB as the message initiating the procedure. SN Measurement Report messages are mapped to SRB3, if configured, regardless of whether the configuration is received directly from the SN or via the MN. No MN RRC messages are mapped toSRB3.
SRB3 is modelled as one of the SRBs defined in TS 38.331 [4] and uses the NR-DCCH logical channel type. RRC PDUs on SRB3 are ciphered and integrity protected using NR PDCP, with security keys derived from S-KgNB. The SgNB selects ciphering and integrity protection algorithms for the SRB3 and indicates them to the MeNB within the SCG Configuration.
Upon SCG change including S-KgNB refresh, SRB3 PDCP is re-established. Upon SCG change not including S-KgNB refresh, there is no SRB3 PDCP action, i.e. recovery is not triggered.
NOTE:	A NR SCG RRC message sent via E-UTRA MCG SRB is protected by E-UTRA MCG SRB security (NR security is not used in this case).
Editor’s note: FFS whether the MN can request establishment of SRB3
SRB3 is of higher scheduling priority than all DRBs. The default scheduling priorities of MCG split SRB1 and SRB3 are the same.
There is no requirement on the UE to perform any reordering of RRC messages between SRB1 and SRB3.
When SCG is released, SRB3 is released.
END OF CHANGES

Conclusion
Based on the discussion in section 2 we propose the following:
[bookmark: _GoBack]Proposal 1	For SRBs, PDCP recovery should not be triggered for SRBs during handover without security key refresh.
Proposal 2	Same as for LTE, network is responsible for avoiding COUNT wrap around by triggering intra cell handover with key change or sending UE to idle and back to connected state.
Proposal 3	For NSA, PDCP recovery shall not be applied for SRB3 (if configured) during SCG change without security key change.
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