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[bookmark: _Toc487673026]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Anchor carrier: In NB-IoT, a carrier where the UE assumes that NPSS/NSSS/NPBCH/SIB-NB are transmitted.
Bandwidth Reduced: Refers to operation in downlink and uplink with a limited channel bandwidth of 6 PRBs.
Cellular IoT EPS Optimisation: Provides improved support of small data transfer, as defined in TS 24.301 [35].
Commercial Mobile Alert System: Public Warning System that delivers Warning Notifications provided by Warning Notification Providers to CMAS capable UEs.
Common access barring parameters: The common access barring parameters refer to the access class barring parameters that are broadcast in SystemInformationBlockType2 outside the list of PLMN specific parameters (i.e. in ac-BarringPerPLMN-List).
Control plane CIoT EPS optimisation: Enables support of efficient transport of user data (IP, non-IP or SMS) over control plane via the MME without triggering data radio bearer establishment, as defined in TS 24.301 [35].
CSG member cell: A cell broadcasting the identity of the selected PLMN, registered PLMN or equivalent PLMN and for which the CSG whitelist of the UE includes an entry comprising cell's CSG ID and the respective PLMN identity.
Dual Connectivity: A UE in RRC_CONNECTED is configured with Dual Connectivity when configured with a Master and a Secondary Cell Group.
EU-Alert: Public Warning System that delivers Warning Notifications provided by Warning Notification Providers using the same AS mechanisms as defined for CMAS.
EN-DC MCG DRB: A DRB configured to only use LTE RAT (i.e. MCG leg) in EN-DC.
EN-DC SCG DRB: A DRB configured to only use NR RAT (i.e. SCG leg) in EN-DC.
EN-DC split DRB: A DRB configured to use both LTE and NR RAT in EN-DC.
EN-DC split SRB: An SRB which may be configured for EN-DC. The EN-DC split SRB is configured to use both LTE MCG and NR SCG. 
Field: The individual contents of an information element are referred as fields.
Floor: Mathematical function used to 'round down' i.e. to the nearest integer having a lower or equal value.
Information element: A structural element containing a single or multiple fields is referred as information element.
Korean Public Alert System (KPAS): Public Warning System that delivers Warning Notifications provided by Warning Notification Providers using the same AS mechanisms as defined for CMAS.
Master Cell Group: For a UE not configured with DC, the MCG comprises all serving cells. For a UE configured with DC, the MCG concerns a subset of the serving cells comprising of the PCell and zero or more secondary cells.
MBMS service: MBMS bearer service as defined in TS 23.246 [56] (i.e. provided via an MRB or an SC-MRB).
NB-IoT: NB-IoT allows access to network services via E-UTRA with a channel bandwidth limited to 200 kHz.
NB-IoT UE: A UE that uses NB-IoT.
NCSG: Network controlled small gap as defined in TS 36.133 [16].
Non-anchor carrier: In NB-IoT, a carrier where the UE does not assume that NPSS/NSSS/NPBCH/SIB-NB are transmitted.
Primary Cell: The cell, operating on the primary frequency, in which the UE either performs the initial connection establishment procedure or initiates the connection re-establishment procedure, or the cell indicated as the primary cell in the handover procedure.
Primary Secondary Cell: The SCG cell in which the UE is instructed to perform random access or initial PUSCH transmission if random access procedure is skipped when performing the SCG change procedure.
Primary Timing Advance Group: Timing Advance Group containing the PCell or the PSCell.
PUCCH SCell: An SCell configured with PUCCH.
Secondary Cell: A cell, operating on a secondary frequency, which may be configured once an RRC connection is established and which may be used to provide additional radio resources.
Secondary Cell Group: For a UE configured with DC, the subset of serving cells not part of the MCG, i.e. comprising of the PSCell and zero or more other secondary cells.
Secondary Timing Advance Group: Timing Advance Group neither containing the PCell nor the PSCell. A secondary timing advance group contains at least one cell with configured uplink.
Serving Cell: For a UE in RRC_CONNECTED not configured with CA/ DC there is only one serving cell comprising of the primary cell. For a UE in RRC_CONNECTED configured with CA/ DC the term 'serving cells' is used to denote the set of one or more cells comprising of the primary cell and all secondary cells.
Sidelink: UE to UE interface for sidelink communication, V2X sidelink communication and sidelink discovery. The sidelink corresponds to the PC5 interface as defined in TS 23.303 [68].
Sidelink communication: AS functionality enabling ProSe Direct Communication as defined in TS 23.303 [68], between two or more nearby UEs, using E-UTRA technology but not traversing any network node. In this version, the terminology “sidelink communication” without “V2X” prefix only concerns PS unless specifically stated otherwise.
Sidelink discovery: AS functionality enabling ProSe Direct Discovery as defined in TS 23.303 [68], using E-UTRA technology but not traversing any network node.
Sidelink operation: Includes sidelink communication, V2X sidelink communication and sidelink discovery.
User plane CIoT EPS optimisation: Enables support for change from EMM-IDLE mode to EMM-CONNECTED mode without the need for using the Service Request procedure, as defined in TS 24.301 [35].
Timing Advance Group: A group of serving cells that is configured by RRC and that, for the cells with an UL configured, use the same timing reference cell and the same Timing Advance value. A Timing Advance Group only includes cells of the same cell group i.e. it either includes MCG cells or SCG cells.
V2X Sidelink communication: AS functionality enabling V2X Communication as defined in TS 23.285 [78], between nearby UEs, using E-UTRA technology but not traversing any network node.
[bookmark: _Toc487673027]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1], TS 36.300 [9] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1] or TS 36.300 [9].
1xRTT	CDMA2000 1x Radio Transmission Technology
AB	Access Barring
ACDC	Application specific Congestion control for Data Communication
ACK	Acknowledgement
AM	Acknowledged Mode
ANDSF	Access Network Discovery and Selection Function
ARQ	Automatic Repeat Request
AS	Access Stratum
ASN.1	Abstract Syntax Notation One
BCCH	Broadcast Control Channel
BCD	Binary Coded Decimal
BCH	Broadcast Channel
BL	Bandwidth reduced Low complexity
BLER	Block Error Rate
BR	Bandwidth Reduced
BR-BCCH	Bandwidth Reduced Broadcast Control Channel
CA	Carrier Aggregation
CBR	Channel Busy Ratio
CCCH	Common Control Channel
CCO	Cell Change Order
CE	Coverage Enhancement
CG	Cell Group
CIoT	Cellular IoT
CMAS	Commercial Mobile Alert Service
CP	Control Plane
C-RNTI	Cell RNTI
CRS	Cell-specific Reference Signal
CSFB	CS fallback
CSG	Closed Subscriber Group
CSI	Channel State Information
DC	Dual Connectivity
DCCH	Dedicated Control Channel
DCI	Downlink Control Information
DCN	Dedicated Core Networks
DFN	Direct Frame Number
DL	Downlink
DL-SCH	Downlink Shared Channel
DRB	(user) Data Radio Bearer
DRX	Discontinuous Reception
DTCH	Dedicated Traffic Channel
EAB	Extended Access Barring
eDRX	Extended DRX
EHPLMN	Equivalent Home Public Land Mobile Network
eIMTA	Enhanced Interference Management and Traffic Adaptation
ENB	Evolved Node B
EN-DC	E-UTRA NR Dual Connectivity
EPC	Evolved Packet Core
EPDCCH	Enhanced Physical Downlink Control Channel
EPS	Evolved Packet System
ETWS	Earthquake and Tsunami Warning System
E-UTRA	Evolved Universal Terrestrial Radio Access
E-UTRAN	Evolved Universal Terrestrial Radio Access Network
FDD	Frequency Division Duplex
FFS	For Further Study
GERAN	GSM/EDGE Radio Access Network
GNSS	Global Navigation Satellite System
G-RNTI	Group RNTI
GSM	Global System for Mobile Communications
HARQ	Hybrid Automatic Repeat Request
HFN	Hyper Frame Number
HPLMN	Home Public Land Mobile Network
HRPD	CDMA2000 High Rate Packet Data
H-SFN	Hyper SFN
IDC	In-Device Coexistence
IE	Information element
IMEI	International Mobile Equipment Identity
IMSI	International Mobile Subscriber Identity
IoT	Internet of Things
ISM	Industrial, Scientific and Medical
kB	Kilobyte (1000 bytes)
L1	Layer 1
L2	Layer 2
L3	Layer 3
LAA	Licensed-Assisted Access
LWA	LTE-WLAN Aggregation
LWAAP	LTE-WLAN Aggregation Adaptation Protocol
LWIP	LTE-WLAN Radio Level Integration with IPsec Tunnel
MAC	Medium Access Control
MBMS	Multimedia Broadcast Multicast Service
MBSFN	Multimedia Broadcast multicast service Single Frequency Network
MCG	Master Cell Group
MCPTT	Mission Critical Push To Talk
MDT	Minimization of Drive Tests
MIB	Master Information Block
MO	Mobile Originating
MPDCCH	MTC Physical Downlink Control Channel
MRB	MBMS Point to Multipoint Radio Bearer
MRO	Mobility Robustness Optimisation
MSI	MCH Scheduling Information
MT	Mobile Terminating
MUST	MultiUser Superposition Transmission
N/A	Not Applicable
NACC	Network Assisted Cell Change
NAICS	Network Assisted Interference Cancellation/Suppression
NAS	Non Access Stratum
NB-IoT	NarrowBand Internet of Things
NPBCH	Narrowband Physical Broadcast channel
NPDCCH	Narrowband Physical Downlink Control channel
NPDSCH	Narrowband Physical Downlink Shared channel
NPRACH	Narrowband Physical Random Access channel
NPSS	Narrowband Primary Synchronization Signal
NPUSCH	Narrowband Physical Uplink Shared channel
NRS	Narrowband Reference Signal
NSSS	Narrowband Secondary Synchronization Signal
P2X	Pedestrian-to-Everything
PCCH	Paging Control Channel
PCell	Primary Cell
PDCCH	Physical Downlink Control Channel
PDCP	Packet Data Convergence Protocol
PDU	Protocol Data Unit
PLMN	Public Land Mobile Network
PMK	Pairwise Master Key
ProSe	Proximity based Services
PS	Public Safety (in context of sidelink), Packet Switched (otherwise)
PSCell	Primary Secondary Cell
PSK	Pre-Shared Key
PTAG	Primary Timing Advance Group
PUCCH	Physical Uplink Control Channel
QCI	QoS Class Identifier
QoS	Quality of Service
RACH	Random Access CHannel
RAI	Release Assistance Indication
RAT	Radio Access Technology
RB	Radio Bearer
RCLWI	RAN Controlled LTE-WLAN Integration
RLC	Radio Link Control
RMTC	RSSI Measurement Timing Configuration
RN	Relay Node
RNTI	Radio Network Temporary Identifier
ROHC	RObust Header Compression
RPLMN	Registered Public Land Mobile Network
RRC	Radio Resource Control
RSCP	Received Signal Code Power
RSRP	Reference Signal Received Power
RSRQ	Reference Signal Received Quality
RSSI	Received Signal Strength Indicator
SAE	System Architecture Evolution
SAP	Service Access Point
SC	Sidelink Control
SCell	Secondary Cell
SCG	Secondary Cell Group
SC-MRB	Single Cell MRB
SC-RNTI	Single Cell RNTI
SD-RSRP	Sidelink Discovery Reference Signal Received Power
SFN	System Frame Number
SI	System Information
SIB	System Information Block
SI-RNTI	System Information RNTI
SL	Sidelink
SLSS	Sidelink Synchronisation Signal
SMC	Security Mode Control
SPS	Semi-Persistent Scheduling
SR	Scheduling Request
SRB	Signalling Radio Bearer
S-RSRP	Sidelink Reference Signal Received Power
SSAC	Service Specific Access Control
SSTD	SFN and Subframe Timing Difference
STAG	Secondary Timing Advance Group
S-TMSI	SAE Temporary Mobile Station Identifier
TA	Tracking Area
TAG	Timing Advance Group
TDD	Time Division Duplex
TDM	Time Division Multiplexing
TM	Transparent Mode
TPC-RNTI	Transmit Power Control RNTI
T-RPT	Time Resource Pattern of Transmission
TTT	Time To Trigger
UE	User Equipment
UICC	Universal Integrated Circuit Card
UL	Uplink
UL-SCH	Uplink Shared Channel
UM	Unacknowledged Mode
UP	User Plane
UTC	Coordinated Universal Time
UTRAN	Universal Terrestrial Radio Access Network
V2X	Vehicle-to-Everything
VoLTE	Voice over Long Term Evolution
WLAN	Wireless Local Area Network
WT	WLAN Termination
In the ASN.1, lower case may be used for some (parts) of the above abbreviations e.g. c-RNTI.
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In this specification, (parts of) procedures and messages specified for the UE equally apply to the RN for functionality necessary for the RN. There are also (parts of) procedures and messages which are only applicable to the RN in its communication with the E-UTRAN, in which case the specification denotes the RN instead of the UE. Such RN‑specific aspects are not applicable to the UE.
This specification supports EN-DC where the UE is configured with NR RAT as SCG. The configuration of the SCG is performed using NR RRC specififed in TS 38.331 [80]. 
NB-IoT is a non backward compatible variant of E-UTRAN supporting a reduced set of functionality. In this specification, (parts of) procedures and messages specified for the UE equally apply to the UE in NB-IoT. There are also some features and related procedures and messages that are not supported by UEs in NB-IoT. 
In particular, the following features are not supported in NB-IoT and corresponding procedures and messages do not apply to the UE in NB-IoT:
-	Connected mode mobility (Handover and measurement reporting); 
-	Inter-RAT cell reselection or inter-RAT mobility in connected mode;
-	CSG;
-	Relay Node (RN);
-	Carrier Aggregation (CA);
-	Dual connectivity (DC);
-	GBR (QoS);
-	ACB, EAB, SSAC and ACDC;
-	MBMS, except for MBMS via SC-PTM in Idle mode;
-	Self-configuration and self-optimisation;
-	Measurement logging and reporting for network performance optimisation;
-	Public warning systems e.g. CMAS, ETWS and PWS;
-	Real time services (including emergency call);
-	CS services and CS fallback;
-	In-device coexistence;
-	RAN assisted WLAN interworking;
-	Network-assisted interference cancellation/suppression;
-	Sidelink (including direct communication and direct discovery).
NOTE: In regard to mobility, NB-IoT is a separate RAT from E-UTRAN.
In this specification, there are also (parts of) procedures and messages which are only applicable to UEs in NB-IoT, in which case this is stated explicitly.
This specification is organised as follows:
-	sub-clause 4.2 describes the RRC protocol model;
-	sub-clause 4.3 specifies the services provided to upper layers as well as the services expected from lower layers;
-	sub-clause 4.4 lists the RRC functions;
-	clause 5 specifies RRC procedures, including UE state transitions;
-	clause 6 specifies the RRC message in a mixed format (i.e. tabular & ASN.1 together);
-	clause 7 specifies the variables (including protocol timers and constants) and counters to be used by the UE;
-	clause 8 specifies the encoding of the RRC messages;
-	clause 9 specifies the specified and default radio configurations;
-	clause 10 specifies the RRC messages transferred across network nodes;
-	clause 11 specifies the UE capability related constraints and performance requirements.
[bookmark: _Toc487673030]4.2	Architecture
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A UE is in RRC_CONNECTED when an RRC connection has been established. If this is not the case, i.e. no RRC connection is established, the UE is in RRC_IDLE state. The RRC states can further be characterised as follows:
-	RRC_IDLE:
-	A UE specific DRX may be configured by upper layers (not applicable for NB-IoT);
-	UE controlled mobility;
-	The UE:
-	Monitors a Paging channel to detect incoming calls, system information change, for ETWS capable UEs, ETWS notification, and for CMAS capable UEs, CMAS notification;
-	Performs neighbouring cell measurements and cell (re-)selection;
-	Acquires system information.
-	Performs logging of available measurements together with location and time for logged measurement configured UEs.
-	RRC_CONNECTED:
-	Transfer of unicast data to/from UE.
-	At lower layers, the UE may be configured with a UE specific DRX.
-	For UEs supporting CA, use of one or more SCells, aggregated with the PCell, for increased bandwidth;
-	For UEs supporting DC, use of one SCG, aggregated with the MCG, for increased bandwidth;
-	For UEs supporting EN-DC, use of one NR SCG, which can be used for DRBs and EN-DC split SRB in conjunction with the MCG for improving performance and increasing bandwidth; 
-	Network controlled mobility, i.e. handover and cell change order with optional network assistance (NACC) to GERAN (not applicable for NB-IoT);
-	The UE:
-	Monitors a Paging channel and/ or System Information Block Type 1 contents to detect system information change, for ETWS capable UEs, ETWS notification, and for CMAS capable UEs, CMAS notification (not applicable for NB-IoT);
-	Monitors control channels associated with the shared data channel to determine if data is scheduled for it;
-	Provides channel quality and feedback information (not applicable for NB-IoT);
-	Performs neighbouring cell measurements and measurement reporting (not applicable for NB-IoT);
-	Acquires system information (not applicable for NB-IoT).
The following figure not only provides an overview of the RRC states in E-UTRA, but also illustrates the mobility support between E-UTRAN, UTRAN and GERAN.


Figure 4.2.1-1: E-UTRA states and inter RAT mobility procedures, 3GPP
The following figure illustrates the mobility support between E-UTRAN, CDMA2000 1xRTT and CDMA2000 HRPD. The details of the CDMA2000 state models are out of the scope of this specification.


Figure 4.2.1-2: Mobility procedures between E-UTRA and CDMA2000
The inter-RAT handover procedure(s) supports the case of signalling, conversational services, non-conversational services and combinations of these.
In addition to the state transitions shown in Figure 4.2.1-1 and Figure 4.2.1-2, there is support for connection release with redirection information from E-UTRA RRC_CONNECTED to GERAN, UTRAN and CDMA2000 (HRPD Idle/ 1xRTT Dormant mode).
For NB-IoT, mobility between E-UTRA and UTRAN, GERAN and between E-UTRA and CDMA2000 1xRTT and CDMA2000 HRPD is not supported at AS level and hence only the E-UTRA states depicted in Figure 4.2.1-1 are applicable.
[bookmark: _Toc487673032]4.2.2	Signalling radio bearers
"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RB) that are used only for the transmission of RRC and NAS messages. More specifically, the following SRBs are defined:
-	SRB0 is for RRC messages using the CCCH logical channel;
-	SRB1 is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the establishment of SRB2, all using DCCH logical channel. For EN-DC, the SRB1 may be configured as an EN-DC split SRB;
-	For NB-IoT, SRB1bis is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the activation of security, all using DCCH logical channel;
-	SRB2 is for RRC messages which include logged measurement information as well as for NAS messages, all using DCCH logical channel. SRB2 has a lower-priority than SRB1 and is always configured by E-UTRAN after security activation. SRB2 is not applicable for NB-IoT. For EN-DC, the SRB2 may be configured as an EN-DC split SRB.
In downlink piggybacking of NAS messages is used only for one dependant (i.e. with joint success/ failure) procedure: bearer establishment/ modification/ release. In uplink NAS message piggybacking is used only for transferring the initial NAS message during connection setup.
NOTE:		The NAS messages transferred via SRB2 are also contained in RRC messages, which however do not include any RRC protocol control information.
Once security is activated, all RRC messages on SRB1 and SRB2, including those containing NAS or non-3GPP messages, are integrity protected and ciphered by PDCP. For UEs supporting EN-DC, SRB1 and SRB2 can be configured to use NR PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.
For a UE configured with DC, all RRC messages, regardless of the SRB used and both in downlink and uplink, are transferred via the MCG.
For a UE configured with EN-DC split SRB, RRC messages may be transferred via the MCG and SCG. In the downlink, the UE shall be prepared to receive RRC message on both MCG and SCG, any duplicate detection and duplication removal is handled by NR PDCP. Uplink RRC messages shall be sent on the cell group(s) configured by the network. 
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[bookmark: _Toc487673036]4.4	Functions
The RRC protocol includes the following main functions:
-	Broadcast of system information:
-	Including NAS common information;
-	Information applicable for UEs in RRC_IDLE, e.g. cell (re-)selection parameters, neighbouring cell information and information (also) applicable for UEs in RRC_CONNECTED, e.g. common channel configuration information.
-	Including ETWS notification, CMAS notification (not applicable for NB-IoT);
-	RRC connection control:
-	Paging;
-	Establishment/ modification/ suspension / resumption / release of RRC connection, including e.g. assignment/ modification of UE identity (C-RNTI), establishment/ modification/ release of SRB1, SRB1bis and SRB2, access class barring;
-	Initial security activation, i.e. initial configuration of AS integrity protection (SRBs) and AS ciphering (SRBs, DRBs);
-	For RNs, configuration of AS integrity protection for DRBs;
-	RRC connection mobility including e.g. intra-frequency and inter-frequency handover, associated security handling, i.e. key/ algorithm change, specification of RRC context information transferred between network nodes;
NOTE 1:	In NB-IoT, only key change (but no re-keying) at RRC Connection Resumption and RRC context information transfer are applicable.
-	Establishment/ modification/ release of RBs carrying user data (DRBs);
-	Radio configuration control including e.g. assignment/ modification of ARQ configuration, HARQ configuration, DRX configuration;
-	For RNs, RN-specific radio configuration control for the radio interface between RN and E-UTRAN;
-	In case of CA, cell management including e.g. change of PCell, addition/ modification/ release of SCell(s) and addition/modification/release of STAG(s);
-	In case of DC, cell management including e.g. change of PSCell, addition/ modification/ release of SCG cell(s) and addition/modification/release of SCG TAG(s).
-	In case of EN-DC, tunnelling of NR RRC messages is used to add, modify, or release the NR SCG cell(s) as well as tunnelling of other NR RRC messages. 
-	QoS control including assignment/ modification of semi-persistent scheduling (SPS) configuration information for DL and UL, assignment/ modification of parameters for UL rate control in the UE, i.e. allocation of a priority and a prioritised bit rate (PBR) for each RB (not applicable for NB-IoT);
-	Recovery from radio link failure;
-	In case of LWA, RCLWI and LWIP, WLAN mobility set management including e.g. addition/ modification/ release of WLAN(s) from the WLAN mobility set;
-	Inter-RAT mobility including e.g. security activation, transfer of RRC context information (not applicable for NB-IoT);
-	Measurement configuration and reporting (not applicable for NB-IoT):
-	Establishment/ modification/ release of measurements (e.g. intra-frequency, inter-frequency and inter- RAT measurements);
-	Setup and release of measurement gaps;
-	Measurement reporting;
-	Other functions including e.g. transfer of dedicated NAS information and non-3GPP dedicated information, transfer of UE radio access capability information, support for E-UTRAN sharing (multiple PLMN identities);
-	Generic protocol error handling;
-	Support of self-configuration and self-optimisation (not applicable for NB-IoT);
-	Support of measurement logging and reporting for network performance optimisation [60] (not applicable for NB-IoT);
NOTE 2:	Random access is specified entirely in the MAC including initial transmission power estimation.
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[bookmark: _Toc487673085]5.3	Connection control
[bookmark: _Toc487673086]5.3.1	Introduction
[bookmark: _Toc487673087]5.3.1.1	RRC connection control
RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a handover message when security has been activated.
NOTE:	In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.
Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.
After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).
For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.
For some radio configuration fields, a critical extension has been defined. A switch from the original version of the field to the critically extended version is allowed using any connection reconfiguration. The UE reverts to the original version of some critically extended fields upon handover and re-establishment as specified elsewhere in this specification. Otherwise, switching a field from the critically extended version to the original version is only possible using the handover or re-establishment procedure with the full configuration option. This also applies for fields that are critically extended within a release (i.e. original and extended version defined in same release).
After having initiated the initial security activation procedure, E-UTRAN may configure a UE that supports CA, with one or more SCells in addition to the PCell that was initially configured during connection establishment. The PCell is used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI). SCells are used to provide additional downlink and optionally uplink radio resources. When not configured with DC or EN-DC all SCells the UE is configured with, if any, are part of the MCG. 
When configured with DC however, some of the SCells are part of a SCG. In this case, user data carried by a DRB may either be transferred via MCG (i.e. MCG-DRB), via SCG (SCG-DRB) or via both MCG and SCG in DL while E-UTRAN configures the CG used in UL (split DRB). An RRC connection reconfiguration message may be used to change the DRB type from MCG-DRB to SCG-DRB or to split DRB, as well as from SCG-DRB or split DRB to MCG-DRB.
When configured with EN-DC, the configuration of SCG is captured in TS 38.331 [80]. In this case, user data carried by a DRB may either be via MCG (i.e. EN-DC MCG DRB), via SCG (EN-DC SCG DRB) or via both MCG and SCG (i.e. EN-DC split DRB). An RRC connection reconfiguration message may be used to change the DRB type from EN-DC MCG bearer or EN-DC SCG bearer or EN-DC Split bearer, to EN-DC MCG bearer or EN-DC SCG bearer or EN-DC Split bearer.

SCG change for DC is a synchronous SCG reconfiguration procedure (i.e. involving RA to the PSCell) including reset/ re-establishment of layer 2 and, if SCG DRBs are configured, refresh of security. The procedure is used in a number of different scenarios e.g. SCG establishment, PSCell change, Key refresh, change of DRB type. The UE performs the SCG change related actions upon receiving an RRCConnectionReconfiguration message including mobilityControlInfoSCG, see 5.3.10.10 1.	MCG leg: 
For EN-DC it is possible to perform SCG reconfiguration with or without key change. NR RRC TS 38.331 [80] will explicitly indicate to the UE if PDCP layer shall be re-established and if synchronous lower layer reconfiguration shall be performed. 
The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.
The suspension of the RRC connection is initiated by E-UTRAN. When the RRC connection is suspended, the UE stores the UE AS context and the resumeIdentity, and transitions to RRC_IDLE state. The RRC message to suspend the RRC connection is integrity protected and ciphered. Suspension can only be performed when at least 1 DRB is successfully established.
The resumption of a suspended RRC connection is initiated by upper layers when the UE has a stored UE AS context, RRC connection resume is permitted by E-UTRAN and the UE needs to transit from RRC_IDLE state to RRC_CONNECTED state. When the RRC connection is resumed, RRC configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from E-UTRAN. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s). The request to resume the RRC connection includes the resumeIdentity. The request is not ciphered, but protected with a message authentication code.
In response to a request to resume the RRC connection, E-UTRAN may resume the suspended RRC connection, reject the request to resume and instruct the UE to either keep or discard the stored context, or setup a new RRC connection.
[bookmark: _Toc487673088]5.3.1.2	Security
AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling (SRBs) and user data (DRBs).
RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters, namely the keyChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover, connection re-establishment and/ or connection resume.
The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. When not in DC or EN-DC or for UEs not supporting EN-DC tThe ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). Neither integrity protection nor ciphering applies for SRB0.
RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (eea0).
The 'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In case the 'NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.
NOTE 1:	Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.
The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). All three AS keys are derived from the KeNB key. The KeNB is based on the KASME key, which is handled by upper layers.
Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys at connection establishment.
The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.
The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover, connection re-establishment and connection resume. The keyChangeIndicator is used upon handover and indicates whether the UE should use the keys associated with the KASME key taken into use with the latest successful NAS SMC procedure. The nextHopChainingCount parameter is used upon handover, connection re-establishment and connection resume by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see TS 33.401 [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.
For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction. For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used as input for both ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. At connection resume the COUNT is reset. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 36.323 [8]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.
In case of DC, a separate KeNB is used for SCG-DRBs (S-KeNB). This key is derived from the key used for the MCG (KeNB) and an SCG counter that is used to ensure freshness. To refresh the S-KeNB e.g. when the COUNT will wrap around, E-UTRAN employs an SCG change, i.e. an RRCConnectionReconfiguration message including mobilityControlInfoSCG. When performing handover, while at least one SCG-DRB remains configured, both KeNB and S-KeNB are refreshed. In such case E-UTRAN performs handover with SCG change i.e. an RRCConnectionReconfiguration message including both mobilityControlInfo and mobilityControlInfoSCG. The ciphering algorithm is common for all radio bearers within a CG but may be different between MCG and SCG. The ciphering algorithm for SCG DRBs can only be changed upon SCG change.

In case of EN-DC and for UEs supporting EN-DC, a separate KeNB called S-KeNB can be configured to be used for one or more DRBs which are configured to use NR PDCP. This key is derived from the key used for the MCG (KeNB) and an SCG counter that is used to ensure freshness. To refresh the S-KeNB e.g. when the COUNT will wrap around, NR RRC will indicated to the UE that NR PDCP shall be re-established and synchronous lower layer reconfiguration shall be performed. The ciphering algorithm is common for all radio bearers using the same key (KeNB or S-KeNB). 
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[bookmark: _Toc487673090]5.3.1.3	Connected mode mobility
In RRC_CONNECTED, the network controls UE mobility, i.e. the network decides when the UE shall connect to which E-UTRA cell(s), or inter-RAT cell. For network controlled mobility in RRC_CONNECTED, the PCell can be changed using an RRCConnectionReconfiguration message including the mobilityControlInfo (handover), whereas the SCell(s) can be changed using the RRCConnectionReconfiguration message either with or without the mobilityControlInfo.
In DC Aan SCG can be established, reconfigured or released by using an RRCConnectionReconfiguration message with or without the mobilityControlInfo. In case Random Access to the PSCell or initial PUSCH transmission to the PSCell if rach-SkipSCG is configured is required upon SCG reconfiguration, E-UTRAN employs the SCG change procedure (i.e. an RRCConnectionReconfiguration message including the mobilityControlInfoSCG). The PSCell can only be changed using the SCG change procedure and by release and addition of the PSCell.
In EN-DC an SCG can be established, reconfigured or released by using an RRCConnectionReconfiguration message containing an nr-secondaryCellGroupConfig; the content of this IE is specified in TS 38.331 [80]. 
The network triggers the handover procedure e.g. based on radio conditions, load. To facilitate this, the network may configure the UE to perform measurement reporting (possibly including the configuration of measurement gaps). The network may also initiate handover blindly, i.e. without having received measurement reports from the UE.
Before sending the handover message to the UE, the source eNB prepares one or more target cells. The source eNB selects the target PCell. The source eNB may also provide the target eNB with a list of best cells on each frequency for which measurement information is available, in order of decreasing RSRP. The source eNB may also include available measurement information for the cells provided in the list. The target eNB decides which SCells are configured for use after handover, which may include cells other than the ones indicated by the source eNB. If an SCG is configured, handover involves either SCG release or SCG change. In case the UE was configured with DC or EN-DC, the target eNB indicates in the handover message whether the UE shall release the entire SCG configuration. Upon connection re-establishment, the UE releases the entire SCG configuration except for the DRB configuration, while E-UTRAN in the first reconfiguration message following the re-establishment either releases the DRB(s) or reconfigures the DRB(s) to MCG DRB(s).
[bookmark: _GoBack]The target eNB generates the message used to perform the handover, i.e. the message including the AS-configuration to be used in the target cell(s). The source eNB transparently (i.e. does not alter values/ content) forwards the handover message/ information received from the target to the UE. When appropriate, the source eNB may initiate data forwarding for (a subset of) the DRBs.
After receiving the handover message, the UE attempts to access the target PCell at the first available RACH occasion according to Random Access resource selection defined in TS 36.321 [6], i.e. the handover is asynchronous, or at the first available PUSCH occasion if rach-Skip is configured. Consequently, when allocating a dedicated preamble for the random access in the target PCell, E-UTRA shall ensure it is available from the first RACH occasion the UE may use. The first available PUSCH occasion is provided by ul-ConfigInfo, if configured, otherwise UE shall monitor the PDCCH of target eNB. Upon successful completion of the handover, the UE sends a message used to confirm the handover.
If the target eNB does not support the release of RRC protocol which the source eNB used to configure the UE, the target eNB may be unable to comprehend the UE configuration provided by the source eNB. In this case, the target eNB should use the full configuration option to reconfigure the UE for Handover and Re-establishment. Full configuration option includes an initialization of the radio configuration, which makes the procedure independent of the configuration used in the source cell(s) with the exception that the security algorithms are continued for the RRC re-establishment.
After the successful completion of handover, PDCP SDUs may be re-transmitted in the target cell(s). This only applies for DRBs using RLC-AM mode and for handovers not involving full configuration option. The further details are specified in TS 36.323 [8]. After the successful completion of handover not involving full configuration option, the SN and the HFN are reset except for the DRBs using RLC-AM mode (for which both SN and HFN continue). For reconfigurations involving the full configuration option, the PDCP entities are newly established (SN and HFN do not continue) for all DRBs irrespective of the RLC mode. The further details are specified in TS 36.323 [8].
One UE behaviour to be performed upon handover is specified, i.e. this is regardless of the handover procedures used within the network (e.g. whether the handover includes X2 or S1 signalling procedures).
The source eNB should, for some time, maintain a context to enable the UE to return in case of handover failure. After having detected handover failure, the UE attempts to resume the RRC connection either in the source PCell or in another cell using the RRC re-establishment procedure. This connection resumption succeeds only if the accessed cell is prepared, i.e. concerns a cell of the source eNB or of another eNB towards which handover preparation has been performed. The cell in which the re-establishment procedure succeeds becomes the PCell while SCells and STAGs, if configured, are released.
Normal measurement and mobility procedures are used to support handover to cells broadcasting a CSG identity. In addition, E-UTRAN may configure the UE to report that it is entering or leaving the proximity of cell(s) included in its CSG whitelist. Furthermore, E-UTRAN may request the UE to provide additional information broadcast by the handover candidate cell e.g. global cell identity, CSG identity, CSG membership status.
NOTE:	E-UTRAN may use the ‘proximity report’ to configure measurements as well as to decide whether or not to request additional information broadcast by the handover candidate cell. The additional information is used to verify whether or not the UE is authorised to access the target PCell and may also be needed to identify handover candidate cell (PCI confusion i.e. when the physical layer identity that is included in the measurement report does not uniquely identify the cell).
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