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Discussion and decision
1 Introduction

This contribution discusses the desirable NR security framework addressing handling of INACTIVE UEs, re-establishment and handover procedure taking into consideration RAN2 related agreements, and the inputs provided by companies in the email discussion [98#30], as well as, their security related contributions [1]-[14].
2 Discussion
2.1 Background on previously proposed solutions
Security optimizations when resuming or re-establishing an RRC connection are proposed to reduce signaling overhead. The following approaches were proposed in the previous contributions [1]-[14]:

· Approach (a). The security key is updated in each RRC transition when resuming an RRC connection. To enable this, the network always provides a new Next hop Chaining Count (NCC) to the UE when the UE is been suspended (or inactivated). This new NCC value is be used by the UE as one input to derive a new security key to be used by the UE during the Resume procedure and then in RRC_CONNECTED mode.

· Approach (b). The security key is updated only when the UE's PDCP context is transferred or reallocated. To enable this, the network can optionally provide the UE with a new Next hop Chaining Count (NCC) within MSG4 (the RRC Connection Resume message or RRC Connection Re-establishment message) of the Resume or Re-establishment procedure. The network would choose to provide the NCC if the UE's PDCP context has been transferred or reallocated to a new network node, but would not have to do so in other cases (i.e. when the UEs PDCP context remains in the same network node). If provided, this NCC value is to be used by the UE as one input to derive a new security key that is then used in RRC CONNECTED mode.
After further evaluating them, our understanding is that both approaches have some disadvantages.

The disadvantages of approach (a) are e.g.

· (1) As the new Next hop Chaining Count (NCC) is always provided before resuming, and a new security key is always derived for the Resume procedure,  even when this may not be strictly required, e.g. for the cases when the UE's PDCP context is not transferred or reallocated to a new network node.
· (2) The resumption (or activation) procedure may require different handling to reestablishment procedure, at least on the security part, as for the resumption procedure the new NCC is only provided during suspend procedure, whereas for the reestablishment procedure it must be possible to provide the NCC during the procedure itself
The disadvantages of approach (b) are e.g.:

· (1) MSG4 cannot always be sent with PDCP ciphered e.g. for the cases when UE's PDCP context is transferred or reallocated (where the MSG4 that includes the new NCC, it would only be sent with PDCP integrity protection (not-ciphered), and a following DL RRC Conn. Reconfiguration MSG4(bis) would be required with PDCP integrity protection and ciphered. This is because the new NCC needs to be correctly received by the UE, and the key derived from it before (de-)ciphering can be performed.

· (2) If uplink (UL) data PDU were to be sent in MSG3 (or multiplexed with MSG3), this data would be ciphered by the old key (i.e. key allocated by the anchor gNB, which is the one that stores the UE AS Context while the UE is in INACTIVE), or worse not ciphered at all. This would be a problem for the cases in which the new gNB is different and requires the new NCC is provided in MSG4 to calculate the new security key (in which case the UL data sent in MSG3 needs to be re-sent using the updated security key).
Taking into consideration the disadvantages listed above, this contribution suggests a different approach aiming to optimize the security key handling for resumption, re-establishment and potentially even handover procedure.

Observation 1. The proposed approaches to optimize security handling when resuming or reestablishment have different disadvantages identified (for both, approach (a) where the security key is updated in each RRC transition when resuming or re-establishing an RRC connection, as well as, the approach (b) where security key is updated only when the UE's PDCP context is transferred or reallocated).

RAN2's goal should be defining a common security framework for the resumption, and re-establishment, which is discussed in sections 2.2 and 2.3. Moreover section 2.4 explains how the same framework could easily be extended to handover procedure. 
Observation 2. It is desirable that NR security framework is common for at least resumption and re-establishment due to the similar functionality and to reduce UE, network and standardization complexity.
2.2 NR Security framework for resumption
Firstly we should discuss how frequent a new NCC should be used to derive a new security key:
option a) In every resumption, as explained above in approach (a).
option b) Only when requested by the gNB during the resumption e.g. when reallocating or transferring of the UE's PDCP context, as explained above in approach (b).
RAN2 aims to enable the successful NR resumption mechanism with MSG4 being sent with PDCP ciphered and integrity protection. This is beneficial to avoid scenarios of fraudulent gNB(s) and to reduce the number of RRC messages required (using MSG3/4 only instead of MSG3/4/5. Considering these points and the ones explained for approach (b) in previous section, it is preferable to always use a new security key when resuming an RRC connection. This means that the new NCC should be provided before UE does the resumption, e.g. during previous RRC connection (i.e. the previous time the UE was in RRC_CONNECTED state) or when suspending previous RRC connection. It is also important to highlight that by providing the new NCC in previous RRC connection, this will be future compatible if early data transmission wants to be enabled.

Proposal 1. A new security key is used in every resumption, which is derived from a new NCC provided during previous time the UE was in RRC_CONNECTED (i.e. last serving gNB provides the new NCC while UE was RRC_CONNECTED or while suspending the RRC connecting).

Proposal 2. When successfully resuming an RRC connection, MGS4 is sent with PDCP ciphered and integrity protection with the new security key derived by the new NCC provided by the last serving gNB (which is the gNB that stored the UE Context while UE was in RRC_INACTIVE).
2.3 NR Security framework for re-establishment
The resumption and re-establishment procedures share substantially commonality e.g. if UE Context is found/valid, the gNB resumes the operation of SRB(s)/DRB(s). Therefore as explained in [15], it is desirable that these procedures behave in same way using also same RRC messages. This means that the NR security framework, here discussed, should also be suitable, if possible for both procedures.
For UEs in INACTIVE, some companies suggested to provide the new NCC for future usage when suspending the UE, however this approach would not work for a UE in RRC_CONNECTED when triggering the reestablishment procedure. On other hand, if the new NCC for future usage were provided when the UE is in RRC_CONNECTED, as explained in [12], this same new NCC could be used in future scenarios when UE requires to re-establish an RRC connection as well as when resuming from RRC_INACTIVE. 
Observation 3. The NR security framework should address both resumption and re-establishment scenarios understanding that there is a preference to enable them both via common procedures/messages.
After resuming or establishing the RRC connection, the gNB needs to provide another new Next hop Chaining Count to be stored and used in future scenarios of resumption, or reestablishment.
Proposal 3. After establishing or resuming or reestablishing an RRC connection, the gNB provides another new NCC which is stored (in UE and gNB) to be used in a future scenarios of resumption and reestablishment.

Proposal 4. [Updated proposal 1] A new security key is used in every resumption or reestablishment procedure, which is derived from the new NCC that was provided to the UE, as explained in proposal 3.

Proposal 5. [Updated proposal 2] When successfully resuming or re-establishing an RRC connection, MGS4 is sent with PDCP ciphered and integrity protection with the new security key derived by the new NCC provided by the last serving gNB (which is the one that stored the UE Context while UE was in RRC_INACTIVE).

2.4 NR Security framework for handover
The NR security framework should also be discussed for handover considering the proposals 3, 4 and 5. Assuming that sometime after gNB provisions the other new NCC to the UE for future usage, a handover were triggered, we suggest that the source gNB indicates to the UE whether:
· The UE continues using the exiting ongoing security key after the handover (e.g. when the UE's PDCP context remains in the same network node); or

· The UE uses the previously provided new NCC to derive a new security key to be used after the handover (e.g. when the UE's PDCP context has been transferred or reallocated to a new network node). For this case after the handover, the gNB would provide another new NCC to be stored and used in future scenarios of resumption, reestablishment or handover.
Proposal 6. During handover a UE is indicated whether to continue using existing ongoing security key or to start using the new security key (generated with the input of the previously stored NCC).
Proposal 7. When the stored NCC is used after handover, the target gNB provides another new NCC to be stored (in UE and gNB) and used in future scenarios of resumption, reestablishment or handover.
3 Conclusion

The observations captured are the following:
Observation 1.
The proposed approaches to optimize security handling when resuming or reestablishment have different disadvantages identified (for both, approach (a) where the security key is updated in each RRC transition when resuming or re-establishing an RRC connection, as well as, the approach (b) where security key is updated only when the UE's PDCP context is transferred or reallocated).
Observation 2.
It is desirable that NR security framework is common for at least resumption and re-establishment due to the similar functionality and to reduce UE, network and standardization complexity.
Observation 3.
The NR security framework should address both resumption and re-establishment scenarios understanding that there is a preference to enable them both via common procedures/messages.


The proposals captured are the following:
Proposal 1.
A new security key is used in every resumption, which is derived from a new NCC provided during previous time the UE was in RRC_CONNECTED (i.e. last serving gNB provides the new NCC while UE was RRC_CONNECTED or while suspending the RRC connecting).
Proposal 2.
When successfully resuming an RRC connection, MGS4 is sent with PDCP ciphered and integrity protection with the new security key derived by the new NCC provided by the last serving gNB (which is the gNB that stored the UE Context while UE was in RRC_INACTIVE).
Proposal 3.
After establishing or resuming or reestablishing an RRC connection, the gNB provides another new NCC which is stored (in UE and gNB) to be used in a future scenarios of resumption and reestablishment.
Proposal 4.
[Updated proposal 1] A new security key is used in every resumption or reestablishment procedure, which is derived from the new NCC that was provided to the UE, as explained in proposal 3.
Proposal 5.
[Updated proposal 2] When successfully resuming or re-establishing an RRC connection, MGS4 is sent with PDCP ciphered and integrity protection with the new security key derived by the new NCC provided by the last serving gNB (which is the one that stored the UE Context while UE was in RRC_INACTIVE).
Proposal 6.
During handover a UE is indicated whether to continue using existing ongoing security key or to start using the new security key (generated with the input of the previously stored NCC).
Proposal 7.
When the stored NCC is used after handover, the target gNB provides another new NCC to be stored (in UE and gNB) and used in future scenarios of resumption, reestablishment or handover.


4 References

[1] R2-1707040, Security optimizations when resuming or re-establishing, Intel Corporation

[2] R2-1707298, Addressing key FFS in email discussion [98#30][NR] RRC Connection Control, Ericsson.

[3] R2-1706328, Key refresh in NR, Ericsson.

[4] R2-1706838, Security in inactive state, Nokia, Alcatel-Lucent Shanghai Bell.

[5] R2-1706724, Security of INACTIVE to CONNECTED state transition, Huawei, HiSilicon.

[6] R2-1706806, Security procedure from RRC_INACTIVE state in NR, Samsung India.

[7] R2-1707849, Addressing key FFS in email discussion [98#30][NR] RRC Connection Control, Ericsson

[8] R2-1707876, Open issues on security aspects for NR RRC connection control, Qualcomm Incorporated

[9] R2-1708717, Security of INACTIVE to CONNECTED state transition, Huawei, HiSilicon

[10] R2-1709521, Draft LS to SA3 on inactive to connected state transition, Huawei Technologies France

[11] R2-1707851, Security issues on Msg3 (RRCConnectionResumeRequest), Ericsson

[12] R2-1708803, Security handling for resumption, re-establishment and handover, Intel Corporation

[13] R2-1708804, [DRAFT] LS on security handling for resumption, re-establishment and handover, Intel Corporation

[14] R2-1708473, Security in inactive state, Nokia, Nokia Shanghai Bell
[15] R2-1710593, NR common RRC procedures, Intel Corporation.

