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Introduction
This contribution is an update of R2-1708528 [1]. The main changes are:
· The recent SA1 agreements on requirements are analyzed and taken into account
· The proposed functional division is more detailed including a AS-NAS interface
At the SA1#79 meeting, a CR [3] on stage-1 requirements for unified access control for 5G to TS 22.261 [4] was agreed and SA1 sent a reply LS [2] to e.g. RAN2 to take appropriate actions. In this paper, we, based on these requirements, propose a functional division between AS and NAS for access control.
[bookmark: _Ref178064866]Discussion
Analysis of stage-1 requirements
The stage-1 requirements for unified access control now specifies the following access categories (Table 1):
[bookmark: _Ref493582969]Table 1: Access Categories, from [3]
	Access category number
	Conditions related to UE
	Type of access attempt

	0 (NOTE 1)
	All
	MO signalling resulting from paging

	1 (NOTE 2)
	One or some of Access Classes 11-15 are set. At least one of them is valid in the registered PLMN and justified its priority handling by the registered PLMN with regards to access control.
	All

	2 (NOTE 3)
	UE is configured for delay tolerant service and subject to access control for access category 2, which is judged based on relation of UE’s HPLMN and the registred PLMN.
	All

	3
	All except for the cases of access categories 1-2.
	Emergency

	4
	All except for the cases of access categories 1-2.
	MO signalling

	5
	All except for the cases of access categories 1-2.
	MMTEL voice

	6
	All except for the cases of access categories 1-2.
	MMTEL video

	7
	All except for the cases of access categories 1-2.
	SMS

	8
	All except for the cases of access categories 1-2.
	MO data that do not belong to any other access categories

	9-31
	
	Reserved standardized access categories

	32-63
	All except for the cases of access categories 1-2 and except for roaming-UEs
	Based on operator classification

	NOTE 1:	Access category 0 is not barred.
NOTE 2:	Access Classes 11 and 15 are valid in Home PLMN only if the EHPLMN list is not present or in any EHPLMN. Access Classes 12, 13 and 14 are valid in Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI. If the barring control information contains flag for “unbarred” for at least one of these valid Access Classes, all access attempts from the UE require priority handling and fall into access category 1. Otherwise the UE does not require priority handling with regards to access control and other access categories apply. Access category 1 is not barred.
NOTE 3:	The barring parameter for access category 2 is accompanied with information on whether the access control applies to UEs registered in UE’s HPLMN/EHPLMN, the most preferred VPLMN, or other PLMNs.



From analyzing the stage-1 requirements, we observe:
[bookmark: _Toc494098245][bookmark: _Toc494275995][bookmark: _Toc493585823][bookmark: _Toc494355225][bookmark: _Toc494355336]Access control is applied in all RRC states (RRC_IDLE, RRC_INACTIVE, RRC_CONNECTED) at the time of initiating a new access attempt (e.g. new session request).
[bookmark: _Toc494098246][bookmark: _Toc494275996][bookmark: _Toc494355226][bookmark: _Toc494355337]The stage-1 requirements for the unified access control expect that one access attempt is assigned one access category only.
[bookmark: _Toc494098247][bookmark: _Toc494275997][bookmark: _Toc494355227][bookmark: _Toc494355338]A given access attempt will be detected by the layer having the information about the classification of the access attempt (e.g. 5GMM, 5GSM and MMTEL).
[bookmark: _Toc493585825][bookmark: _Toc494098248][bookmark: _Toc494275998][bookmark: _Toc494355228][bookmark: _Toc494355339]The access category is determined by the layer/entity having the information about the classification of the access attempt which identified the access attempt.
[bookmark: _Toc493585824][bookmark: _Toc494098249][bookmark: _Toc494275999][bookmark: _Toc493585826][bookmark: _Toc494355229][bookmark: _Toc494355340]A given access category may be used for access attempts of more than one layer: e.g. SMS, which may be SMS over IP or SMS over NAS – which are different layers.
[bookmark: _Toc494098250][bookmark: _Toc494276000][bookmark: _Toc494355230][bookmark: _Toc494355341]A “barring flag” for each of the special access classes 11-15 is used by a UE, which is configured for any of these special access classes, to determine whether access category 1 (or an access category from range 3-8 or range 32-63) is applicable for a given access attempt.
[bookmark: _GoBack]With respect of the barring flags for the special access classes 11-15, it is our understanding that these flags would need to be provided by system information broadcast. 
Functional division between AS and NAS
Based on the above analysis of the stage-1 requirements on access control, it is quite clear that:
· Since several layers (NAS layers, MMTEL and possibly also RRC [5]) may identify an access attempt and determine the access category, the common denominator would be the RRC layer
· As previously agreed, we think that the RRC layer should perform the actual barring check, when requested so by upper layers (or possibly by the RRC layer itself for any RRC-initiated access attempts)
In LTE, an access category is associated with a timer, that is started upon a barred access attempt using that category, which blocks further access attempts and when the timer expires the UE map perform a new barring check for an access attempt using the same category. A corresponding timer would also be benefical for the unified access control. Since several layers may use the same access category, it is natural that the timer is managed by the same layer where the actual barring check is performed. The common denominator is the RRC layer where the access barring information is available and the barring check can be performed, and RRC should therefore also manage the timer. We propose:
[bookmark: _Toc493585828][bookmark: _Toc494098252][bookmark: _Toc494197966][bookmark: _Toc494276002][bookmark: _Toc494355231][bookmark: _Toc494355331]The RRC layer performs the barring check and also manages the timer associated with each access category
[bookmark: _Toc494098253][bookmark: _Toc494197967][bookmark: _Toc494276003][bookmark: _Toc494355232][bookmark: _Toc494355332]Barring check is done by RRC based on request from NAS, against the barring timer (if already running) and the access barring information provided by RAN.
In the figure below we attempt to illustrate the information flow between the layers, to perform access barring chack when an access attempt is about to start:


Figure 1: information flow when access attempt is about to start
It should be noted that the above information flow is used for access barring check when an access attempt was identified. Access attempts (such as establishing an MMTEL voice call) may be triggered at any time, also when already in RRC_CONNECTED. Therefore the information flow for performing access barring check for an identified access attempt is separate from the actual request to setup a NAS signalling connection. 
When NAS requests the RRC layer to setup an an RRC connection used by a NAS signalling connection, RRC layer should assume that the barring checks has already been performed.  We propose:
[bookmark: _Toc494098254][bookmark: _Toc494197968][bookmark: _Toc494276004][bookmark: _Toc494355233][bookmark: _Toc494355333]At the moment when NAS requests setup of NAS signalling connection, RRC can assume that all the barring checks were already done and passed.
The stage-1 requirements also addresses the special access classes 11-15. Based on the analysis above, the determination of access category would depend on “barring flags” for these access classes 11-15 in system information. Thefore we need another information flow for the passing of this information:


Figure 2: AS-NAS interface for providing barring flags for access classes 11, 12, 13, 14 and 15
We propose:
[bookmark: _Toc494098255][bookmark: _Toc494197969][bookmark: _Toc494276005][bookmark: _Toc494355234][bookmark: _Toc494355334]The RRC layer provides the status of the barring flags 11-15 to NAS.
The AS-NAS interface proposed in this contribution needs to be further developed together with CT1.
In an associated contribution [5], we propose to apply access control at least some RRC-initiated signalling procedures, such as RRC Resume triggered by RAN area update. For these particular procedures, the access attempt and access categories would need to be identified determined by the RRC layer. We propose:
[bookmark: _Toc493585829][bookmark: _Toc494098256][bookmark: _Toc494197970][bookmark: _Toc494276006][bookmark: _Toc494355235][bookmark: _Toc494355335]For the UE-initiated signalling procedures triggered by the RRC layer subject to access control, the RRC layer shall identify an access attempt and determine the access category for that attempt.

Conclusion
In section 2 we made the following observations:
Observation 1	Access control is applied in all RRC states (RRC_IDLE, RRC_INACTIVE, RRC_CONNECTED) at the time of initiating a new access attempt (e.g. new session request).
Observation 2	The stage-1 requirements for the unified access control expect that one access attempt is assigned one access category only.
Observation 3	A given access attempt will be detected by the layer having the information about the classification of the access attempt (e.g. 5GMM, 5GSM and MMTEL).
Observation 4	The access category is determined by the layer/entity having the information about the classification of the access attempt which identified the access attempt.
Observation 5	A given access category may be used for access attempts of more than one layer: e.g. SMS, which may be SMS over IP or SMS over NAS – which are different layers.
Observation 6	A “barring flag” for each of the special access classes 11-15 is used by a UE, which is configured for any of these special access classes, to determine whether access category 1 (or an access category from range 3-8 or range 32-63) is applicable for a given access attempt.

Based on the discussion in section 2 we propose the following:
Proposal 1	The RRC layer performs the barring check and also manages the timer associated with each access category
Proposal 2	Barring check is done by RRC based on request from NAS, against the barring timer (if already running) and the access barring information provided by RAN.
Proposal 3	At the moment when NAS requests setup of NAS signalling connection, RRC can assume that all the barring checks were already done and passed.
Proposal 4	The RRC layer provides the status of the barring flags 11-15 to NAS.
Proposal 5	For the UE-initiated signalling procedures triggered by the RRC layer subject to access control, the RRC layer shall identify an access attempt and determine the access category for that attempt.
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Layer detecting an access attempt and blocking the access attempt when not authorized by the unified access control
RRC layer
4. performs the barring test against the barring timer (if already running) and the RAN provided information. If not-authorized, starts the barring timer.
2.an access attempt  of the access category is about to start
6. authorized or not-authorized
1. detects  that an access attempt is about to start and derives an access category.
7. performs the access attempt, if authorized. 
blocks the access attempt, if not-authorized.
NAS layer
3. requests authorization for the access category
5. authorized or not-authorized
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