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1	Introduction
In LTE, Integrity Protection can be applied to SRB only. In NR, it can be applied to DRB as well. This contribution proposes some enhancement from LTE and also a way to handle IP verification failure in DRB if the UE does not perform RRC re-establishment.
2	Actions following RRC Re-establishment
In the case of LTE, integrity protection (IP) is possible only on SRBs. When IP verification failure is detected, the UE performs RRC Re-establishment. In the re-establishment message, the cause of the procedure is not indicated explicitly when it is caused by IP verification failure. 
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1>	set the reestablishmentCause as follows:
2>	if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.5 (the UE is unable to comply with the reconfiguration):
3>	set the reestablishmentCause to the value reconfigurationFailure;
2>	else if the re-establishment procedure was initiated due to handover failure as specified in 5.3.5.6 (intra-LTE handover failure) or 5.4.3.5 (inter-RAT mobility from EUTRA failure):
3>	set the reestablishmentCause to the value handoverFailure;
2>	else:
3>	set the reestablishmentCause to the value otherFailure;
The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.




It would be beneficial for the Network to know the cause of the procedure, in order to identify the cause of the problem and speed up the possible action taken to solve the issue.
Proposal 1: UE informs the network about the cause of RRC re-establishment when caused by IP verification failure
3	Detailed information report
Even if the network is aware of the cause of the RRC Re-establishment, some more information could be valuable to the Network to identify the context of the IP verification failure. In LTE, there is a procedure used for RLF to allow the Network to retrieve information stored by the UE: the UE stores relevant information about the RLF when it occurs and deliver them later via UE Information request procedure (36.331 section 5.6.5).
Proposal 2: Detailed context information about IP verification failure is provided to the network via UE information procedure.
Detailed report could include:
-	COUNT of the PDU that failed the IP verification;
-	ID of the DRB/SRB the PDU belongs to;
-	Date and place of the event;
-	Cell Identifier of the serving cell when the event occurred.
With the information, the Network can determine if the failure was due to HFN-desynchronization. In case of a cyber-attack it can locate the place, and possibly investigate the place for emitter. It can also check the integrity of the involved node(s).
4	User plane Notification
In case a IP verification failure occurs on a DRB, the UE may not trigger a RRC Connection re-establishment. In this case, a notification could be sent to the Network via a RRC message on SRB (which is not affected by IP verification failure). This notification could also include detailed information as proposed above for SRB. As stated above, the report can help the network to identify the cause of the failure (HFN de-sync, Cyber Attack, L1 Error…)
Proposal 3: In case of IP verification failure on a DRB that does not trigger RRC Re-establishment, a notification is sent to the network about the failure.
5	Conclusion
In this contribution, we made the following proposals:
Proposal 1: UE informs the network about the cause of RRC re-establishment when caused by IP verification failure
Proposal 2: Detailed context information about IP verification failure is provided to the network via UE information procedure.
Proposal 3: In case of IP verification failure on a DRB that does not trigger RRC Re-establishment, a notification is sent to the network about the failure.
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