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1. Overall Description:

SA3 thanks RAN WG2 for the LS S3-171719/ R2-1706161 on Counter Check Procedure and SCG SRB integrity check failure. SA3 discussed the questions from RAN2 and arrived following conclusions.
Discussion:
Question for applicability of counter check procedure

Q1: For Options 3/4/7 and for Option 2: Is integrity protection for DRB supported in NR and if so, whether the Counter Check procedure is needed?

Answer: 
For Option 3, there is no requirement for supporting integrity protection for DRB in MeNB or SeNB. However, the specification will be forward compatible for activating the integrity protection for DRB with other options.
In option 4, Master node is a gNB connected to 5GC and Secondary node is an eLTE eNB.DRBs on NR support integrity protection, but DRBs on eLTE eNB are currently not required to support integrity protection. If RAN2 decides to add support for integrity protection for DRBs on eLTE eNB, the same behaviour as in NR can be specified for eLTE DRBs. 

In option 7, Master node is an eLTE eNB and Secondary node is a gNB. DRBs on NR support integrity protection, but DRBs on eLTE eNB are currently not required to support integrity protection. . SA3 assumes that in future eLTE eNB supports the N2 interface allowing an indication   to activate the integrity protection for all DRBs. Thus, if RAN2 decides to add support for integrity protection for DRBs on eLTE eNB, the same behaviour as in NR can be specified for eLTE DRBs.
The current counter check procedure defined in TS 33.401 clause 7.5 is applicable between the UE and the gNB in 5G. Whenever integrity protection is activated and used on a DRB, the counter check procedure is not required.
For all options, in case integrity protection is used, packets failing integrity check need to be dropped.
Question related to SCG SRB integrity check failure 

Upon detection of SCG SRB integrity check failure (irrespective of whether integrity protection used for DRBs or not), RAN2 has made a working assumption (for protocol simplification) that only SCG part of SCG and MCG split bearers need to be suspended (please refer to the Annex for the list of agreements and working assumption). 

RAN2 are given to understand that the transmission on the MCG part of the SCG split bearer could continue after integrity check failure on the SCG SRB for a short time (brief period of few tens of msec) until the MeNB has received and acted upon the SCGFailureInformation message (from the UE). Furthermore, RAN2 thinks that the integrity breach may have occurred even earlier; for example, due to infrequent usage of the SCG SRB. Additionally, if the SCG SRB is not configured and there is no integrity protection for the SCG integrity check failures will be undetected, leading to data continuing over the SCG and SCG split bearer.

Q2: Could SA3 confirm RAN2 understanding? “

Answer: For SCG SRB integrity check, the current RRC integrity check mechanism specified in TS 33.401 clause 7.4.1 can be adopted. If SCG SRB integrity check fails, such packets need to be dropped. Because the reason for integrity failure can’t be determined by the gNB/eNB or the UE, it should be left to operator configuration whether to initiate a recovery procedure or to declare SCG failure.
SA3 agrees with the assumption that, in case of SCG SRB integrity check failure only SCG part of SCG and MCG split bearers need to be suspended if persistent SCG SRB integrity check failure is detected.
Regarding RAN2 question: if the SCG SRB is not configured and there is no integrity protection for the SCG integrity check failures will be undetected, leading to data continuing over the SCG and SCG split bearer.

The counter check procedure will be used for this situation, cf. answer to Q1.
2. Actions:

To RAN2 group.

ACTION: 
Please take the above answers in to consideration.
3. Date of Next TSG-SA WG3 Meetings:

SA3#88bis
9-13 Oct 2017
Singapore
SA3#89
Nov 27- Dec 01 2017
Reno, Nevada (USA)
