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1. Overall Description
RAN2 would like to thank SA3 on their response LS related to security keys in EN-DC and actions upon DRB IP check failure. 
Based on the input provided therein (i.e. the most important security aspect to adhere to is that the key must be changed if the physical termination of a bearer changes and thus any solution that fulfils that requirement can be applicable), RAN2 has agreed that the network can configure each DRB to use 1 key out of a set of 2 keys (KeNB and S-KeNB derived as specified today in LTE).
In the response LS, SA3 has also indicated that:

The security termination point will not be transparent to the UE, because the UE will be aware of whether it is using an LTE or an NR security algorithm. Although derivation of S-KeNB does not use any end-point specific input value (cf. PCI or frequency values in KeNB derivation), based on the KUPenc derivation (from KeNB or from S-KgNB) and usage, the UE will be aware of the termination points. SA3 also sees that the third key (option 2) can achieve the transparency to the UE only at PDCP layer and only for split bearers.  SA3 would like to have better understanding on the transparency concept mentioned by RAN2.
Based on the above, SA3 has asked RAN2:
Q: SA3 asks RAN2 group to take the above information into account, and provide more information about the transparency concept.
RAN2 answer:

The two possible key solution per bearer has been adopted by RAN2, and the only restriction is that the same key shall not be used for bearers terminated at different termination points. The consequence of that is key change (and PDCP re-establishment) is required whenever the termination point of a bearer is changed. Though in most cases the KeNB key will be associated with bearers terminated at the MN and S-KeNB key will be used for bearers terminated at the SN, this is not always true all the time as explained below, and thus knowing the key used doesn’t necessarily reveal the physical location of the PDCP termination point at the network side. Example scenarios: 
· CU-DU split scenarios, where the PDCP termination point is the same for multiple DUs.
· Scenarios only using a single PDCP termination point for all bearers where it is completely up to network configuration which key (KeNB or S-KeNB) is used.
Since it is allowed for the network to configure which key the bearer uses, it is also possible to support scenarios where a bearer can be initially assigned the S-KeNB key even though the UE does not have the SCG leg configured yet (i.e. the bearer is terminated at the SN from the network’s point of view, while it is terminated at the MN from the UE’s point of view). Later, when the UE is configured with SCG lower layer, the bearer could be associated with the SCG leg, thereby enabling an MCG to an SCG bearer type change without requiring neither a key change (and associated required PDCP/RLC re-establishment procedures), nor signalling to the CN to perform path switching from the MN to the SN for the EPS bearer associated with the radio bearer.

Thus, as explained above, the termination point/node is not necessarily known by the UE and anyways the UE is not required to perform any action with the knowledge of a bearer’s termination point (what the UE needs is an indication from the network whether a key change is required, and if so, it performs the procedures associated with key change).
2. Actions:

ACTION: 
No action required from SA3.
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