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1. Overall Description:

RAN2 thanks SA3 for its LS on NR security input parameters. RAN2 discussed the issue with the increased LCID field length and would like to provide the following feedback:
· The 5-bit BEARER parameter used as input to PDCP ciphering and integrity algorithms is calculated as DRB/SRB ID - 1. In LTE, the SRB ID ranges from 1 to 2 and the DRB ID ranges from 1 to 32. So far no need has been identified to increase the DRB ID range for NR. The number of SRBs may increase but will in any case not exceed 32.
· LCID is used in MAC level. This is not only used to separate different bearers but also to separate different MAC control elements. As noted in the LS, it has been agreed to increase the LCID field from 5 to 6 bits in NR compared to LTE.
· In LTE, the mapping between DRB identity and LCID is configured by RRC during the radio bearer establishment (DRBs can use any of the LCID values 00011-1010) while SRBs uses a fixed mapping (SRB1 uses LCID = 00001 and SRB2 uses LCID = 00010). A similar approach is expected to be used for NR. As can be seen the DRB ID space is larger than the amount of simultaneously supported DRBs per UE. This is because eNB can change DRB ID for certain EPS bearer to avoid key input reuse in case PDCP COUNT is reset.
· Since LCID space (in MAC layer) can be larger than BEARER space (in PDCP payer), and since the BEARER space will not reach or be larger than 32, there is no need to increase BEARER input parameter from 5 bits to 6 bits. 
The above understanding means that no changes are required to the inputs into the security algorithm for NR. With regards to the following questions from SA3,
==

1)
Is it OK to restrict the assigned bearer ID of bearers that terminate on the eNB but use NR PDCP to 5-bits?

2)
If so, will RAN2 specify such a restriction in their specification or do SA3 need to specify how this is done?
==

RAN2 understands that there is no restriction needed when assigning bearer ID for the bearer terminated in the eNB but use NR PDCP.
2. Actions:

To SA3
ACTION: 
RAN2 kindly asks SA3 to take information above into account and provide feedback if any. 
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