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Attachments:


1. Overall Description:

SA3 thanks RAN2 for their LS. 
SA3 have become aware that RAN2 are discussing an increase in the size of LCID to 6 bits for NR PDCP. SA3 assumes that this will impact the bearer ID for NR PDCP, as there is usually a 1-1 mapping between LCID and bearer ID. Such a change is acceptable to SA3, but will result in a need to change the inputs into the security algorithm for NR compared to LTE and require SA3 to work with ETSI SAGE on this task. 
From SA3’s perspective, the inputs to the ciphering and integrity algorithms for NR given a change of the bearer ID to 6 bits are the following:
· Ciphering algorithms 

· a 128-bit cipher key named KEY, 
· a 32-bit COUNT, 
· a 6-bit bearer identity BEARER, 
· a 1-bit direction of the transmission i.e. DIRECTION, and 

· and the length of the keystream required i.e. LENGTH. 
· Integrity algorithms

· a 128-bit integrity key named KEY, 
· a 32-bit COUNT, 
· a 6-bit bearer identity called BEARER, 

· a 1-bit direction of the transmission i.e. DIRECTION, and

· the message itself i.e. MESSAGE.
SA3 asks RAN2 to confirm to SA3 whether the inputs are acceptable from RAN2’s perspective and if not, which inputs need to change.

SA3 have noted that for some bearers the NR PDCP will be used when the bearer terminates on the eNB. To work with the current LTE security algorithms, this means that for these bearers it is necessary to restrict the bearer ID to 5 bits long in order to use the LTE security algorithms without modification. Given the above, SA3 ask RAN2

1)
Is it OK to restrict the assigned bearer ID of bearers that terminate on the eNB but use NR PDCP to 5-bits?

2)
If so, will RAN2 specify such a restriction in their specification or do SA3 need to specify how this is done?

2. Actions:

To RAN2 group.

ACTION: 
Please confirm to SA3 whether the above inputs to the NR security algorithms are acceptable from RAN2’s perspective and if not, which inputs need to change.

Please respond to SA3’s questions on use of LTE algorithms for protecting PDCP bearers.
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