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1. Introduction 
RAN2 email discussion on bearer type change [4] discussed three solution groups and eight solutions:
	Solution group 1: existing solutions (other bearer will be impacted):

Solution 1
: 

· For case 1/2/3/4b which related to MCG leg: reset the MCG MAC, i.e. Handover;
· For Case 4a which only related to SCG leg: reset SCG MAC, i.e. SCG change;
Solution 1a: 

· Partial MAC reset as what specified in Rel-14 in 5.9 MAC Reset of TS36.321;

Solution group 2: existing solutions (other bearer will not be impacted):
Solution 2 [3]:

·  Allocating a new LC-ID during bearer type change or SN change for the DRB associated with PDCP re-establishment. The MAC will discard the MAC PDU with old (unknown) LC-ID.
Solution 3: 

· No specific handling is required. It is sufficient that gNB prevents UE from transmitting old MAC PDU by not scheduling retransmission old MAC PDUs.

Note: Solution 2/3 can avoid the impact to other bearers;

Solution group 3: new solutions:

In [4] [5], solutions were proposed to resolve key ambiguous period:

Solution 4:

·  An end marker is used to indicate the last PDCP PDU ciphered with the previous key;

Solution 5:

· A field in the PDCP-PDU header indicates the used key, so that a received PDU ciphered with a previous key can be handled properly;

Solution 6:

· If integrity protection is used on the bearer, integrity verification done with a wrong (in this case, new) key will fail, and the corresponding deciphering output will be ignored in a natural way. 
Note: integrity is optional configuration. 
Solution 7: 

· RLC header update after re-establishment. A bit in RLC header can be toggled after re-establishment so that receiving entity is aware that the received PDU is sent before or after RLC entity re-establishment.
Solution 8:
Using a control PDU (e.g. at PDCP), transmitter informs receiver about the first PDCP COUNT secured with new keys


Solution groups 1 and 2 are marked as existing solutions and solution group 3 is group of new solutions. In this contribution we compare different solutions for bearer type change and L2 reset and propose RAN2 to select PDCP based solution going forward.
2. Discussion

Email discussion discussed two scenarios with four cases:

	Scenario 1: SN change for split bearer;

Case 1: The security key will be changed for SCG split bearer due to SN change, there will be the data with old key in MCG/SCG legs; 

Scenario 2: Bearer type change for one bearer

Case 2: for the bearer type change between SCG split and MCG split (if supported)., there will be the data with old key in MCG/SCG legs;

Case 3: for the bearer type change from MCG bearer to SCG split bearer, since SCG split bearer uses different key from MCG bearer, there will be the data with old key in MCG leg; 

Case 4a: 

for the bearer type change from SCG bearer to SCG split bearer, if split bearer uses different key from SCG bearer, there will be the data with old key in SCG leg; 

Case 4b: 

for the bearer type change from MCG bearer to MCG split bearer, if split bearer uses different key from MCG bearer, there will be the data with old key in MCG leg;


Apart from these scenarios, PDCP count rollover for SCG split bearer is another scenario. It may not be frequent but if a solution is found then it should be applicable to this scenario as well.
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Figure 1: SCG split bearer user plane protocol stack and count rollover

Proposal 1: Any solution found shall apply to PDCP count rollover for SCG split bearer case as well
Comparing solution 1 and solution 2:
Solution 1 is performing the intra cell handover whenever key change occurs in PDCP layer. Solution 2 allows changing the LCID when security key change is performed and data in MAC receiving entity with old or unknown LCID is discarded. Figure below shows signalling flow through different layers on network and UE side and configuration of new key as well as new LCID based on our understanding. Blue lines show signalling and red lines show user data for both UL and DL. Left hand side shows gNB and right hand side is UE.
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Figure 2: message sequence for solution 2
Solution 2 is a middle approach whereby whole MAC reset is avoided but packet loss is unavoidable as MAC will discard packets with old LCID. PDUs sent with new LCID may also be discarded if there is timing mismatch between RRC signaling and user plane activation of use of new LCID as shown in figure 2. Also, there could be data in MAC layer with new key but using old LCID as it depends on the configuration. So, data with new as well as old LCID may be discarded at the receiving MAC entity. We assume this discard duration is around when new key is configured in PDCP on network side to new LCID configured and used in the UE MAC and very much depends on network implementation. However, certain delays like air interface delay and processing delays cannot be ignored. So, gain from solution 2 when there is SRB and a single DRB configured for UE could be comparable to solution1. In case of solution 1, DRB interruption is due to reset of SCG and MCG MAC and re-establishment of SCG and MCG RLC entities and PDCP entity for SRB and DRB. UE will perform random access once new configuration has been taken into account. In our opinion, delay and interruption is more in solution 1 compared to solution 2, but solution 2 does not offer significant benefit.
Observation1: Gain from solution 2 for single DRB case is not justifiable when compared with solution1

New solutions: 

Solution 4 introduced as part of eLWA won’t result in discarding the packets as RRC signaling as well as indication of old key is indicated in the user plane. It should have been treated as an existing solutions in the email discussion. 
Solution 6 is a hack as integrity protection check is not meant for this purpose

Solution 7 is similar to solution 4 but done at RLC layer. Alternatively, same function can be performed at PDCP layer.
Other PDCP based solution e.g. solution 5 can work if aligned to solution 4 i.e. use RRC signaling as well as PDCP header to indicate the change of key. 

It is also our understanding that whole L2 reset can be avoided if PDCP based solution is accepted.

Proposal 2: RAN2 to agree on PDCP based solution for avoiding L2 reset.

3. Conclusion
We propose RAN2 to discuss and agree on following proposal:

Proposal 1: Any solution found shall apply to PDCP count rollover for SCG split bearer case as well
Regarding solutions, we propose RAN2 to discuss and agree following observation and proposal:

Observation1: Gain from solution 2 for single DRB case is not justifiable when compared with solution1

Proposal 2: RAN2 to agree on PDCP based solution for avoiding L2 reset.
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