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1. Overall Description:

When network cannot move the UE to CONNECTED due to congestion, it is agreed for a UE in INACTIVE trying to transition to CONNECTED:

1. MSG4 sent over SRB0 without Integrity protection can reject the UE back into INACTIVE without updating any configurations (case #1 and #2).

2. MSG4 (sent over SRB1 with integrity protection) can reject the UE back into INACTIVE including updates of any configuration (case #3).

3. MSG4 (sent over SRB0) cannot reject the UE into IDLE (case #4 or #5) as for a change of the RRC state requires at least integrity protection.

4. MSG4 (sent over SRB1 with at least integrity protection) can reject the UE into IDLE (case #6).
Table 1. Cases discussed when rejecting a UE trying to resume an RRC connection
	#
	UE AS context fetched from old gNB
	RACH MSG4
	UE's RRC state after MSG4
	RAN2 view

	
	
	SRB
	Integrity
	
	

	1
	Not performed
	SRB0
	No
	INACTIVE
	OK

	2
	Performed
	SRB0
	No
	
	OK

	3
	Performed
	SRB1
	Yes 
	
	OK

	4
	Not performed
	SRB0
	No
	IDLE
	Not possible

	5
	Performed
	SRB0
	No
	
	Not possible

	6
	Performed
	SRB1
	Yes
	
	OK


On the agreement #3 (for case #4 and #5), RAN2 understanding is that the motivation is to prevent attacks a fake gNBs, as they may take advantage of this procedure to change the UE's RRC state. Such a change of UE state to RRC_IDLE which will make the UE unreachable for long period of time as UE would only monitor the NAS Paging while network will only perform RAN Paging.
Question #1:  RAN2 kindly asks SA3 to take into accounts RAN2 agreement #3 and, if required, provide feedback. 
Moreover RAN2 understands that when UE needs to be provided with Physical, DRB configuration, UE id etc, this MSG 4 will need to also be ciphered.  However, in some of the scenarios described above, UE may be provided with some small reconfiguration information. RAN2 would like feedback from SA3 on when this message needs to be ciphered (i.e. which information cannot be sent unciphered).
Question #2: Does SA3 have any input on when (i.e. in terms of what information in MSG 4) RACH MSG4 carried over SRB1 (in case #3 and #6) requires ciphering protection (in addition to integrity protection)?

2. Actions:
To SA3 group:  
RAN2 kindly asks SA3 to provide feedback on question #1 and #2.
3. Date of Next TSG-RAN2 Meetings:
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