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Introduction
This contribution is an update of R2-1706506 [1].
At RAN2#98, the following agreements were made:

Agreements
1	RAN2 aims that the 5G AC mechanism for a UE in RRC_IDLE is applicable to a UE in RRC_INACTIVE. 
FFS if any aspects may not be applicable or may need to be changed for RRC_INACTIVE relative to RRC_IDLE (to be addressed by both CT1 and RAN2).
2	RAN2 aims to define the 5G AC mechanism for a UE in RRC_CONNECTED. Details FFS

3	UE NAS provides the access category information to UE RRC at least for RRC_IDLE 
FFS for RRC_INACTIVE

4	Connection Request will include some information to enable the gNB to decide whether to reject the connection request
FFS whether the information that is included is e.g. provided by NAS, derived from the AC, etc 
FFS for RRC_INACTIVE.

At RAN2#98, RAN2 also sent an LS [2] to SA1, CT1 and SA2 with the above agreement. To the RAN2 NR adhoc meeting in June, CT1 provided an LS [3] on default access categories.
In this contribution, we discuss the purpose and meaning of access control in RRC_CONNECTED, and, moreover, how a unified access control framework would be applied in RRC_CONNECTED.  A corresponding discussion for RRC_INACTIVE is performed in [5].
[bookmark: _Ref178064866]Discussion
Load and access control mechanisms
In LTE, an eNB already has a toolbox for load and access control, and it may be configured to apply different tools, e.g., based on load level for example. 
[image: ]
Figure 1. Overload control mechanisms in LTE
As depicted in Figure 1, access control is typically applied when there is severe overload, but there is a need to anyway open for or prioritize new accesses, such as, e.g., emergency calls. It has been designed as a “last resort” to prevent UEs from (re-)accessing the system when “softer” tools such as scheduling or RA back-off fail to ensure stable system operation. Release and reject may be applied at lower loads, or to access attempts that have passed the access class barring probability, but that cannot be prioritized to resources. The Random Access back-off is a pure RACH offload mechanism, that time distributes the access attempts. In addition to the above-mentioned mechanisms and for purposes of also addressing connected mode, we also add scheduling as part of the toolbox for access and load control. Scheduling is important from two perspectives; both from the perspective of allocating resources to RRC procedures as well as data transmission in connected mode, but also to allocate resources for random access, i.e., to balance resources for connected – non-connected UE’s. 
We expect that, also in NR, in addition to access control, there will be mechanisms similar to the ones above in order to cope with overload. In particular, the load from UEs in RRC_CONNECTED will be possible to mitigate in multiple ways. Apart from scheduling and random access backoff (or the NR equivalence), we expect different types of release/rejection procedures can be used in RRC_CONNECTED, such as:
· RRC connection release
· Release or reconfiguration of bearers
· Rejection of UE-requested PDU session establishment/modification
[bookmark: _Toc347822667][bookmark: _Toc347823813][bookmark: _Toc347823994][bookmark: _Toc347824245][bookmark: _Toc481049837][bookmark: _Toc481071659][bookmark: _Toc481072349][bookmark: _Toc481654420][bookmark: _Toc481656084][bookmark: _Toc481656292][bookmark: _Toc481657397][bookmark: _Toc481658464][bookmark: _Toc481658552][bookmark: _Toc481667981][bookmark: _Toc481745524][bookmark: _Toc481793139][bookmark: _Toc484782000][bookmark: _Toc485220795][bookmark: _Toc485299651][bookmark: _Toc485299863][bookmark: _Toc485300943][bookmark: _Toc485415710][bookmark: _Toc490052413][bookmark: _Toc490219840][bookmark: _Toc490220256][bookmark: _Toc490220356][bookmark: _Toc490220433][bookmark: _Toc490220487][bookmark: _Toc490220592][bookmark: _Toc490220650][bookmark: _Toc490229641][bookmark: _Toc490263556]We expect there will be multiple mechanisms for the gNB to use to control the load from UEs in RRC_CONNECTED.
Given that we expect to have these multiple mechanisms, the question is what would be the role for access control in RRC_CONNECTED.
Purpose of Access Control in RRC_CONNECTED
According to the RAN2 agreements, when the RRC layer in the UE receives a request to establish an RRC connection in RRC_IDLE, this request will be subject to unified access control based on an access category provided by NAS, and as we assume, access barring information provided in the RRC layer.
In [6], we present a framework for unified access control. We think that the same framework can in principle also be applied for RRC_CONNECTED, however there are some specific aspect to consider.
If not applying “access control” in RRC_CONNECTED, as we have observed above there are other mechanisms for the network to use to prevent a UE in RRC_CONNECTED to send uplink data. 
However, if we assume that access control in RRC_CONNECTED is applied, the UE-triggered upper layer events in RRC_CONNECTED which may potentially be subject to access control may, for example, be:
1. UE requested PDU Session Establishment
2. UE requested PDU Session Modification
3. UE-triggered NAS signalling procedure (other than 1 and 2)
4. Transmit uplink data on a QoS flow belonging to an existing PDU session
1, 2 and 3 above goes in the control plane and probably the access control can be performed by the RRC layer if NAS provides the access category associated with the particular request. To perform access control for 4 is more cumbersome since this event goes in the user plane. 
Moreover, in case the UE is out of sync (i.e. in long DRX) MAC would trigger a random access when there is an uplink packet and thus creates a similar overload on RACH as UEs in RRC_IDLE. Thus we think it is important to discuss how to apply access control in RRC_CONNECTED, and in particular, how to address when events are triggered in the user plane.
We propose:
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Concerning case 4 above, in TS 22.011 [4] it is stated:
	[bookmark: _Toc477499726]4.6	Prevention of mobile-originating signalling and/or data traffic
The network shall be able to control the behavior of UEs in E-UTRAN in connected mode to prevent mobile originating signalling and/or data traffic, while the access barring mechanisms specified under Clause 4.3 are being applied to UEs in idle mode.



This SA1 requirement thus states that the requirements on “access barring mechanisms”  applies to idle mode, while there is a requirement that it should be possible to prevent mobile-originating signalling and/or data traffic in connected mode. Note however that what “idle mode” and “connected mode” really implies from access stratum point of view needs to be clarified, since a UE using NR may be in RRC_INACTIVE while upper layers are “connected”.
Nevertheless, our interpretation of the SA1 requirements is that access control is needed also in connected mode and thus the “access barring mechanisms” should also be used in RRC_CONNECTED. Then we observe:
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In [6], we describe the overall procedure for unified access control, applied on RRC_IDLE. The access category is determined by NAS and then provided to AS, which performs a barring check, in line with the existing agreements. If and how this can apply to RRC_CONNECTED would need to be discussed. In particular, the access category used when establishing the RRC connection may not be applicable when performing barring check at a later stage while in RRC_CONNECTED. For example, the access category needs to reflect which application(s) and/or service(s) (such as IMS services) that needs to transmit data. 
Potential solutions for access control of user plane events
As discussed above, the cases when a user plane event, such as uplink data and/or a MAC synchronization procedure, is a bit different from the existing access control solution in e.g. LTE. In these cases, the NAS or AS control plane is normally not, or at least not in the current 3GPP UE model, aware of this event.
First alternative: Access barring check in the user plane
Another alternative is to perform the access barring check in the AS user plane, or in the user plane above AS, and in case of barring, prevent packets to be transmitted. Assuming that the access barring parameters are provided using system information, it means that the user plane performs barring check using access barring parameters provided by the control plane (AS control plane or NAS control plane). Note however, that to perform barring check above AS seems to conflict existing agreements on AS-NAS functional division for at least RRC_IDLE (that NAS provides access category to AS, which then performs barring check).
For example, in case of barring check in the AS user plane, the MAC layer may perform access control including access barring check, based on access barring parameters conveyed in the RRC layer. 
In case of access barring check in the user plane above AS, the access barring check may be performed as part of the processing / filtering of uplink packets on QoS flows in the UE. We note that a solution with barring chack above AS may be applied in all RRC states, including RRC_IDLE. 
[bookmark: _Toc485220797][bookmark: _Toc485299653][bookmark: _Toc485299865][bookmark: _Toc485300945][bookmark: _Toc485415712][bookmark: _Toc490052415][bookmark: _Toc490219842][bookmark: _Toc490220258][bookmark: _Toc490220358][bookmark: _Toc490220435][bookmark: _Toc490220489][bookmark: _Toc490220594][bookmark: _Toc490220652][bookmark: _Toc490229643][bookmark: _Toc490263558]Access barring check may be performed either on AS or above AS.
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The solution means that in some way the access category needs to be provided to the user plane entity performing the barring check. According to existing agreements, the access category is determined by the NAS control plane.  
1. If the barring check is performed by the user plane above AS,  the access category is kept above AS and would need to be associated with a QoS flow or similar.
2. If the barring check is performed by the AS user plane, there are two ways how to provide the access category from NAS to AS:
a. One way is to provide it over the NAS-AS control plane interface in the UE. The access category would need to be associatedin AS with a bearer or logical channel, and the granularity for barring will be on bearer level. 
b. Another way is that the access category is passed along with each packet between the layers, provided to the AS user plane from upper layers.
Whichever alternative that is used, to perform barring check in the user plane is different from the legacy UE model. 
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An example: QCI-based access control (LTE)
As an example of access barring check in the user plane is QCI-based access control, as was discussed for LTE during the Smart Congestion Mitigation study item, e.g. as proposed in [7]. Here, an access barring mechanism was proposed which makes it possible to explicitly admit or bar traffic corresponding to particular QCIs and/or EPS bearer types. In particular, the network transmits, typically using broadcasted system information, barring parameters per individual or group of QCI(s) and/or EPS bearer(s), and the user plane in the NAS layer in the UE applies these barring parameters in the packet filtering for uplink data packets, e.g. to decide which packets are allowed to be transmitted.

[bookmark: _Toc485220799]Second alternative: Access barring check in the control plane
A second alternative is that the access barring check is kept in the control plane, just as it is already done today for LTE. When applied to RRC_CONNECTED, this would mean that the control plane needs to be in some way aware of a user-plane related event. Also here, the barring chack can be performed either in NAS or in AS, even if AS barring check is more in line what has been agreed for at least RRC_IDLE.

In case of AS control plane performing the barring check (as today in LTE), in some way the NAS control plane needs to trigger the barring check in the RRC layer when an event occurs in RRC_CONNECTED (as it is done today in RRC_IDLE).
Assuming the AS-NAS functional division for access control agreed for RRC_IDLE, this can be performed in the following way:
1. The NAS layers are informed by upper layers (application/service layer) about START and STOP of application/event, 
2. NAS performs the mapping onto access category/categories 
3. NAS provides the AS with the access category/categories. 
4. When in 5GMM-CONNECTED (RRC_INACTIVE/ RRC_CONNECTED), the NAS layer provides the access category/categories to the AS layer whenever the current access category/categories changes.
5. AS keeps the access category/categor(ies), performs a barring check whenever needed, and when applicable, prevents data to be transmitted, e.g. by the PDCP layer. Since the barring parameters are expected to be part of RRC, this requires interaction between RRC and AS user plane (such as PDCP).
This solution is line with the existing agreements on functional division between AS and NAS for access control. It is triggered by application/service events, rather than pure user data. Moreover, the access barring check can be kept within the control plane in line with what is agreed for RRC_IDLE.
This solution can also be applied on when the barring check is performed by NAS instead, but this is not according to the currently agreed AS-NAS division for access control.
Way forward
The two main alternatives represent possible ways to apply access control in RRC_CONNECTED: in the user plane or in the control plane. In either alternative, the acess barring check may be performed in NAS or AS (control and user plane respectively).
The first alternative, to perform access control in the user plane, may result in high impact since it is different from the current LTE UE model. 
The second alternative, to perform access control in the control plane, on the other hand, is similar to how access control is performed today for LTE RRC_IDLE.
Then, to perfom access barring check in above AS, is not according to what has been agreed at least for RRC_IDLE. On the other hand, it will be performed in the same way for all UE states and since the access category determination and barring check would both performed in the same layer it can be seen as a cleaner solution as no access categories would need to be passed over the AS-NAS interface. We observe:
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We propose:
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Conclusion
In section 2 we made the following observations:
Observation 1	We expect there will be multiple mechanisms for the gNB to use to control the load from UEs in RRC_CONNECTED.
Observation 2	An access control mechanism may potentially be used to prevent uplink signalling and/or data traffic.
Observation 3	Access barring check may be performed either on AS or above AS.
Observation 4	If access barring check is performed above AS, it may apply in all RRC states, including RRC_IDLE.
Observation 5	Access barring check in the user plane is different from the legacy UE model.
Observation 6	Access barring check above AS may result in a cleaner AS-NAS interface than if barring check is performed in AS.

Based on the discussion in section 2 we propose the following:
Proposal 1	RAN2 to discuss how to apply access control in RRC_CONNECTED.
Proposal 2	RAN2 need to discuss if access barring check in RRC_CONNECTED should be performed in the user plane or control plane.
Proposal 3	RAN2 need to discuss, together with CT1, whether access barring check, at least for RRC_CONNECTED, should be performed by AS or above AS.
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