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1. Introduction & Background
With regard to integrity check failure, the following agreements were respectively reached during RAN2#98 and RAN2#97-bis meetings:

Agreement made during RAN2#98 meeting

Agreement:

Working assumption (SCG integrity protection failure case is to be confirmed after SA3 response) : At SCG failure (all cases) only the SCG part of MCG/SCG split bearers should be suspended. (Already agreed for the SCG bearer and the SCG SRB)

Agreement made during RAN2#97-bis meeting

	Agreements:

1: In LTE-NR DC, following SgNB failure cases need to be supported:

-
SgNB RLF;

-
SgNB change failure;

-
exceeding the maximum uplink transmission timing difference (if EN-DC supports the synchronised operation case which is RAN1 decision);

-
SgNB configuration failure (only for message on SCG SRB);

-
SgNB RRC integrity check failure;

2: In LTE-NR DC, the UE shall report the SCGFailureInformation to the MeNB instead of triggering the reestablishment upon SgNB failure.

3: 
Upon SgNB failures, UE shall:

-
Suspend all SCG DRBs and suspend SCG trans mission for MCG split DRBs, and SCG split DRBs;

-
Suspend direct SCG SRB and SCG transmission for MCG split SRB;

-
Reset SCG-MAC;

-
send the SCGFailureInformation message to the MeNB with corresponding cause values .



Further, after RAN2#98 meeting an email discussion on integrity protection and integrity check failure has concluded to send a LS to SA3 in [1]
This contribution further discusses integrity check failure in case of split bearer and also considers MCG node and SCG node behaviour.
2. Discussion
2.1 Integrity check failure on MCG DRB
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Figure 1: Integrity check failure 
In case of integrity check failure detected on MCG DRB. In such scenario he following UE behaviors are possible :

· Option 1 : UE suspends both MCG split and MCG  DRBs and reconfigure DRBs
· Option 2 : UE suspends MCG  DRB and continue to send data transmission over MCG split DRB
· Option 1
Split DRB with integrity check failure detected on MCG (MgNB) DRB, the UE may:

· Suspend all MCG split and MCG DRBs, and UE initiate connection restablishment. But suspending al MCG split and MCG DRBs may have negative impact on other UE DRBs from MCG and SCG
· First inform MgNG that integrity check failure has occurred for DRB 1 as shown in Fig.1.  MgNB may release MCG DRB and MCG split DBR and initiate DRB reconfiguration for MCG DRB and MCG split DRB.
MgNB may send integrity check failure cause value to SgNB for the DRB reconfiguration. 

Observation 1:  Suspending all DRBs may have negative impact on other UE DRBs from MCG and SCG, but just for a short time.
· Option 2
With integrity check failure detected on MCG (MgNB) DRB, UE may first inform MgNB that there was integrity check failure on the MCG DRB. MbNB may continue to send data over SCG for SCG split DRB transmission, while the MgNB releases and/or reconfigures the MCG DRB and MCG split DBR for data transmission. MgNB may send integrity check failure cause value to SgNB for the DRB reconfiguration. 

But it may not be guarantee that UE has uniform behavior upon detection of the integrity check failure via MCG link and via SCG link respectively. Therefore the UE may be required to keep record of PDCP PDU with the information of which radio link was used to receive the PDCP PDU. This may have unnecessary complexity without significant gain compared to releasing and reconfiguration of both MCG and MCG split DRB
Observation2:  For a MCG split bearer, if the integrity check failure is detected on MCG DRB, it is not necessary for MCG to continue to send over SCG
Similar argumentation can be conducted for SCG DRB and SCG split DRB.

2.2 Integrity check failure on Split DRB from MgNB
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Figure 2: Integrity check failure 
If integrity check failure is detected on MCG split DBR as shown in fig.2. UE may release MCG part of DRB 2 for re-establishment and inform SgNB and/or MgNB. As MCG part of DRG 2 and the SCG part of DRB 2 have common PDCP configure form MgNB. Security issue on MCG part of DRB2 may also be a security issue on SCG part of DRB2. So it may not be secure to send data over SCG for transmission. So both MCG split part of DRB 2 and SCG split part of DRB2 should be reconfigured. MgNB may send integrity check failure cause value to SgNB for the DRB reconfiguration. 

Proposal 1:  If integrity check failure is detected on MCG part of split DRB, it is not necessary for MCG to continue to send over SCG part of split DRB.
Similar argumentation can be conducted for SCG DRB and SCG split DRB.

Proposal 2:  For a MCG/SCG split bearer, if the integrity check failure is detected on MCG/SCG DRB, MgNB should stop sending data over SCG/MCG
2.3 Integrity check indication
In UL split DRB with integrity check failure detected on MCG DRB. MCG node should inform SCG node of integrity check failure on the DRB. SCG node may perform DRB integrity protection for split DRB, Similarly, if the integrity check failure is detected on SCG part of MCG split DRB, SCG node should inform MCG node of integrity check failure on the DRB. MCG node may perform DRB integrity protection for split DRB,
For DL split DRB with integrity check failure detected on MCG DRB, UE should inform SCG node that integrity check failure has occurred on the split DRB. SCG node should inform MCG node about the DRB integrity failure, MCG node may perform integrity check on the DRB. Similarly, integrity check failure is detected on SCG part of split DRB, UE should inform MCG node that integrity check failure has occurred on the split DRB. MCG node should inform SCG node about the DRB integrity failure, SCG node may perform integrity check on the DRB. 
Proposal 3: MCG and SCG should exchange split DRB integrity check failure.

Proposal 4: RAN2 to send a LS to inform RAN3 that split DRB integrity check failure indication on Xn is required.

3. Conclusion
This contribution discusses integrity check failure in case of split DRB and conclude with observations and proposals as follows:
Observation 1:  Suspending all DRBs may have negative impact on other UE DRBs from MCG and SCG, but just for a short time.
Observation2:  For a MCG split bearer, if the integrity check failure is detected on MCG DRB, it is not necessary for MCG to continue to send over SCG
Proposal 1:  If integrity check failure is detected on MCG/SCG part of split DRB, it is not necessary for MCG to continue to send over SCG /MCG part of split DRB.

Proposal 2:  For a MCG split bearer, if the integrity check failure is detected on MCG DRB, MgNB should stop sending data over SCG

Proposal 3:  For a SCG split bearer, if the integrity check failure is detected on SCG DRB, SgNB should stop sending data over MCG
Proposal 4: MCG and SCG should exchange split DRB integrity check failure.

Proposal 5: RAN2 to send a LS to inform RAN3 that split DRB integrity check failure indication on Xn is required.
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