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1. Introduction

SA3#88 sent reply [1] to the LS on Counter Check Procedure and SCG SRB integrity check failure, in which the Counter Check related reply is:
	Q1: For Options 3/4/7 and for Option 2: Is integrity protection for DRB supported in NR and if so, whether the Counter Check procedure is needed?

SA3 Answer: 

For Option 3, MeNB is an LTE eNB which directly connects to an MME. SeNB is a NR gNB, without MME/S1MME changes it is not be possible to support integrity protection of DRBs supported in NR.

In option 4, MeNB is gNB connected to 5GC and SeNB is eLTE eNB, it is possible to support integrity protection of DRBs on NR if eLTE eNB support this feature.

In option 7, MeNB is eLTE eNB and SeNB is gNB, it may be possible to support integrity protection of DRBs on NR if MME/S1MME changes support this feature.

Whenever integrity protection is activated and used on a DRB, packets failing integrity check needs to be dropped, counter check procedure is not required.




Based on this reply, it’s confirmed by SA3 that:

· A DRB configured with IP doesn’t need counter check;

· For option3, the IP of NR DRBs in SgNB is not supported due to no CN support, i.e. connected to EPC;

· For option4/7, the IP of NR DRBs is possible.

Considering that the function of integrity protection is not mandatory, the Counter Check procedure is needed for the following cases:

Case1: DRBs of MeNB and SgNB in option3;

Case2: The NR DRBs which are not configured with integrity protection in option4/7;  
Observation1: Based on SA3’s confirmation, Counter Check procedure is needed for option3 and the NR DRBs which are not configured with integrity protection in option4/7.
Counter check procedure is used optionally by E-UTRAN to periodically perform a local authentication, i.e. the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by E-UTRAN.

In LTE DC, SeNB initiated counter check procedure is used to perform the verification of the value of the PDCP COUNTs associated with SCG bearers established in the SeNB. The procedure is as below [1]:
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Figure 1: Legacy LTE DC Counter Check Procedure
In EN-DC, since the protocols are different with respect to LTE-DC, and SCG SRB is supported, whether the legacy counter check procedure of LTE-DC could be adopted in EN-DC needs to be discussed.

2. Discussion

2.1. SgNB independent counter check  
In LTE DC, since SCG SRB is not supported, SeNB has to trigger counter check procedure via MeNB, which leads to an additional X2 overhead, while in EN-DC, SgNB is possible to do counter check independently since SCG SRB is introduced. The direct benefits we see of doing counter check by SgNB itself include:

· The PDCP COUNT format and counter check mechanism of NR are not confirmed by SA3 till now, there might be incompatibility problem if SgNB does counter check procedure via MeNB;

· SgNB doesn’t need to trigger counter check via MeNB thus the corresponding periodic X2 overhead could be eliminated.

In the following we roughly estimate how much the X2 overhead could be saved:

The overhead depends on the signaling amount and the frequency of the signaling. For each DRB in the counter check request message, 2 PDCP COUNTs for UL and DL are included; each PDCP COUNT needs 32bits, which means for each DRB the counter check request needs at least 64bits. And the actual number of DRBs could be more, e.g. over ten; that means a counter check request message will need hundreds of bits usually. 

For the frequency of triggering counter check, based on TS 33.401, the counter check should be done periodically by the NW for the local authentication, and the period is decided by a checking value which could be configured by the NW. The NW keeps monitoring the PDCP COUNTs of each bearer and triggers the counter check procedure once any of the PDCP COUNTs meets the checking value, which means that higher data throughput will trigger the counter check more frequently. Considering that the SN is usually added to offload UE’s majority of data traffic, the SN will trigger the counter check more frequently than MN with high probability.

Observation2: Comparing with adopting legacy counter check procedure of LTE-DC, the benefits of performing the counter check independently by SgNB include:

· The PDCP COUNT format and counter check mechanism of NR are not confirmed by SA3, thus potential incompatibility problem may exist if SgNB does counter check procedure via MeNB, which can be avoided by independent SgNB counter check;

· The X2-C overhead, i.e. counter check request messages sent over X2, could be eliminated.

· The saved X2-C overhead is not negligible, each CounterCheckRequest needs hundreds of bits, and the frequency of SN triggered counter checks is likely higher than the MN triggered ones since the SN is usually added to offload UE’s majority of data traffic.

An example of independent SN triggered counter check procedure is shown in figure 2.
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Figure 2: Example of independent SN initiated Counter Check Procedure of LTE-NR tight interworking
When the SgNB triggers counter check procedure (e.g. if the PDCP COUNT value of any SCG DRBs reaches a pre-defined value), it sends counter check message including all PDCP COUNT values of all SCG DRBs to UE directly via SCG SRB, UE feeds back to SgNB directly with the counter check response message including the PDCP COUNT checking results. 

If the checking results from UE are ok, it’s not necessary for the SgNB to send to MeNB anything; else, the SgNB can inform MeNB with counter check results of SCG bearers or a more simplified method, e.g. several bits indication. 
With the procedure in Figure 2, a complete counter check between the network and UE could be accomplished in current phase.
Based on above analysis, we propose the counter check procedure should be initiated by MN and SN independently in EN-DC, and SN initiated counter check message and the response message from UE should be allowed to be transferred on SCG SRB.
Proposal 1: In LTE-NR tight interworking, the counter check procedure should be triggered and done by MN and SN independently.

Proposal 2: The transmission of Counter Check related messages through SCG SRB should be allowed.
During the procedure in Figure 2, the SgNB only needs to report the Count Check results of SN bearers to the MN if the Counter Check Response message from UE contains one or more PDCP COUNT values, i.e. PDCP COUNT failure is found, otherwise SgNB doesn't have to send anything to MeNB.
Proposal 3: SN doesn't need to transfer any Counter Check results related info to MN if there's no Counter Check failure detected, which eliminates unnecessary X2 overhead.
As mentioned above, some simplifications on the Counter Check results reported from SN to MN could be considered.  Two potential alternatives are listed below:
· Alt-1: A SN initiated SN release message with a cause as Counter Check failure.
· Alt-2: One indication to inform the Counter Check failure of SCG bearers, e.g. one-bit of TRUE/FALSE indication could be considered for simplification, or more bits for further detailed information about the failure.
SN initiated SN release is meant to be supported as a essential procedure in LTE/NR tight-interworking, which means Alt-1 can be easily supported with minor impacts to the specification. From the new cause 'Counter Check failure ' MN can get the counter check result thus the whole counter check procedure could work.
But from SA3's view point, MN should be the final decision maker for the Counter Check failure handling, i.e. SN release might not be what MN actually wants which might cause MN rejecting the SN release request. Direct information of Counter Check result of SN is still needed for MN to perform a more informed decision, e.g. release the whole connection or just report to MME/O&M to track the attacker. Based on this requirement, Alt-2 seems also necessary. 
At the moment, the design of the indication could be left FFS. It's proposed to firstly consider introducing the indication on Xn interface to inform the Counter Check failure of SN to MN, thus the procedure of SN initiated counter check for LTE-NR tight interworking could be completed, speeding up the stage2 specification progress.
Proposal 4: Once counter check failure is detected by SN, simplified report to MN could be considered. The following 2 alternatives are proposed:

· One SN release request could be sent to MN with the cause set to ‘counter check failure’.
· One counter check failure indication could be sent to MN.
It is noted that Alt-1 and 2 do not conflict with each other, both can be applied.
3. Conclusion
Observation1: Based on SA3’s confirmation, Counter Check procedure is needed for option3 and the NR DRBs which are not configured with integrity protection in option4/7.
Observation2: Comparing with adopting legacy counter check procedure of LTE-DC, the benefits of performing the counter check independently by SgNB include:

· The PDCP COUNT format and counter check mechanism of NR are not confirmed by SA3, thus potential incompatibility problem may exist if SgNB does counter check procedure via MeNB, which can be avoided by independent SgNB counter check;

· The X2-C overhead, i.e. counter check request messages sent over X2, could be eliminated.

· The saved X2-C overhead is not negligible, each CounterCheckRequest needs hundreds of bits, and the frequency of SN triggered counter checks is likely higher than the MN triggered ones since the SN is usually added to offload UE’s majority of data traffic.

Proposal 1: In LTE-NR tight interworking, the counter check procedure should be triggered and done by MN and SN independently.

Proposal 2: The transmission of Counter Check related messages through SCG SRB should be allowed.
Proposal 3: SN doesn't need to transfer any Counter Check results related info to MN if there's no Counter Check failure detected, which eliminates unnecessary X2 overhead.
Proposal 4: Once counter check failure is detected by SN, simplified report to MN could be considered. The following 2 alternatives are proposed:

· One SN release request could be sent to MN with the cause set to ‘counter check failure’.
· One counter check failure indication could be sent to MN.
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