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1 Introduction
SA3 sent a reply LS to RAN2 and RAN3 on security for RLFs for DoNAS UEs [1].

	SA3 has further reviewed the threats introduced by the changes to DoNAS in Rel.14 and has concluded that further protection of the DoNAS RLF is required.

SA3 determined that this could be achieved in several ways and narrowed down the options to an AS token based solution (S3A0007) and NAS solutions as detailed in S3A0008.

All of the mechanisms detailed in the attachments are suitably secure for this purpose so it is up to RAN2 and RAN3 to decide which mechanism they prefer. To be clear, it is enough to select either the solution in S3A0007 or either one of the solutions in S3A0008. 


As indicated in the LS, security-wise, all solutions are equivalent.  In this document, we try to analyse and compare the solutions from RAN2 / RAN3 point of view.

2 Discussion
In the following, we give a short presentation of the different solutions and try to identify the difference with the legacy RRC Connection Re-establishment procedure.

AS token solution ([2]) 
The solution reuses most of the existing RRC connection re-establishment procedure, in particular the RLF call flow on the Uu interface and on the X2 interface. 

The difference with the existing RRC Connection re-establishment procedure is related to the security aspects. As AS security is not activated, security is achieved via AS tokens provided both in the uplink and downlink message calculated using a new key and new ‘integrity function’.
The main differences compared to the legacy procedure are listed below:

· The MME and the UE shall derive a new security key KToken at the time of RRC Connection establishment

· The MME provides this key to the eNB over the S1 interface, the eNB forwards the key to the target eNB at RRC connection reestablishment 

· The UE and source eNB calculate the UL and DL AS token using a new ‘integrity’ function. 

The UL AS token uses similar inputs to legacy: targetCell- ID, source PCI, source C_RNTI, NB-IoT constant 

The DL AS token uses the following inputs: targetCell- ID, source PCI and source C_RNTI, UL token, NB-IoT constant. 
NAS token solution A ([3]) 

The solution reuses most of the existing RRC connection re-establishment procedure, in particular the RLF call flow on the Uu interface and on the X2 interface. 

The difference with the existing RRC Connection re-establishment procedure is related to the security aspects. As AS security is not activated, security is achieved via NAS tokens provided both in the uplink and downlink message using the NAS integrity function.

The main differences compared to the legacy procedure are listed below:

· The MME provides the S-TMSI to the eNB over the S1 interface in case of S-TMSI change.
· A new S1 procedure is introduced for the eNB to request the verification of the UE by the MME using the S-TMSI retrieved from the UE context.
· The UE and MME calculate the UL and DL NAS tokens using the existing NAS integrity key and integrity function.

The UL AS token uses the following inputs: targetCell- ID, source PCI, short S-TMSI, next UL NAS COUNT
The DL AS token uses the same inputs as the UL AS token. 
NAS token solution B ([3]) 

The solution does not reuse the RLF call flow, there is no context fetch and a new RRC connection establishment is taking place at eNB. The S1 connection is re-established at the MME and the MME retrieves undelivered PDUs from the source eNB after security verification.
There is quite a few differences with the existing RRC connection re-establishment procedure as the RRC connection shall be established rather than re-established and there is no context fetch on X2. There is also difference in the security aspects, which are similar to the NAS token solution A.

The main differences compared to the legacy procedure are listed below:

· A new RRC connection is established at the UE and the eNB.
· A new S1 procedure is introduced for the eNB to request verification by the MME using the S-TMSI and to trigger the context relocation in the MME.
· The UE and MME calculates the UL and DL NAS tokens using the existing NAS integrity function.
The UL AS token uses the following inputs: targetCell- ID, S-TMSI, next UL NAS COUNT.
The DL AS token uses the same inputs as the UL AS token. 

· A new S1 procedure is introduced for the MME to retrieve undelivered PDUs and release the UE context in the source eNB.
Table 1: Comparison of the three solutions
	
	Call flow 
	Impact
	Comments

	AS Token solution
	Reuse the legacy call flow in LTE.
TeNB fetch the context from SeNB

	New key is derived by MME and UE to calculate shortMAC-I. 
Source eNB stores the new key.

UL Short MAC-I is calculated by new key and new KDF function in UE and SeNB.
New DL Short MAC-I is calculated by new key and new KDF function in UE and SeNB.
New DL Short MAC-I included in RRC ConnectionReestablishment message.  
	Medium impact on UE

Medium impact on network 

	NAS Token solution A
	Reuse the legacy call flow in LTE.
TeNB fetch the context from SeNB
	Source eNB stores S-TMSI.
The UE ID in RRC Connection Reestablishment request message is replaced by short S-TMSI, parameter UL NAS COUNT is added.
UL Short MAC-I is calculated by Knas-int in UE and MME.
New DL Short MAC-I is calculated by Knas-int in UE and MME.
New S1 procedure to validate the UL-NAS-MAC and provides new DL Short MAC-I.
New DL Short MAC-I is included in RRC ConnectionReestablishment message.  
	Small impact on UE

Medium impact on network 

	NAS Token solution B
	New procedure.

TeNB retrieves context from MME
	The UE ID in RRC Connection Reestablishment request message is replaced by S-TMSI, parameter UL NAS COUNT is added.
UL Short MAC-I is calculated by Knas-int in UE and MME.
New DL Short MAC-I is calculated by Knas-int in UE and MME.
New S1 procedure to validate the UL-NAS-MAC and provides the UE context and the new DL Short MAC.
New S1 procedure to retrieve undelivered PDUs from the SeNB.
	Small impact on UE

Medium impact on network 


3 Conclusion

Based on the discussion in section 2, we can make the following observations:
Observation 1: AS Token solution and NAS token solution A reuse the general principles of the RRC Connection Re-estblishment procedure, while NAS token solution B introduces a completely different procedure.

Observation 2: AS Token solution introduces a new security key and a new security function, while NAS token solutions A and B reuse NAS security function and introduce a new S1 procedure for UE verification.

We believe that reusing the general principles of the RRC Connection Re-establishment procedure has less impact globally and that reusing the NAS security has less impact on the UE cost/ complexity. Thus we have the following proposal.

Proposal: Introduce the CP RRC Connection Re-establishment procedure based on NAS token solution A.
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