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Discussion and decision
1 Introduction

This contribution focuses on the discussion of a security optimization when resuming or re-establishing an RRC connection that would allow reducing the signaling involved.
2 Discussion
The reduction of the number of RRC messages required and the reduction in idle/inactive to active transition delay when the UE AS context may be available within the RAN is a driving factor worthwhile to optimize. This is common on the use cases when resuming or re-establishing an RRC connection. In RAN2#97bis, it was already proposed in [1] to send RRC msg.3 already integrity protected to allow checking the UE already upon msg.3 if the UE context is stored in the 5G RAN.

We understand that there are two options to consider depending on which RAN node handles the integrity security check: option (A) security check is done in new gNB, and option (B) security check is done in old gNB, as shown in Figure 1. The diagrams of Figure 1 also show the use cases when the check is done successfully #1 or not #2. For simplicity when referring to the RRC messages, we use "RRC resume" when referring to the resumption or re-establishment of the RRC connection, and "RRC setup" when having to establish a new RRC connection.

It is to note that the figure refers to "RRC resume msg.3" when referring to the common RRC message for RACH msg.3 described in [2], which is used for at least the following scenario: Inactive to Active transition (due to UL data/signalling access or in response to paging), RAN location notification area update, periodic RAN location notification update, and re-establishment of RRC connection during RLF.

Proposal 1. To send integrity protected the "RRC Resume msg.3", where "RRC Resume msg.3" refers to the common RRC message for RACH msg.3 used for at least the following scenarios: Inactive to Active transition (due to UL data/signalling access or in response to paging), RAN location notification area update, periodic RAN location notification update, and re-establishment of RRC connection during RLF.

When the new gNB does not have the UE AS context stored while resuming or re-establishing an RRC connection, the option (B) has advantage over (A) that the UE AS Context is not transferred to the new gNB unless the integrity check is successful. Moreover when a UE cannot be checked, option (B.2) keeps the UE AS Context stored within the old gNB, which looks favourable to avoid fraudulent UE to change the genuine UE's state stored in the RAN.
If the integrity check performed on "RRC Resume msg.3" is successful then the new gNB derives the new key based on information within the UE context and sends an integrity protected "RRC resume msg.4".. If the "RRC Resume msg.3" carried the full MAC-I, the UE and network would have done a mutual authentication without requiring the sending of "RRC resume msg.5". In other words, "RRC resume msg.5" would not be required in all cases, e.g. it could be avoided unless the UE requires sending further UL signaling information or if gNB were to request it via msg.4 indication. The new gNB may also indicate a new integrity protection algorithm via "RRC resume msg.4".
Proposal 2. If the new gNB has the UE AS context stored, it does the integrity checked based on the old gNB configured algorithm.

Proposal 3. If the new gNB does not have the UE AS context stored, the old gNB (which has the UE AS context stored) does the integrity check (as per option (B)). This mechanism requires:

Proposal 3.1. The integrity protected algorithm used is based on the old gNB configured algorithm.

Proposal 3.2. The new gNB forwards "RRC Resume msg.3" to the old gNB. 

Proposal 3.3. The old gNB does the integrity check of RRC Resume msg.3.
Proposal 4. If the "RRC Resume msg.3" includes the full MAC-I, the "RRC resume msg.5" is not required in all cases. 
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Figure 1. Security optimizations when resuming or re-establishing an RRC connection depending whether the old gNB or new gNB handles the integrity security check
If the new gNB has stored (or has fetched) the UE AS context and it supports the configured encryption algorithm, then the "RRC resume msg.4" could already be sent PDCP encrypted as well as integrity protected. The advantage of it already being encrypted as well as integrity protected is that it enables the new gNB to include reconfiguration information in the message (e.g. to reconfigure the DRBs). 
Proposal 5. If the new gNB supports the configured encryption algorithm (as indicated in UE AS context), the "RRC resume msg.4" is sent PDCP integrity protected and PDCP encrypted.

However, if the new eNB does not to support the encryption algorithm used by the old gNB, the new gNB is not able to send "RRC Resume msg.4" encrypted but only integrity protected. This message would have to indicate the new encryption algorithm to be used in subsequent messages. Therefore if the new gNB wanted to send reconfiguration information to the UE then it will also have to generate a "RRC Reconfiguration msg.4 (bis)" which is PDCP encrypted and integrity protected by the new encryption algorithm, and this message can be sent together or immediately after "RRC Resume msg.4" This procedure is similar to the one used in LTE with the security mode command and the subsequent reconfiguration. Moreover it will be necessary to differentiate whether "RRC Resume msg.4" is or not sent encrypted, e.g. using the PDCP header or the LCID (different LCID or distinguishing it by CCCH vs DCCH). 
Proposal 6. If new gNB does not support the configured encryption algorithm (as indicated in UE AS context): 

Proposal 6.1. The new gNB generates a "RRC Resume msg.4" which carries the new encryption algorithm. This "RRC Resume msg.4" is PDCP integrity protected but not PDCP encrypted. 

Proposal 6.2. The new gNB also generates a "RRC Reconfiguration msg.4 (bis)" which is PDCP integrity protected and PDCP encrypted by the new encryption algorithm.

Proposal 7. The UE shall be able to differentiate whether "RRC Resume msg.4" is sent encrypted or not (e.g. by using the PDCP header or the LCID).
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Figure 2. Security optimizations when resuming or re-establishing an RRC connection with new encryption
In order to enable this security optimization, the UE and network need to be aligned on the keys to be used on the "RRC resume msg.3". The following options are possible:

· Option (1). The keys are changed every time to send a "RRC resume msg.3" with the following flavours: option (1.1) the new NCC is provided upon suspending the UE or option (1.2) the new NCC is provided after UE transitions to RRC_CONNECTED.

· Option (2). The keys are not changed to send "RRC resume msg.3" understanding that the change of key is not required when PDCP context does not change, similarly as it was agreed for handover scenario.
Taken into consideration RAN2 agreement on key handling during NR HO, option (2) looks preferable.

Proposal 8. Reuse the existing key to protect "RRC resume msg.3". If AS context location is changed then "RRC resume msg.4" is protected with a new key and the message includes NCC to enable the UE to derive that new key
3 Conclusion

The proposal captured are the following:
Proposal 1.
To send integrity protected the "RRC Resume msg.3", where "RRC Resume msg.3" refers to the common RRC message for RACH msg.3 used for at least the following scenarios: Inactive to Active transition (due to UL data/signalling access or in response to paging), RAN location notification area update, periodic RAN location notification update, and re-establishment of RRC connection during RLF.
Proposal 2.
If the new gNB has the UE AS context stored, it does the integrity checked based on the old gNB configured algorithm.
Proposal 3.
If the new gNB does not have the UE AS context stored, the old gNB (which has the UE AS context stored) does the integrity check (as per option (B)). This mechanism requires:
Proposal 3.1.
The integrity protected algorithm used is based on the old gNB configured algorithm.
Proposal 3.2.
The new gNB forwards "RRC Resume msg.3" to the old gNB.
Proposal 3.3.
The old gNB does the integrity check of RRC Resume msg.3.
Proposal 4.
If the "RRC Resume msg.3" includes the full MAC-I, the "RRC resume msg.5" is not required in all cases.
Proposal 5.
If the new gNB supports the configured encryption algorithm (as indicated in UE AS context), the "RRC resume msg.4" is sent PDCP integrity protected and PDCP encrypted.
Proposal 6.
If new gNB does not support the configured encryption algorithm (as indicated in UE AS context):
Proposal 6.1.
The new gNB generates a "RRC Resume msg.4" which carries the new encryption algorithm. This "RRC Resume msg.4" is PDCP integrity protected but not PDCP encrypted.
Proposal 6.2.
The new gNB also generates a "RRC Reconfiguration msg.4 (bis)" which is PDCP integrity protected and PDCP encrypted by the new encryption algorithm.
Proposal 7.
The UE shall be able to differentiate whether "RRC Resume msg.4" is sent encrypted or not (e.g. by using the PDCP header or the LCID).
Proposal 8.
Reuse the existing key to protect "RRC resume msg.3". If AS context location is changed then "RRC resume msg.4" is protected with a new key and the message includes NCC to enable the UE to derive that new key
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