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1	Introduction
The topic of GERAN redirection was last handled during RAN2#97, during which an LS R2-1702388 was sent to CT1 and SA3. A reply has now been received from CT1 in R2-1704006, and a reply is expected to arrive from SA3 before the RAN2 meeting starts (given that the SA3 meeting is one week before the RAN2 meeting). We discuss how to proceed with the issue in this contribution.
2	Resolving the GERAN redirection security issue 
2.1	CT1 response
The CT1 reply states the following (with some highlighting to illustrate the key points):
	RAN2 Question:  
From RAN2 viewpoint, the solution with NAS indicating whether UE is allowed to accept unsecured redirection could be technically feasible and solve the problem. However, RAN2 is not able to decide whether the impact to NAS are acceptable, so RAN2 would like to request CT1 feedback on how such a solution would be feasible to introduce to NAS specifications.


CT1 Answer:  

CT1 confirms that it is technically possible to CT1
· that NAS in the UE receives the information whether unsecured redirection is acceptable in the current PLMN from the MME e.g. with an integrity protected ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT message; and 
· that NAS in the UE provides to AS an indication whether UE is allowed to accept unsecured redirection to GERAN.

By default, when entering a new PLMN, the UE will consider the unsecured redirection as not acceptable in the new PLMN, until an attach or tracking area updating procedure has been completed successfully and the UE has received the above information from the MME during that procedure. In CT1’s understanding this UE behaviour will not affect the CSFB performance, because the UE needs to perform a successful attach or TAU before it can initiate a service request for CSFB. 

Release wise, CT1 notices that the topic is discussed under Rel-12. CT1 sees that such update is feasible only for Release-14.



In summary, CT1 finds it feasible for NAS to be involved in determining the support of unsecured redirections, and to support the gradual deployment option for operators, CT1 responds that UE could learn the network policy of cell redirection protection by NAS via ATTACH or TAU messages. Further, CT1 considers this to be the baseline change from the release it’s introduced, so that UE would reject unsecured redirections if not allowed by NAS. The modifications in CT1 are also only possible from Rel-14 onwards.
Observation 1: CT1 will not make a modification to NAS until Rel-14. Hence, RAN2 modification seems only possible from Rel-14 onwards.
Proposal 1: Introduce RAN2 changes from Rel-14 onwards.
2.2	Security aspects
Even if the GERAN redirection would be allowed to be sent unsecured, there could still be security threats: For example, the UE could still receive a fake redirection message that it would obey, leading to the same security problem. Therefore, one solution would be to allow the RRCConnectionRelease – message indicate a token ciphered with NAS security keys to identify that the eNB sending the redirection is a legitimate one. This would consist of the following steps:
1) NAS indicates to UE that unsecured redirections are allowed in the current tracking area
2) When eNB sends a redirection to UE, it uses NAS security to encode a NAS token that the UE has to decode before complying with the redirection
a. If the token is successfully decoded, UE proceeds with the redirection.
b. If the token is not decoded, the UE ignores the redirection command

This solution was proposed original in S3-170353, with the following signalling diagram depicting the solution:


Figure 1. Protecting RRC redirection to GERAN using NAS security
This solution doesn’t have any additional signalling overhead or delay for the UE when the GERAN redirection is given to the UE. Given that GERAN redirection in LTE is usually to support incoming voice calls, avoiding any delay to redirect the UE is significant.
Proposal 2: Introduce a solution where UE decodes NAS information (ciphered with NAS security keys) included in RRCConnectionRelease to determine whether to accept or reject the received redirection – message.
3	Conclusions
We have discussed the matter of unsecured GERAN redirections based on the CT1 reply LS R2-1704006. Based on that we have observed the following:
Observation 1: CT1 will not make a modification to NAS until Rel-14. Hence, RAN2 modification seems only possible from Rel-14 onwards.
Based on these and the discussion in the document, we have proposed the following:
Proposal 1: Introduce RAN2 changes from Rel-14 onwards.
Proposal 2: Introduce a solution where UE decodes NAS information (ciphered with NAS security keys) included in RRCConnectionRelease to determine whether to accept or reject the received redirection – message.
If these are agreeable, Annex A shows the possible changes to ASN.1 to start the discussion. Further, RAN2 should also inform CT1, SA3 and RAN3 of the decisions, so they know to complete their part of the work. 
Proposal 3: Send LS to CT1, SA3 and RAN3 to inform them of RAN2 decisions on the matter.



Annex A: Example of how to pass the NAS token to UE

[bookmark: _Toc478015259]5.3.8	RRC connection release
<UNNECESSARY PARTS SKIPPED >
[bookmark: _Toc478015262][bookmark: _GoBack]5.3.8.3	Reception of the RRCConnectionRelease by the UE
The UE shall:
1>	except for NB-IoT, BL UEs or UEs in CE, delay the following actions defined in this sub-clause 60 ms from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;
1>	for BL UEs or UEs in CE, delay the following actions defined in this sub-clause 1.25 seconds from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;
1>	for NB-IoT, delay the following actions defined in this sub-clause 10 seconds from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier.
1>	if the RRCConnectionRelease message was sent before AS security activation and includes the redirectedCarrierInfo set to geran:
2>	if upper layers indicate redirection with AS security activation is allowed and nasToken is included:
3>	forward nasToken to upper layers;
2>	if upper layers indicate the nasToken is valid:
3>	continue with redirection as indicated in redirectedCarrierInfo
2>	else:
3>	discard the redirectedCarrierInfo;
1>	if the RRCConnectionRelease message includes the idleModeMobilityControlInfo:
2>	store the cell reselection priority information provided by the idleModeMobilityControlInfo;
2>	if the t320 is included:
3>	start timer T320, with the timer value set according to the value of t320;
[bookmark: OLE_LINK29]1>	else:
2>	apply the cell reselection priority information broadcast in the system information;
1>	for NB-IoT, if the RRCConnectionRelease message includes the redirectedCarrierInfo:
2>	if the redirectedCarrierOffsetDedicated  is included in the redirectedCarrierInfo:
3>	store the redirectedCarrierOffsetDedicated for the frequency in redirectedCarrierInfo;
3>	start timer T322, with the timer value set according to the value of T322 in redirectedCarrierInfo;
1>	if the releaseCause received in the RRCConnectionRelease message indicates loadBalancingTAURequired:
2>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'load balancing TAU required';
1>	else if the releaseCause received in the RRCConnectionRelease message indicates cs-FallbackHighPriority:
2>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'CS Fallback High Priority';
1>	else:
2>	if the extendedWaitTime is present; and
2>	if the UE supports delay tolerant access or the UE is a NB-IoT UE:
3>	forward the extendedWaitTime to upper layers;
2>	if the releaseCause received in the RRCConnectionRelease message indicates rrc-Suspend:
3>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause ‘RRC suspension’;
2>	else:
3>	perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

<NEXT CHANGE>
[bookmark: _Toc478015567]6.2.2	Message definitions
<UNNECESSARY PARTS SKIPPED >
[bookmark: _Toc478015597]–	RRCConnectionRelease
The RRCConnectionRelease message is used to command the release of an RRC connection.
Signalling radio bearer: SRB1
RLC-SAP: AM
Logical channel: DCCH
Direction: E‑UTRAN to UE
RRCConnectionRelease message
-- ASN1START

RRCConnectionRelease ::=			SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		c1									CHOICE {
			rrcConnectionRelease-r8				RRCConnectionRelease-r8-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCConnectionRelease-r8-IEs ::=		SEQUENCE {
	releaseCause						ReleaseCause,
	redirectedCarrierInfo				RedirectedCarrierInfo				OPTIONAL,	-- Need ON
	idleModeMobilityControlInfo			IdleModeMobilityControlInfo			OPTIONAL,	-- Need OP
	nonCriticalExtension				RRCConnectionRelease-v890-IEs		OPTIONAL
}

RRCConnectionRelease-v890-IEs ::=	SEQUENCE {
	lateNonCriticalExtension			OCTET STRING (CONTAINING RRCConnectionRelease-v9e0-IEs)	OPTIONAL,
	nonCriticalExtension				RRCConnectionRelease-v920-IEs		OPTIONAL
}

-- Late non critical extensions
RRCConnectionRelease-v9e0-IEs ::= SEQUENCE {
	redirectedCarrierInfo-v9e0			RedirectedCarrierInfo-v9e0			OPTIONAL,	-- Cond NoRedirect-r8
	idleModeMobilityControlInfo-v9e0	IdleModeMobilityControlInfo-v9e0	OPTIONAL,	-- Cond IdleInfoEUTRA
	nonCriticalExtension				SEQUENCE {}							OPTIONAL
}

-- Regular non critical extensions
RRCConnectionRelease-v920-IEs ::=	SEQUENCE {
	cellInfoList-r9					CHOICE {
		geran-r9						CellInfoListGERAN-r9,
		utra-FDD-r9						CellInfoListUTRA-FDD-r9,
		utra-TDD-r9						CellInfoListUTRA-TDD-r9,
		...,
		utra-TDD-r10					CellInfoListUTRA-TDD-r10
	}															OPTIONAL,	-- Cond Redirection
	nonCriticalExtension			RRCConnectionRelease-v1020-IEs		OPTIONAL
}

RRCConnectionRelease-v1020-IEs ::=	SEQUENCE {
	extendedWaitTime-r10				INTEGER (1..1800)		OPTIONAL,	-- Need ON
	nonCriticalExtension			RRCConnectionRelease-v1320-IEs				OPTIONAL
}

RRCConnectionRelease-v1320-IEs::=	SEQUENCE {
	resumeIdentity-r13					ResumeIdentity-r13				OPTIONAL,	-- Need OR 	
	nonCriticalExtension				RRCConnectionRelease-v14xySEQUENCE {}						OPTIONAL
}

RRCConnectionRelease-v14xy-IEs::=	SEQUENCE {
	nasToken-r14					OCTET STRING					OPTIONAL,	-- Cond Redirection
	nonCriticalExtension			SEQUENCE {}						OPTIONAL
}

ReleaseCause ::=				ENUMERATED {loadBalancingTAUrequired,
											other, cs-FallbackHighPriority-v1020, rrc-Suspend-v1320}

[bookmark: OLE_LINK101][bookmark: OLE_LINK102]RedirectedCarrierInfo ::=			CHOICE {
	eutra								ARFCN-ValueEUTRA,
	geran								CarrierFreqsGERAN,
	utra-FDD							ARFCN-ValueUTRA,
	utra-TDD							ARFCN-ValueUTRA,
[bookmark: OLE_LINK114][bookmark: OLE_LINK115]	cdma2000-HRPD						CarrierFreqCDMA2000,
	cdma2000-1xRTT						CarrierFreqCDMA2000,
	...,
	utra-TDD-r10						CarrierFreqListUTRA-TDD-r10
}

RedirectedCarrierInfo-v9e0 ::=			SEQUENCE {
	eutra-v9e0								ARFCN-ValueEUTRA-v9e0
}

CarrierFreqListUTRA-TDD-r10 ::=			SEQUENCE (SIZE (1..maxFreqUTRA-TDD-r10)) OF ARFCN-ValueUTRA

IdleModeMobilityControlInfo ::=		SEQUENCE {
	freqPriorityListEUTRA				FreqPriorityListEUTRA			OPTIONAL,		-- Need ON
	freqPriorityListGERAN				FreqsPriorityListGERAN			OPTIONAL,		-- Need ON
	freqPriorityListUTRA-FDD			FreqPriorityListUTRA-FDD		OPTIONAL,		-- Need ON
	freqPriorityListUTRA-TDD			FreqPriorityListUTRA-TDD		OPTIONAL,		-- Need ON
	bandClassPriorityListHRPD			BandClassPriorityListHRPD		OPTIONAL,		-- Need ON
	bandClassPriorityList1XRTT			BandClassPriorityList1XRTT		OPTIONAL,		-- Need ON
	t320								ENUMERATED {
											min5, min10, min20, min30, min60, min120, min180,
											spare1}						OPTIONAL,		-- Need OR
	...,
	[[	freqPriorityListExtEUTRA-r12		FreqPriorityListExtEUTRA-r12		OPTIONAL		-- Need ON
	]],
	[[	freqPriorityListEUTRA-v1310			FreqPriorityListEUTRA-v1310			OPTIONAL,		-- Need ON
		freqPriorityListExtEUTRA-v1310		FreqPriorityListExtEUTRA-v1310		OPTIONAL		-- Need ON
	]]
}

IdleModeMobilityControlInfo-v9e0 ::=	SEQUENCE {
	freqPriorityListEUTRA-v9e0			SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v9e0
}

FreqPriorityListEUTRA ::=			SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA

FreqPriorityListExtEUTRA-r12 ::=		SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-r12

FreqPriorityListEUTRA-v1310 ::=			SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310

FreqPriorityListExtEUTRA-v1310 ::=		SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310

FreqPriorityEUTRA ::=				SEQUENCE {
	carrierFreq							ARFCN-ValueEUTRA,
	cellReselectionPriority				CellReselectionPriority
}

FreqPriorityEUTRA-v9e0 ::=			SEQUENCE {
	carrierFreq-v9e0					ARFCN-ValueEUTRA-v9e0		OPTIONAL	-- Cond EARFCN-max
}

FreqPriorityEUTRA-r12 ::=				SEQUENCE {
	carrierFreq-r12							ARFCN-ValueEUTRA-r9,
	cellReselectionPriority-r12				CellReselectionPriority
}

FreqPriorityEUTRA-v1310 ::=				SEQUENCE {
	cellReselectionSubPriority-r13				CellReselectionSubPriority-r13 		OPTIONAL		-- Need ON
}

FreqsPriorityListGERAN ::=			SEQUENCE (SIZE (1..maxGNFG)) OF FreqsPriorityGERAN

FreqsPriorityGERAN ::=				SEQUENCE {
	carrierFreqs						CarrierFreqsGERAN,
	cellReselectionPriority				CellReselectionPriority
}

FreqPriorityListUTRA-FDD ::=		SEQUENCE (SIZE (1..maxUTRA-FDD-Carrier)) OF FreqPriorityUTRA-FDD

FreqPriorityUTRA-FDD ::=			SEQUENCE {
	carrierFreq							ARFCN-ValueUTRA,
	cellReselectionPriority				CellReselectionPriority
}

FreqPriorityListUTRA-TDD ::=		SEQUENCE (SIZE (1..maxUTRA-TDD-Carrier)) OF FreqPriorityUTRA-TDD

FreqPriorityUTRA-TDD ::=			SEQUENCE {
	carrierFreq							ARFCN-ValueUTRA,
	cellReselectionPriority				CellReselectionPriority
}

BandClassPriorityListHRPD ::=		SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriorityHRPD

BandClassPriorityHRPD ::=			SEQUENCE {
	bandClass							BandclassCDMA2000,
	cellReselectionPriority				CellReselectionPriority
}

BandClassPriorityList1XRTT ::=	SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriority1XRTT

BandClassPriority1XRTT ::=			SEQUENCE {
	bandClass							BandclassCDMA2000,
	cellReselectionPriority				CellReselectionPriority
}

CellInfoListGERAN-r9 ::=		SEQUENCE (SIZE (1..maxCellInfoGERAN-r9)) OF CellInfoGERAN-r9

CellInfoGERAN-r9 ::=				SEQUENCE {
	physCellId-r9						PhysCellIdGERAN,
	carrierFreq-r9						CarrierFreqGERAN,
	systemInformation-r9				SystemInfoListGERAN
}

CellInfoListUTRA-FDD-r9 ::=			SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-FDD-r9

CellInfoUTRA-FDD-r9 ::=				SEQUENCE {
	physCellId-r9						PhysCellIdUTRA-FDD,
	utra-BCCH-Container-r9				OCTET STRING
}

CellInfoListUTRA-TDD-r9 ::=			SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r9

CellInfoUTRA-TDD-r9 ::=				SEQUENCE {
	physCellId-r9						PhysCellIdUTRA-TDD,
	utra-BCCH-Container-r9				OCTET STRING
}

CellInfoListUTRA-TDD-r10 ::=		SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r10

CellInfoUTRA-TDD-r10 ::=			SEQUENCE {
	physCellId-r10						PhysCellIdUTRA-TDD,
	carrierFreq-r10						ARFCN-ValueUTRA,
	utra-BCCH-Container-r10				OCTET STRING
}

-- ASN1STOP

	RRCConnectionRelease field descriptions

	carrierFreq or bandClass
The carrier frequency (UTRA and E-UTRA) and band class (HRPD and 1xRTT) for which the associated cellReselectionPriority is applied.

	carrierFreqs
The list of GERAN carrier frequencies organised into one group of GERAN carrier frequencies.

	cellInfoList
Used to provide system information of one or more cells on the redirected inter-RAT carrier frequency. The system information can be used if, upon redirection, the UE selects an inter-RAT cell indicated by the physCellId and carrierFreq (GERAN and UTRA TDD) or by the physCellId (other RATs). The choice shall match the redirectedCarrierInfo. In particular, E-UTRAN only applies value utra-TDD-r10 in case redirectedCarrierInfo is set to utra-TDD-r10.

	extendedWaitTime
Value in seconds for the wait time for Delay Tolerant access requests.

	freqPriorityListX
Provides a cell reselection priority for each frequency, by means of separate lists for each RAT (including E-UTRA). The UE shall be able to store at least 3 occurrences of FreqsPriorityGERAN. If E-UTRAN includes freqPriorityListEUTRA-v9e0 and/or freqPriorityListEUTRA-v1310 it includes the same number of entries, and listed in the same order, as in freqPriorityListEUTRA (i.e. without suffix). Field freqPriorityListExt includes additional neighbouring inter-frequencies, i.e. extending the size of the inter-frequency carrier list using the general principles specified in 5.1.2. EUTRAN only includes freqPriorityListExtEUTRA if freqPriorityListEUTRA (i.e without suffix) includes maxFreq entries. If E-UTRAN includes freqPriorityListExtEUTRA-v1310 it includes the same number of entries, and listed in the same order, as in freqPriorityListExtEUTRA-r12.

	idleModeMobilityControlInfo
Provides dedicated cell reselection priorities. Used for cell reselection as specified in TS 36.304 [4]. For E-UTRA and UTRA frequencies, a UE that supports multi-band cells for the concerned RAT considers the dedicated priorities to be common for all overlapping bands (i.e. regardless of the ARFCN that is used).

	nasToken
Provides a NAS token that UE NAS uses to detect the the redirection message is legitimate. Only provided if redirectedCarrierInfo is included and set to “geran” and the message is sent before AS security activation.

	redirectedCarrierInfo
The redirectedCarrierInfo indicates a carrier frequency (downlink for FDD) and is used to redirect the UE to an E‑UTRA or an inter-RAT carrier frequency, by means of the cell selection upon leaving RRC_CONNECTED as specified in TS 36.304 [4].

	releaseCause
The releaseCause is used to indicate the reason for releasing the RRC Connection. The cause value cs-FallbackHighPriority is only applicable when redirectedCarrierInfo is present with the value set to utra-FDD, utra-TDD or utra-TDD-r10.
E-UTRAN should not set the releaseCause to loadBalancingTAURequired or to cs-FallbackHighPriority if the extendedWaitTime is present.

	systemInformation
Container for system information of the GERAN cell i.e. one or more System Information (SI) messages as defined in TS 44.018 [45, table 9.1.1]. 

	t320
Timer T320 as described in section 7.3. Value minN corresponds to N minutes.

	utra-BCCH-Container
Contains System Information Container message as defined in TS 25.331 [19].



	Conditional presence
	Explanation

	EARFCN-max
	The field is mandatory present if the corresponding carrierFreq (i.e. without suffix) is set to maxEARFCN. Otherwise the field is not present.

	IdleInfoEUTRA
	The field is optionally present, need OP, if the IdleModeMobilityControlInfo (i.e. without suffix) is included and includes freqPriorityListEUTRA; otherwise the field is not present.

	NoRedirect-r8
	The field is optionally present, need OP, if the redirectedCarrierInfo (i.e. without suffix) is not included; otherwise the field is not present.

	Redirection
	The field is optionally present, need ON, if the redirectedCarrierInfo is included and set to geran, utra-FDD, utra-TDD or utra-TDD-r10; otherwise the field is not present.
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