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Attachments:


1. Overall Description:

The Counter check procedure was defined in the TS 36.331 (Section 5.3.6.1) to enable the E-UTRAN to detect packet insertion by an intruder (a 'man in the middle'). To describe the procedure briefly, the counter check procedure is used by E-UTRAN to request the UE to verify the amount of data sent/ received on each DRB. More specifically, the UE is requested to check if, for each DRB, the most significant bits of the COUNT match with the values indicated by E-UTRAN. For LTE-DC, in TS 36.423 (Section 9.1.3.14) it is specified that this message is sent by the SeNB to request the verification of the value of the PDCP COUNTs associated with SCG bearers established in the SeNB.

For LTE-NR Dual Connectivity covering all options (i.e. Option 3/4/7 series), RAN2 has been discussing the applicability of the Counter Check procedure for NR. RAN2 would kindly ask SA3 to specifically clarify the following questions for all the LTE-NR Dual Connectivity covering all options (i.e. Option 3/4/7 series):

Q1: For Options 3/4/7: Is integrity protection for DRB supported in NR and if so, whether the Counter Check procedure is needed?

Q2: If the integrity check failure is detected on a DRB, what is the expected behaviour from the network and the UE?

2. Actions:

To SA3 group.

ACTION: 
RAN2 kindly asks SA3 group to answer the questions above.
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting NR Ad-hoc
27th – 29th June 2017

Qingdao, China.
TSG-RAN WG2 Meeting #99 
21th – 25th August 2017
Berlin, Germany.
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