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5.3.11.3
Detection of radio link failure

The UE shall:

1>
upon T310 expiry; or

1>
upon T312 expiry; or

1>
upon random access problem indication from MCG MAC while neither T300, T301, T304 nor T311 is running; or

1>
upon indication from MCG RLC that the maximum number of retransmissions has been reached for an SRB or for an MCG or split DRB:

2>
consider radio link failure to be detected for the MCG i.e. RLF;

2>
except for NB-IoT, store the following radio link failure information in the VarRLF-Report by setting its fields as follows:

3>
clear the information included in VarRLF-Report, if any;

3>
set the plmn-IdentityList to include the list of EPLMNs stored by the UE (i.e. includes the RPLMN);

3>
set the measResultLastServCell to include the RSRP and RSRQ, if available, of the PCell based on measurements collected up to the moment the UE detected radio link failure;

3>
set the measResultNeighCells to include the best measured cells, other than the PCell, ordered such that the best cell is listed first, and based on measurements collected up to the moment the UE detected radio link failure, and set its fields as follows;

4>
if the UE was configured to perform measurements for one or more EUTRA frequencies, include the measResultListEUTRA;

4>
if the UE was configured to perform measurement reporting for one or more neighbouring UTRA frequencies, include the measResultListUTRA;

4>
if the UE was configured to perform measurement reporting for one or more neighbouring GERAN frequencies, include the measResultListGERAN;

4>
if the UE was configured to perform measurement reporting for one or more neighbouring CDMA2000 frequencies, include the measResultsCDMA2000;

4>
for each neighbour cell included, include the optional fields that are available;

NOTE 1:
The measured quantities are filtered by the L3 filter as configured in the mobility measurement configuration. The measurements are based on the time domain measurement resource restriction, if configured. Blacklisted cells are not required to be reported.

3>
if detailed location information is available, set the content of the locationInfo as follows:

4>
include the locationCoordinates;

4>
include the horizontalVelocity, if available;

3>
set the failedPCellId to the global cell identity, if available, and otherwise to the physical cell identity and carrier frequency of the PCell where radio link failure is detected;
3>
set the tac-FailedPCell to the tracking area code, if available, of the PCell where radio link failure is detected;
3>
if an RRCConnectionReconfiguration message including the mobilityControlInfo was received before the connection failure:

4>
if the last RRCConnectionReconfiguration message including the mobilityControlInfo concerned an intra E-UTRA handover:

5>
include the previousPCellId and set it to the global cell identity of the PCell where the last RRCConnectionReconfiguration message including mobilityControlInfo was received;

5>
set the timeConnFailure to the elapsed time since reception of the last RRCConnectionReconfiguration message including the mobilityControlInfo;
4>
if the last RRCConnectionReconfiguration message including the mobilityControlInfo concerned a handover to E-UTRA from UTRA and if the UE supports Radio Link Failure Report for Inter-RAT MRO:

5>
include the previousUTRA-CellId and set it to the physical cell identity, the carrier frequency and the global cell identity, if available, of the UTRA Cell in which the last RRCConnectionReconfiguration message including mobilityControlInfo was received;

5>
set the timeConnFailure to the elapsed time since reception of the last RRCConnectionReconfiguration message including the mobilityControlInfo;

3>
if the UE supports QCI1 indication in Radio Link Failure Report and has a DRB for which QCI is 1:

4>
include the drb-EstablishedWithQCI-1;

3>
set the connectionFailureType to rlf;

3>
set the c-RNTI to the C-RNTI used in the PCell;

3>
set the rlf-Cause to the trigger for detecting radio link failure;

2>
if AS security has not been activated:

3>
if the UE is a NB-IoT UE:

4>
if the UE supports RRC connection reestablishment for Control Plane CIoT EPS optimisation:
5>
initiate the connection re-establishment procedure as specified in 5.3.7;
4>
else:
5>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';

3>
else:

4>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

2>
else:

3>
initiate the connection re-establishment procedure as specified in 5.3.7;

The UE shall:

1>
upon T313 expiry; or

1>
upon random access problem indication from SCG MAC; or

1>
upon indication from SCG RLC that the maximum number of retransmissions has been reached for an SCG or split DRB:

2>
consider radio link failure to be detected for the SCG i.e. SCG-RLF;

2>
initiate the SCG failure information procedure as specified in 5.6.13 to report SCG radio link failure;

The UE may discard the radio link failure information, i.e. release the UE variable VarRLF-Report, 48 hours after the radio link failure is detected, upon power off or upon detach.

	Next change


5.3.7.3
Actions following cell selection while T311 is running

Upon selecting a suitable E-UTRA cell, the UE shall:

1>
stop timer T311;

1>
start timer T301;

1>
apply the timeAlignmentTimerCommon included in SystemInformationBlockType2;

1>
if AS security has not been activated and the UE is an NB-IoT UE supporting RRC connection reestablishment for Control Plane CIoT EPS optimisation and cp-CIoT-EPS-optimisationReestablishmentAllowed is not included in SystemInformationBlockType2-NB:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure' after which the procedure ends.

1>
initiate transmission of the RRCConnectionReestablishmentRequest message in accordance with 5.3.7.4;

NOTE:
This procedure applies also if the UE returns to the source PCell.

Upon selecting an inter-RAT cell, the UE shall:

1>
if the selected cell is a UTRA cell, and if the UE supports Radio Link Failure Report for Inter-RAT MRO, include selectedUTRA-CellId in the VarRLF-Report and set it to the physical cell identity and carrier frequency of the selected UTRA cell;
1>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';
	Next change


5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

Except for NB-IoT, if the procedure was initiated due to radio link failure or handover failure, the UE shall:

1>
set the reestablishmentCellId in the VarRLF-Report to the global cell identity of the selected cell;

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source PCell (handover and mobility from E-UTRA failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);

2>
set the physCellId to the physical cell identity of the source PCell (handover and mobility from E-UTRA failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);

2>
if AS security has been activated:

3>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:

4>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input (or VarShortMAC-Input-NB in NB-IoT);
4>
with the KRRCint key and integrity protection algorithm that was used in the source PCell (handover and mobility from E-UTRA failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and

4>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
2>
else if the UE is a NB-IoT UE supporting RRC connection reestablishment for Control Plane CIoT EPS optimisation:

3>
calculate and set shortCIoT-UL-MAC in VarShortCIoT-UL-MAC as the 16 least significant bits of the output of the KDF as specified in Annex X of TS 33.401 [32] and the following input: cellIdentity (CellIdentity of the current cell), physCellId (physical cell identity of the PCell the UE was connected to prior to the failure), c-RNTI (C-RNTI that the UE had in the PCell it was connected to prior to the failure), and KToken as the key; 

NOTE:
The calculation of the shortCIoT-UL-MAC is specified in detail in clause X of TS 33.401 [32].

3> set the shortMAC-I to shortCIoT-UL-MAC;
1>
set the reestablishmentCause as follows:
2>
if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.5 (the UE is unable to comply with the reconfiguration):

3>
set the reestablishmentCause to the value reconfigurationFailure;

2>
else if the re-establishment procedure was initiated due to handover failure as specified in 5.3.5.6 (intra-LTE handover failure) or 5.4.3.5 (inter-RAT mobility from EUTRA failure):

3>
set the reestablishmentCause to the value handoverFailure;

2>
else:

3>
set the reestablishmentCause to the value otherFailure;

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.
	Next change


5.3.7.5
Reception of the RRCConnectionReestablishment by the UE

NOTE 1:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
stop timer T301;

1> consider the current cell to be the PCell;

1>
for NB-IoT UE, if AS security has not been activated:
2>
verify the shortCIoT-DL-MAC calculated as the 16 least significant bits of the output of the KDF as specified in Annex X of TS 33.401 [32] and the following input: cellIdentity (CellIdentity of the current cell), physCellId (physical cell identity of the PCell the UE was connected to prior to the failure), c-RNTI (C-RNTI that the UE had in the PCell it was connected to prior to the failure), shortCIoT-UL-MAC and KToken as the key;

NOTE 1a:
The calculation of the shortCIoT-DL-MAC is specified in detail in clause 7.4.4 of TS 33.401 [32].

2>
if verification of the shortCIoT-DL-MAC fails:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure', upon which the procedure ends;
2>
re-establish RLC for SRB1bis;
1>
re-establish PDCP for SRB1;

1>
re-establish RLC for SRB1;

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
resume SRB1;

NOTE 2:
E-UTRAN should not transmit any message on SRB1/SRB1bis prior to receiving the RRCConnectionReestablishmentComplete message.

1>
if AS security has been activated:
2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];

2>
store the nextHopChainingCount value;

2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

2>
if connected as an RN:

3>
derive the KUPint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

2>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
if connected as an RN:

3>
configure lower layers to apply integrity protection using the previously configured algorithm and the KUPint key, for subsequently resumed or subsequently established DRBs that are configured to apply integrity protection, if any;

2>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if the UE is not a NB-IoT UE:

2>
set the content of RRCConnectionReestablishmentComplete message as follows:

3>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

4>
include the rlf-InfoAvailable;

3>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport and if T330 is not running:

4>
include logMeasAvailableMBSFN;

3>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include the logMeasAvailable;
3>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

4>
include the connEstFailInfoAvailable;
2>
perform the measurement related actions as specified in 5.5.6.1;

2>
perform the measurement identity autonomous removal as specified in 5.5.2.2a;

1>
submit the RRCConnectionReestablishmentComplete message to lower layers for transmission;

1>
if SystemInformationBlockType15 is broadcast by the PCell:

2>
if the UE has transmitted an MBMSInterestIndication message during the last 1 second preceding detection of radio link failure:

3>
ensure having a valid version of SystemInformationBlockType15 for the PCell;

3>
determine the set of MBMS frequencies of interest in accordance with 5.8.5.3;

3>
determine the set of MBMS services of interest in accordance with 5.8.5.3a;

3>
initiate transmission of the MBMSInterestIndication message in accordance with 5.8.5.4;

1>
if SystemInformationBlockType18 is broadcast by the PCell; and the UE transmitted a SidelinkUEInformation message indicating a change of sidelink communication related parameters relevant in PCell (i.e. change of commRxInterestedFreq or commTxResourceReq, commTxResourceReqUC if SystemInformationBlockType18 includes commTxResourceUC-ReqAllowed or commTxResourceInfoReqRelay if PCell broadcasts SystemInformationBlockType19 including discConfigRelay) during the last 1 second preceding detection of radio link failure; or

1>
if SystemInformationBlockType19 is broadcast by the PCell; and the UE transmitted a SidelinkUEInformation message indicating a change of sidelink discovery related parameters relevant in PCell (i.e. change of discRxInterest or discTxResourceReq, discTxResourceReqPS if SystemInformationBlockType19 includes discConfigPS or discRxGapReq or discTxGapReq if the UE is configured with gapRequestsAllowedDedicated set to true or if the UE is not configured with gapRequestsAllowedDedicated and SystemInformationBlockType19 includes gapRequestsAllowedCommon) during the last 1 second preceding detection of radio link failure; or
1>
if SystemInformationBlockType21 including sl-V2X-ConfigCommon is broadcast by the PCell; and the UE transmitted a SidelinkUEInformation message indicating a change of V2X sidelink communication related parameters relevant in PCell (i.e. change of v2x-CommRxInterestedFreq or v2x-CommTxResourceReq) during the last 1 second preceding detection of radio link failure:
2>
initiate transmission of the SidelinkUEInformation message in accordance with 5.10.2.3;

1> the procedure ends;
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6.7.3.1
NB-IoT System information blocks

–
SystemInformationBlockType2-NB

The IE SystemInformationBlockType2-NB contains radio resource configuration information that is common for all UEs.

NOTE:
UE timers and constants related to functionality for which parameters are provided in another SIB are included in the corresponding SIB.

SystemInformationBlockType2-NB information element
-- ASN1START

SystemInformationBlockType2-NB-r13 ::=
SEQUENCE {


radioResourceConfigCommon-r13


RadioResourceConfigCommonSIB-NB-r13,


ue-TimersAndConstants-r13



UE-TimersAndConstants-NB-r13,


freqInfo-r13






SEQUENCE {



ul-CarrierFreq-r13





CarrierFreq-NB-r13



OPTIONAL,-- Need OP



additionalSpectrumEmission-r13


AdditionalSpectrumEmission


},


timeAlignmentTimerCommon-r13


TimeAlignmentTimer,


multiBandInfoList-r13
SEQUENCE (SIZE (1..maxMultiBands)) OF AdditionalSpectrumEmission

OPTIONAL,-- Need OR


lateNonCriticalExtension




OCTET STRING




OPTIONAL,


...,


[[
cp-CIoT-EPS-optimisationReestablishmentAllowed-r14

ENUMERATED {true}
OPTIONAL


]]
}

-- ASN1STOP

	SystemInformationBlockType2-NB field descriptions

	additionalSpectrumEmission

The UE requirements related to IE AdditionalSpectrumEmission are defined in TS 36.101 [42, table 6.2.4.1].

	cp-CIoT-EPS-optimisationReestablishmentAllowed
Indicates whether a NB-IoT UE is allowed to perform RRC connection re-establishment towards this cell.

	multiBandInfoList

A list of additionalSpectrumEmission i.e. one for each additional frequency band included in multiBandInfoList in SystemInformationBlockType1-NB, listed in the same order.

	ul-CarrierFreq

Uplink carrier frequency as defined in TS 36.101 [42, 5.7.3F]. If operationModeInfo in the MIB-NB is set to standalone and the field is absent, the value of the carrier frequency is determined by the TX-RX frequency separation defined in TS 36.101 [42, table 5.7.4-1] and the value of the carrier frequency offset is 0. If operationModeInfo in the MIB-NB is not set to standalone, the field is mandatory present.


	Next change


6.7.2
NB-IoT Message definitions

**** Unchanged text omitted ***

–
RRCConnectionReestablishment-NB
The RRCConnectionReestablishment-NB message is used to re-establish SRB1.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: E‑UTRAN to UE

RRCConnectionReestablishment-NB message
-- ASN1START

RRCConnectionReestablishment-NB ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionReestablishment-r13
RRCConnectionReestablishment-NB-r13-IEs,




spare1 
NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCConnectionReestablishment-NB-r13-IEs ::= SEQUENCE {


radioResourceConfigDedicated-r13


RadioResourceConfigDedicated-NB-r13,


nextHopChainingCount-r13




NextHopChainingCount,


lateNonCriticalExtension




OCTET STRING





OPTIONAL,


rrcConnectionReestablishment-NB-v14xy-IEs
RRCConnectionReestablishment-NB-v14xy-IEs
OPTIONAL

}

RRCConnectionReestablishment-NB-v14xy-IEs ::= SEQUENCE {


shortCIoT-DL-MAC-r14






BIT STRING (SIZE (16))
OPTIONAL,

nonCriticalExtension





SEQUENCE {}






OPTIONAL

}

-- ASN1STOP

	Next change


7.1a
NB-IoT UE variables

NOTE:
To facilitate the specification of the UE behavioural requirements, UE variables are represented using ASN.1. Unless explicitly specified otherwise, it is however up to UE implementation how to store the variables. The optionality of the IEs in ASN.1 is used only to indicate that the values may not always be available.

–
NBIOT-UE-Variables
This ASN.1 segment is the start of the NB-IoT UE variable definitions.

-- ASN1START

NBIOT-UE-Variables DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS


VarShortMAC-Input,


VarShortResumeMAC-Input-r13

FROM EUTRA-UE-Variables;

VarShortMAC-Input-NB-r13

::= 
VarShortMAC-Input

VarShortResumeMAC-Input-NB-r13
::= 
VarShortResumeMAC-Input-r13

VarShortCIoT-UL-MAC-NB-r14 ::=

SEQUENCE {


shortCIoT-UL-MAC-r14




BIT STRING (SIZE (16))

}
-- ASN1STOP

–
End of NBIOT-UE-Variables
-- ASN1START

END

-- ASN1STOP

	End of changes


