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Abstract of the contribution: This contribution proposes an updated solution to secure RRC connection re-establishment in DoNAS using an authentication token from the UE to the network (via the target eNB to the source eNB) in a similar way that is used for RRC connection re-establishment and RRC connection resume. It is also proposed to use an authentication token in downlink direction from the source eNB via the target eNB to the UE.
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2 Rationale 
At SA3#86 SA3 sent an LS [1] to RAN2 and RAN3 asking for feedback on the DoNAS RLF topic. RAN2 and RAN3 provided their feedback in [2] and [3] respectively. At SA3#86bis the DoNAS RLF topic was discussed in an offline session and phone conferences were held to progress the topic. Based on the threat analysis discussed during the phone conferences, it is proposed to protect the RRC connection re-establishment with tokens.   
What is AS security?

It has been commented by some companies in the discussions thus far that token-based solutions presented in S3-170254, S3-170077, and S3-170352 would be using AS security and therefore these solutions would not be suitable as “DoNAS only” UEs do not support AS security. We believe that this is an incorrect argument due to the following reasons: AS security needs to be activated with AS SMC procedure and then integrity protection and ciphering of RRC messages (and ciphering of UP data) is applied on the PDCP layer.  Neither of these is used when applying a token to authenticate the RRC connection re-establishment message. The token does not integrity protect the RRC connection re-establishment message, but it ensures that a genuine UE is present at a given cell. 

Algorithm considerations

Solutions in S3-170254, S3-170077, and S3-170352 have proposals how a common integrity algorithm could be agreed between the UE and source eNB for the token calculation. It appears that a common integrity algorithm is not needed at all if the token is calculated using a KDF similar to the NAS token in TS 33.401. 
Keying considerations

The key used to generate and verify the token (KToken) is proposed to be a key which is derived from the Kasme. The reason for this is that the MME can then derive and send the KToken to the eNB . A DoNAS only UE will also be able to derive the KToken . If the UE moves under another eNB due to RLF, the source eNB sends the KToken to the new eNB. This simple mechanism does not provide forward or backward security, as it is achieved e.g. by vertical key derivation of the KeNB with usual AS security. However, we argue below that forward and backward security are not as critical in this case as for usual AS security, hence the simple mechanism can be used instead.
Without forward security, an attacker that has compromised an eNB and obtained the KToken could only perform a DoS attack of sending an unauthorized RRC connection re-establishment request using the KToken on subsequent eNBs where the UE moves to during that DoNAS session. However, the kind of attacks that an attacker can perform with a KToken are minor compared to attacks that could be performed with KeNB.s of other users of the compromised eNB. An attacker that has obtained a KToken cannot decrypt any user plane data (i.e. data send over NASof the victim UE), for instance, but only perform DoS attack described above on the UE whose KToken was obtained. Furthermore, compromising an eNB is also rather difficult to perform, especially in comparison to the kind of attacks that are possible with obtaining a KToken. 
Without backward security, an attacker that has compromised an eNB and obtained the KToken could possibly perform the previously described DoS attack using the KToken on previous eNBs  where the UE has been connected to earlier if the UE moves back under such eNB during the same DoNAS session.  
Replay considerations of UL token DL token
Replay protection of the token is handled by the fact that C-RNTI is part of the token calculation and a new C-RNTI will be allocated to a UE that re-establishes an RRC connection. Hence a previously used token could be replayed at a subsequent RLF at another or the same eNB only if the same C-RNTI would be allocated to the UE within the same DoNAS session, which is assumed to be an unlikely event. 
This contribution proposes a solution to secure RRC connection re-establishment in DoNAS using an authentication token from the UE to the network (via the target eNB to the source eNB) in a similar way that is used for RRC connection re-establishment and RRC connection resume. It is also proposed to use an authentication token in downlink direction from the source eNB via the target eNB to the UE. The solution is a merger of solutions presented in S3-170254, and S3-170352. The main difference to earlier solutions is that a KDF is used for the token calculation instead of an integrity protection algorithm. This avoids the need to negotiate the used integrity protection algorithm between involved entities.   
3 A solution for RLF in CP NB-IoT  

3.1 General 
The solution is based on partly re-using the functionality of the existing RRC re-establishment and RRC resume procedures. After the RLF, the UE sends an authentication token (here called UL token) to the target eNB, which sends the authentication token to the source eNB for verification. Since AS security is not activated in CP CIoT only  case, the UE and source eNB have not agreed on a common integrity algorithm via the AS SMC procedure and they do not have common key material. Therefore, the mechanism to be used in the UL token calculation is proposed to be the KDF function as specified in Annex B.2 of TS 33.220, with input specified further below. This avoids the need for negotiation of the integrity algorithm between UE, eNB and MME. The use of KDF fits also for the purpose of “one-time” token calculation, and KDF has been used in a similar purpose in the calculation of NAS token in clause A.9 of TS 33.401. Furthermore, it is proposed that the MME sends a key, KToken ,to the eNB. KToken is used for the token calculations and it is derived from Kasme.If there is DL NAS data, the KToken is included in the S1 NAS DL transport message. Else if there is no DL NAS data, the KToken is included in the S1 Connection Establishment Indication message. 
Usage of the UL token is seen independent of the activation of AS security, since AS security is seen as protection of the RRC signalling and user plane data in the PDCP layer, and the UL token is not using PDCP layer protection. This is true for the proposed solution, but also for the existing RRC re-establishment and RRC resume procedures. 
If the verification of the UL token is successful in the source eNB, it generates another authentication token (here called DL token). The DL token is sent from the source eNB to the target eNB, which sends the DL token to the UE in RRC connection re-establishment message. If the verification is successful, the UE knows that it is attached to a genuine eNB.

The following clause shows in more detail the use of the UL token and the DL token during the RRC re-establishment.

3.2 RRC connection re-establishment during CP NB-IoT
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Steps 1 to 8 are as defined in current specifications. The UE sets up RRC connection and sends data over NAS, which is forwarded from MME to S-GW/P-GW. The message names between eNBs and MME have been adopted from RAN3 CR R3-170826, which was attached to the LS R3-170896.
9. – 10. In this example, there is also DL data and the MME sends NAS data PDU to the eNB in DL NAS transport. 

11. The MME derives KToken (using at least the NAS UL count of the initial NAS message and string “RLF token” as input).  
12. The MME sends KToken to the eNB in a DL NAS transport message. This is the same DL NAS transport message where a possible DL NAS data PDU is sent. If there is no DL NAS data, the KToken is included in the S1 Connection Establishment Indication message.
13. The eNB stores the KToken,.
14. The eNB sends the DL NAS data PDU to the UE if there was a DL NAS data PDU. 

15. Radio link failure happens. The RLF can also happen before the UE has received the DL NAS data PDU. 

16. - 17. The UE starts RRC connection re-establishment procedure to the target eNB. 

18. The UE derives KToken similarly as the MME did. The key derivations may also happen in advance. The UE calculates UL token. 
UL token is calculated using the KDF as specified in Annex B.2 of TS 33.220 and the following input: targetCell- ID, source PCI, source C_RNTI, NB-IoT constant and KToken as the key. The NB-IoT constant is used to distinguish the UL token from normal RRC connection re-establishment and RRC connection resume cases. It could have a value e.g. “NB-IoT UL”. 
19. UE sends RRC connection re-establishment message to the target eNB. The message includes the UL token.

20. The target eNB sends RLF Indication message to the source eNB. The message includes the UL token. 

21. The source eNB verifies if the UL token is authentic by calculating the UL token similarly as the UE did. 

22. If the UL token verification is successful, the source eNB generates DL token as described below, and processing continues in step 23. If the UL token verification fails, the source eNB sends a failure message to the target eNB. The failure will trigger the target eNB to release the RRC connection (not shown in figure).

DL token calculation is using the following input: targetCell- ID, source PCI and source C_RNTI, UL token, NB-IoT constant and KToken as the key. The NB-IoT constant is used to distinguish the DL token from normal RRC connection re-establishment and RRC connection resume cases. It could have a value e.g. “NB-IoT DL”.
23. The source eNB sends UE CP Context Indication to the target eNB. The message includes the DL token and KToken. The target eNB stores the KToken for possible future RLF.
24. The target eNB sends RRC connection re-establishment message to the UE. The message includes the DL token. 

25. Upon receiving the RRC connection re-establishment message the UE verifies the DL token by calculating the DL token similarly as the source eNB did. If the verification of the DL token in step 25. fails, then the UE releases the connection (not shown in figure), e.g. by doing local RRC release, or takes some corrective actions such as transitioning to RRC_CONNECTED mode or performing cell re-selection, etc. If the DL token verification is successful, steps 26- 13 are performed.
26. The UE sends RRC Connection Reestablishment Complete message, optionally containing NAS Data PDU to the target eNB.

27 – 30. The target eNB performs UE CP Context Relocation Indication towards the MME, and the MME performs bearer modification towards the S-GW.

31. The target eNB instructs the source eNB to release the UE context by sending UE Context Release message.
4 Proposal

It is proposed that the solution described above is adopted as the solution for RLF handling during CP NB-IoT and the accompanying CR S3-17xxxx is agreed to TS 33.401. 
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