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Introduction
When the UE is performing a state transition from RRC_INACTIVE to RRC_CONNECTED it is required to handle cases when the network has lost the UE context or decide to release the UE context. In these cases, the target RAN node may not have access to the UE security context and can therefore not respond to the UE using PDCP ciphering or integrity protection. This paper is addressing these scenarios and discusses expected UE behaviour.
Background
It has been agreed to support an RRC_INACTIVE state in NR. In this state, the UE stores the AS context which is associated with a UE AS context identifier. At state transition to RRC_CONNECTED (or other signalling) the UE will provide this UE AS context identifier in MSG3 to the RAN enabling the RAN to retrieve the UE context. It is assumed similar to LTE that MSG3 will be sent on SRB0 but provide some security token to the target RAN node (e.g. Short-MAC-I, full PDCP MAC-I using new key). 
[bookmark: _Toc481319674][bookmark: _Toc481319917][bookmark: _Toc481500762][bookmark: _Toc481588298]Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0 
The agreed state transitions are shown in the figure below from 38.804.


Figure 1:	UE state machine and state transitions in NR
Behavior at successful RAN context retrieval
In case the RAN is successful in retrieving and verifying the UE context, the RAN will response to MSG3 in MSG4 using SRB1 with at least integrity protection (as for RRCConnectionResume in LTE). As proposed in [1] it should also be possible to encrypt MSG4 assuming the UE is provided with the NCC in the message ordering the UE to RRC_INACTIVE. 
[bookmark: _Toc481319675][bookmark: _Toc481319918][bookmark: _Toc481500763][bookmark: _Toc481588299]In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1
[bookmark: _Toc481319676][bookmark: _Toc481319919][bookmark: _Toc481500764][bookmark: _Toc481588300]In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1
When the UE receives MSG4 it will verify the integrity protection before acting on MSG4. MSG4 sent on SRB1 could potentially include the following messages:
· A message ordering UE to RRC_CONNECTED (e.g. as the RRC Resume Message)
· A message rejecting the UE ordering UE back to RRC_INACTIVE with some back off timer
· A message rejecting the UE ordering UE to RRC_IDLE with some back off timer
· A message accepting the RAN area update
[bookmark: _Toc481319677]In case the RAN respond on SRB1 and the UE is successful in verify the message it means that the UE and network state is synchronized. In this case, there is no need to invoke any NAS procedure to synchronize the UE and network context. In case the UE is ordered to RRC_IDLE the NAS layer would off course be informed.

[bookmark: _Toc481319920][bookmark: _Toc481500765][bookmark: _Toc481588301][bookmark: _Toc481319678]In case the UE successfully verifies the MSG4 on SRB1 this means that the UE and network state is synchronized. UE does not need to invoke a NAS layer procedure in this case unless the UE is ordered to RRC_IDLE. 

Behavior at un-successful RAN context retrieval
In case the RAN is not successful in retrieving or verifying the UE context, the RAN will response to MSG3 in MSG4 using SRB0 with no integrity protection (as today in LTE). 
[bookmark: _Toc481319679][bookmark: _Toc481319921][bookmark: _Toc481500766][bookmark: _Toc481588302]In case the RAN is not successful in retrieving or verifying the UE context, MSG4 will be sent on SRB0
In this case, the RAN has not demonstrated knowledge of the UE context, and therefore a NAS procedure need to be invoked to synchronize the UE and network (e.g. ensure CN is in same state as UE), and remove any old AS context stored in some other RAN node. MSG4 sent on SRB0 could potentially include the following messages:
· A message ordering UE to invoke NAS layer to transition to RRC_CONNECTED (e.g. as the RRC Connection Setup Message)
· A message rejecting the UE ordering UE to RRC_IDLE with some back off timer, in this case the UE should also invoke the NAS layer so that the UE could initiate NAS procedures after the back off timer. 
[bookmark: _Toc481319680][bookmark: _Toc481319922][bookmark: _Toc481500767][bookmark: _Toc481588303]The UE NAS layer should be invoked in case UE receives MSG4 on SRB0
Besides the issues on coordinating the states in the network in case the AS context is not retrieved or verified in the RAN, there is also the issues of security, where the UE shall not be forced to provide the same security token again to the network (and the network should not accept repeated requests with the same security token). For this reason, it does not make sense that the UE keeps the AS context even when the network respond with a message on SRB0.
[bookmark: _Toc481319681][bookmark: _Toc481319923][bookmark: _Toc481500768][bookmark: _Toc481588304]If the UE receive a response message (MSG4) on SRB0 it shall delete its AS context. It should not be possible to send a MSG4 on SRB0 ordering the UE to RRC_INACTIVE or RRC_CONNECTED.
Conclusion
The following proposals are made:
Proposal 1	Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0
Proposal 2	In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1
Proposal 3	In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1
Proposal 4	In case the UE successfully verifies the MSG4 on SRB1 this means that the UE and network state is synchronized. UE does not need to invoke a NAS layer procedure in this case unless the UE is ordered to RRC_IDLE.
Proposal 5	In case the RAN is not successful in retrieving or verifying the UE context, MSG4 will be sent on SRB0
Proposal 6	The UE NAS layer should be invoked in case UE receives MSG4 on SRB0
Proposal 7	If the UE receive a response message (MSG4) on SRB0 it shall delete its AS context. It should not be possible to send a MSG4 on SRB0 ordering the UE to RRC_INACTIVE or RRC_CONNECTED.
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