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1 Introduction
This paper discusses Security procedure for SCG RRC message via MCG SRB and SCG SRB.
2 Discussion
In E-UTRA, the SecurityModeCommand message is used for initial security activation. Both SecurityModeCommand message and SecurityModeComplete message are integrity protected and unciphered. After this, integrity protection and ciphering shall be applied to all subsequent RRC messages received and sent by the UE.
Regarding security activation of SCG SRB, there are two options:

-
Option 1: security activation when SCG SRB is setup 

-
Option 2: security activation via SCG SRB Security Mode Command procedure after SCG SRB Setup.
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Option 1: SCG SRB Setup with security activation
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Figure 1: Options for security activation of SCG SRB 

Since the main benefit of SCG SRB is to reduce the latency of SCG SRB message transmission, Option 1 could be better which enables the SCG SRB message transmission under integrity protection and ciphering faster.
Proposal 1: Security of SCG SRB is activated when SCG SRB is setup.
Since LTE MCG SRB has been integrity/ciphering protected, for the SCG RRC messages sent via LTE MCG SRB, NR integrity/ciphering are not needed. 
Proposal 2: SCG RRC message sent via LTE MCG SRB is protected by LTE MCG SRB security, NR security is not enabled. 
For SCG RRC message sent via NR SCG SRB, the SCG RRC messages are protected by NR protocol stack. 
Proposal 3: All SCG RRC messagess over SCG SRB are integrity protected and ciphered.

The integrity protection/ integrity protection check and ciphering/ deciphering of SCG RRC message over SCG SRB is implemented between UE NR protocol stack and SgNB.

The procedure is shown as below:
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Figure 2: SCG SRB security activation procedure 
Proposal 4: When SgNB decides to add SCG SRB, the SgNB selects cipheringAlgorithm and integrityProtAlgorithm and includes them in NR RRC Container (SCG SRB Configuration).

Proposal 5: The UE and SgNB derive the S-KRRCint key and S-KRRCenc key associated with the cipheringAlgorithm, integrityProtAlgorithm respectively and S-KeNB.

3 Conclusion and Proposals
Proposal 1: Security of SCG SRB is activated when SCG SRB is setup.

Proposal 2: SCG RRC message sent via LTE MCG SRB is protected by LTE MCG SRB security, NR security is not enabled. 

Proposal 3: All SCG RRC messagess over SCG SRB are integrity protected and ciphered.

The integrity protection/ integrity protection check and ciphering/ deciphering of SCG RRC message over SCG SRB is implemented between UE NR protocol stack and SgNB.
Proposal 4: When SgNB decides to add SCG SRB, the SgNB selects cipheringAlgorithm and integrityProtAlgorithm and includes them in NR RRC Container (SCG SRB Configuration).

Proposal 5: The UE and SgNB derive the S-KRRCint key and S-KRRCenc key associated with the cipheringAlgorithm, integrityProtAlgorithm respectively and S-KeNB.
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