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1 Introduction

In RAN2#97, for RRC_INACTIVE UE, UL data transmission without transition to ACTIVE state was discussed and some aspects have been agreed.
Agreements for common aspects of the potentials solutions for UL data in inactive (as yet there is no agreement to support UL data in inactive):

1a1: The UE AS context identifier used for uplink data transmission in RRC_INACTIVE should be the same as the one used in state transition from RRC_INACTIVE to RRC_CONNECTED.

1a2: The UE AS context is located and identified in the network via an “AS Context ID” which is allocated by the network and stored in the UE (and the network) when the UE goes to RRC_INACTIVE and is used to locate the AS context when the UE either tries to transmit small data and/or to perform a transition to RRC_CONNECTED.

1c: The UE AS Context can be stored in an “anchor”/source gNB and may be fetched to the new serving gNB when needed upon the triggering of small data transmission and/or transition from RRC_INACTIVE to RRC_CONNECTED. 

1d:  The network should have the ability to perform a context update when the UE sends small data in RRC_INACTIVE. That update should rely on RRC signalling and should be done in the “second” message (e.g. RRCConnectionResume or a control response message triggered by small data transmission).

2a: Small data transmission can both operate with 2-step or 4-step RACH procedure.  

2b: Small data transmission uses the AS Context ID transmitted in the “first” message for contention resolution (at least when RACH is used).

3: 
After the “first” message with small UL data is received the network should be able to inform the UE that it should move to RRC_CONNECTED via a DL RRC message (e.g. RRCConnectionResume).

5a1: Transmission of large data is envisioned to cause a state transition to RRC_CONNECTED.  The state transition is a network decision.

5b: The UE provides in the “first” message with the initial uplink data transmission all necessary information to enable the network to move the UE to RRC_CONNECTED state or to enable the network to let the UE remain in RRC_INACTIVE e.g. BSR.  It is FFS if a data threshold would be applied to trigger a separate procedure for data transmission as opposed to connection resume.

6a: Subsequent small uplink data transmissions (I.e. transmissions after the first UL data) in RRC_INACTIVE should be supported. FFS whether the term “subsequent small data” cover only the case of infrequent transmissions or also frequent transmissions.

6b: It is beneficial to send small downlink data to the UE with the network response message (e.g. Msg4) if user plane data are available, provided that the user plane design supports it.

8a: Small data transmission solution should be able to support at least RLC ARQ mechanism. 

Note: Wait for RAN1 progress regarding HARQ retransmissions.

10: Whichever solution is selected, the UE performs the tasks based on its RRC state.  Further tasks specific to the data transmission procedure can be discussed if they are found necessary.

12: The “first” message with small UL data could provide information to enable the network to apply Overload control and prioritisation, if needed.  It is FFS what form of overload control/prioritisation might apply in the contention based case.
This contribution further gives options of UL data transmission in RRC_INACTIVE including the security aspects based on SA3 LS. We also provide a tentative comparison.
2 Discussion
2.1.1 Background
In [1], SA3 Answer1 for both Solution A and Solution B, in case of same cell and same PDCP, UE and network verification needed using stored PDCP security context, in case of different cell and the cell is “covered” by a different PDCP entity (e.g. PDCP relocation is required), UE verification using stored security PDCP context needed. Data integrity protection recommended, and network verification using new security context needed.
In LTE, when ACITVE UE establishes RRC connection, if only UP data transmission, there is no need for UE verification, there is also no gNB verification for HARQ ARQ and RLC ACK. If there is only user plane transmission without RRC message, there is no need for UE verification and gNB verification. 
Observation 1: In LTE, only RRC message is integrity protected. The necessity of MAC-I for only RLC level or MAC level information (e.g. UE ID) should be further clarified by SA3. 
In RAN2#AdHoc, the agreements related to option A for the purposes of further discussion of the options is achieved. When UE enter to RRC_IACTIVE UE and still stay in the same cell, for simple and low overhead, 

· UE can keep AS context including radio bearers, logical channels and security context including old key and old algorithm in RRC CONNECTED, unique AS context ID as UE ID in RNA(RAN Notification Area) indicating source gNB ID, and a RNTI like UE ID may be allocated to UE.

· UE maintains the same PDCP and RLC entities like in RRC_CONNECTED, and maintains SN of PDCP, RLC and PDCP COUNT. Common MAC and PHY are configured for INACTIVE UE.
Observation 2: RRC_INACTIVE UE apply common MAC and PHY, maintain PDCP, RLC, including DRB/logical channel configuration, including old key and old algorithm and PDCP COUNT, UE AS context ID in a RAN notification area and possibly a RNTI like UE ID. 
Based on SA3 LS [1], if UE stay in the same cell, data ciphering based on old key in section 2.1.2. In inter-cell case, data ciphering based on new key is applied in section 2.1.3.
2.1.2 UL transmission in the same cell
The following mechanism for small data transmissions is based on the grant free mechanism. See Figure 1 where the solution is illustrated when UE stays in the cell where UE enters to RRC_INACTIVE.
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Figure 1. Illustration of proposed procedure for small data.

The procedure works as follows:

1. When the UE receives UL data, UE will prepare the key for data ciphering perform the following actions:

a. Cipher data based on old key, count of current DRB, old algorithm, RB ID, direction.
b. Generate MAC-I based on data and the corresponding count. It is dependent on SA3 whether MAC-I is not needed when UE ID in MAC level and UP data is transmitted. 
c. An indication (BSR) of potentially remaining data is added. Submit data and AS context ID to MAC. If RRC message is available then RRC message is protect based on old key. The RRC message and data can be multiplexed by MAC layer.
2. Network receives UL data and UE ID and identify UE by UE ID. 

3. Upon successful reception of UP data, the network can send UE ID in MAC CE as contention resolution. It is dependent on SA3 whether MAC-I is not needed when UE ID in MAC level is transmitted. Possible DL RRC response message is ciphered and integrity protected based on old key and count. 
4. If UE receive its UE ID and consider it is a successful transmission. If UE receives RRC message and MAC-I, UE check MAC-I base old key and count.

In contention based transmission case, UE can transmit subsequent data before contention resolution is completed. 
Proposal 1 For RRC_INACTIVE UEs, the baseline procedure for small data transmissions in same cell:

i. When UL data arrives, the UE transmits small data based on contention 
1. Transmit UP data, AS context Id, MAC-I if needed, UP data is encrypted based on old key and algorithm. MAC-I is generated based on old key and the corresponding count. 

ii. Network sends response AS context Id as contention resolution.
2.1.3 UL transmission upon mobility
When the UE moves to new cell and receives UL data, the procedure works as follows:

1. UE buffer UL data and protect RRC message based on old key and perform the following actions:

a. Generate RRC message including UE ID, cell updating cause etc. Generate MAC-I based on short MAC-Input.
b. Re-set the state variable and buffer of PDCP and RLC, MAC for SRBs and all DRBs, including PDCP SN and HFN, RLC SN. 
c. Submit RRC message to lower layers for transmission. An indication (BSR) of potentially remaining data is added.
2. Network receives RRC and MAC-I, and send them to anchor gNB. Anchor gNB check MAC-I based old key and short MAC-Input. Anchor gNB derive a new KeNB based on current used KeNB as X2 handover and send AS context including new key to serving gNB.
3. After serving gNB receive AS context, perform path switching, configure the PDCP and RLC for the SRBs and DRBs. 

4. The network responds with new RRC response message. RRC message is integrity protected by new key.  UE derive new key based on indicator in DL RRC . UE cipher UP data based new key and send it to serving gNB.
Proposal 2 For RRC_INACTIVE UEs, the baseline procedure for small data transmissions in new cell:

i. When UL data arrives, UE buffer data and transmit RRC message based on contention, generate MAC-I based on old key and RRC.
ii. New cell retrieves context including new key, performs path switching and sends RRC response including UE ID as contention resolution. RRC is integrity and ciphered by new key and count.
1. UE receive DL RRC, derive new key based on indicator in DL RRC, check MAC-I, re-set the state variable and buffer of PDCP and RLC, MAC. 
2. If MAC-I is successfully checked. UE encrypt UP data based on new key and the corresponding COUNT. Transmit UP data and UE ID.

2.1.4 A3 –Small Data transmission 
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Figure 1. Illustration of proposed procedure for small data.

Another option is to use a single procedure for small data transmissions in case of same cell and inter-cell. In this option, PDCP and RLC are suspended when UE moves to INACTIVE, derive new security keys based on NCC provided before UE was sent to ‘inactive’ state.
When UL data arrives, UE resume PDCP and RLC for SRBs and DRBs, and transmit both RRC resume request and data based on last derived new key. UP data is encrypted whereas SRB is not. Network sends ciphered and protected RRC response including suspend indicator.
UE can only send subsequent data after DL RRC response. It brings complexity since UP handling is coupled with RRC handling. In case CU-DU architecture, the delay is a little longer.
Observation 3: Each transmission needs to drive new key and send RRC message to trigger re-establishment of all SRB and DRB. UE can only send subsequent data after DL RRC response. It brings complexity since UP handling is coupled with RRC handling. In case CU-DU architecture, the delay is a little longer. 
2.2 Comparison of above small data transmission options 
	Case 
	A1
	A2
	A3

	Same cell
	old key is applied for each transmission:
UL: data +MAC-I+UE ID
DL: UE ID
	NA
	New key is applied for each transmission: 

UL:RRC + MAC-I + data
DL: RRC+ MAC-I + data

	New cell
	NA

	Old key for first RRC  procedure:

UL:UE ID/RRC + MAC-I

DL: UE ID/RRC+ MAC-I
New key for Subsequent transmission:

UL: data + MAC-I+ UE ID
DL: UE ID 
	New key is applied for each transmission: 

UL: RRC + MAC-I + data
DL: RRC + MAC-I + data

	comparison
	1.Key does not update because of maintained count when UE does not move to new cell.
2.Subsequent UL data transmission can be supported before contention resolution or feedback.
	1. Key update only in case of inter-cell change. 
2. User plane and RRC handling is decoupled.
	1. User plane handling is coupled with RRC handling. In case CU-DU architecture, the delay is a little longer.
2. Each transmission triggers key update.
2. Subsequent transmission cannot be supported between MSG3 and MSG4.


3 Conclusion
This contribution analyzes the details security aspects of small data transmission in RRC_INACTIVE.
Proposal 1 For RRC_INACTIVE UEs, the baseline procedure for small data transmissions in same cell:

i. When UL data arrives, the UE transmits small data based on contention 
1. Transmit UP data, AS context Id, MAC-I if needed, UP data is encrypted based on old key and algorithm. MAC-I is generated based on old key and the corresponding count. 

ii. Network sends response AS context Id as contention resolution.
Proposal 2 For RRC_INACTIVE UEs, the baseline procedure for small data transmissions in new cell:

i. When UL data arrives, UE buffer data and transmit RRC message based on contention, generate MAC-I based on old key and RRC.
ii. New cell retrieves context including new key, performs path switching and sends RRC response including UE ID as contention resolution. RRC is integrity and ciphered by new key and count.
1. UE receive DL RRC, derive new key based on indicator in DL RRC, check MAC-I, re-set the state variable and buffer of PDCP and RLC, MAC. 
2. If MAC-I is successfully checked. UE encrypt UP data based on new key and the corresponding COUNT. Transmit UP data and UE ID.
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