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1. Overall Description:

Parts of the positioning data which is being broadcasted by the network needs to be encrypted as either they may be sensitive information for the network, or they are specified to be used for subset of UEs with especial authority and key to decode the broadcast information.

To allow a secure broadcasting procedure for the network, RAN2 has agreed that it is beneficial that some positioning related broadcast information can be optionally encrypted and asks SA3 to study and design a suitable ciphering algorithm for encryption of broadcasted positioning assistance data. Similar functionality has been previously defined in 25.305 [Sections 6.6.4.1.3 - 6.6.4.1.6] for UMTS, while the encryption function and the key establishment require a review and update.  
2. Actions:

To SA3 group.

ACTION: 
RAN2 kindly asks SA3 to study and design a suitable ciphering algorithm for encryption of broadcasted positioning assistance data.
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