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Introduction
The objectives of the newly agreed work item [1] is to specify solutions for positioning enhancements in LTE in respect of positioning accuracy, availability, reliability and scalability, for both Normal UEs and BL UEs. 

· GNSS positioning enhancements:
· Specify the signalling and procedure to support RTK GNSS positioning over LPP and LPPa, taking into account both UE and network complexity. [RAN2, RAN3, RAN1]
· Specify support for IMU positioning:
· Specify the signalling and procedure to support IMU positioning over LPP and hybrid positioning including IMU related estimates. [RAN2, RAN1]
· Specify the signalling and procedure to support UE-based OTDOA positioning [RAN2]
· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and UE-based OTDOA assistance information. 
· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

In the following contribution, we discuss on why and how to apply encryption to the broadcasting messages defined in [2].  
[bookmark: _Ref178064866]Discussion
In [2], we have discussed on what information should be broadcasted in the new proposed SIB which should be dedicated to positioning assistance information. To allow control of access to the assistance data, parts of the broadcast assistance data may be encrypted. This is considered to be beneficial both in terms of protecting any potential sensitive information from the network side and also the possibility to categorize UEs with different access authorities to the broadcasted data. 

From a RAN2 point of view, it is beneficial that some positioning related broadcast information can be optionally encrypted.

In GSM and WCDMA, the standard 56-bit Data Encryption Standard (DES) algorithm was used for ciphering the UE positioning assistance data in [3]. Similar procedure could be applied here in LTE as well.

The standard 56-bit DES algorithm shown in Figure 1 has been previously used for the same purpose of ciphering UE positioning assistance data.




Figure 1: Data Assistance Ciphering Algorithm (Figure 6.4 in [3])

Using DES or a 56-bit encryption key today is not considered a sufficient and suitable ciphering algorithm, instead 128-bit encryption keys are currently used in ciphering in LTE. Using Advance Encryption Standard (AES), which is a symmetric-key algorithm with different block and key sizes, seems to be the natural choice today. Also the mode of operation of DES seems to be special-made, while we suggest a standard counter mode solution.
We assume that using the normal encryption algorithms in LTE (EPS Encryption Algorithms) (e.g. EEA1, EEA2 or EEA3) are some natural options. EEA1 is basically AES in counter mode and it is already available in the main LTE components such as UE, eNB and MME. 
As the above proposal has SA3 impact an LS [6] has been prepared. In case some functionality in terms of core-network involvement may need to be revisited then the LS should also include SA2 group as well. This can be double checked at the RAN2 meeting. Aside from the choice of ciphering algorithm, it is needed that the SA3 group design the encryption function. 
Proposal 1         RAN2 shall ask SA3 to investigate and design an appropriate encryption algorithm for positioning assistance data via system information broadcast.
Proposal 2          Send an LS to SA3 (and CC SA2) about the above agreement.
Conclusion
Here is the list of observations and proposals for this contribution:
1. [bookmark: _GoBack]From a RAN2 point of view, it is beneficial that some positioning related broadcast information can be optionally encrypted.
1. The standard 56-bit DES algorithm shown in Figure 1 has been previously used for   the same purpose of ciphering UE positioning assistance data.
Proposal 1         RAN2 shall ask SA3 to investigate and design an appropriate encryption algorithm for positioning assistance data via system information broadcast.
Proposal 2          Send an LS to SA3 (and CC SA2) about the above agreement.
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