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Introduction
This contribution is a resubmission of R2-1702556 submitted to last RAN2 meeting. It has been agreed that LTE eNBs should be connected to Next Gen CN (5G-CN) to support connectivity options 5 (LTE standalone) and 7/7a (LTE assisted NR) as well as support fast RAN level mobility to option 2 (standalone NR). This contribution discusses the impacts on LTE specifications from this related to access security. 

Discussion
The work on 5G security is currently ongoing in SA3 making it difficult to assess all impacts on the LTE and NR specifications related to supporting 5G CN connectivity. Nevertheless, it is still important that the RAN WGs work in parallel to the SA3 work to develop RAN level mechanisms that could meet the security requirements determined in SA3. As part of this work it is important to assess if existing LTE security solutions can be applied in 5G-RAN and what are the impacts on LTE security if SA3 introduces additional security mechanisms.
RAN WGs should be able to assess if the LTE access security solutions can be applied to (or are suitable for) 5G-RAN from a technical point of view, while SA3 should assess the security of these solutions and determine if any enhancements are needed from a security point of view.

Possibility to reuse LTE access security solutions
A big part of the LTE access security solution is the handling of keys (incl. key derivation, signalling between nodes). The key handling mechanism in LTE has been designed to handle forward and backwards security. 
· Backward security: prevents attacks where the attacker has obtained a user key (e.g from a compromised node) and uses this key to decode recorded traffic sent/received earlier by the UE in previous nodes. Backwards security is supported by using “one-way” key derivation at handover and state transitions making it computationally infeasible for the target node to derive any key used in the source node.
· Forward security: prevents attacks where the attacker has obtained a user key (e.g from a compromised node) and uses this key to decode future traffic between the UE and future nodes. Forward security is supported in LTE RAN with help of the CN providing new key material after handover and state transitions down to the RAN.
Although there have been discussions on decoupling the key derivation from the handover for intra-RAN node handover, there has so far not been any proposals challenging the need to support the forward and backward security concepts between different RAN nodes also in 5G-RAN (LTE eNBs and NR gNBs connected to 5G-CN). 
It is assumed 5G-RAN security will adopt both forward and backward security between different RAN nodes.
The solution in LTE for forward and backward security is based on using vertical and horizontal key derivations at handover and state transitions, where the key derivation at handover is controlled by the Next hop Chaining Counter (NCC) signalled to the UE. To our knowledge so far no issues has been raised with this concept from a RAN point of view. Assuming this concept meets the 5G security requirements as well in SA3 it should be possible to adopt also for the 5G RAN.

Proposal 1	The current mechanism in LTE for derivations of RAN keys  that support forward and backward security should be adopted as a working assumption for 5G-RAN assuming it can fullfill the 5G security requirements (to be determined by SA3).


Possible impacts to LTE for supporting 5G-CN security
This section discusses potential impacts on LTE if SA3 decides to enhance the 5G security in different ways. The enhancements below are speculative, nevertheless it is useful to analyse potential RAN impacts. 
What if new integrity protection or ciphering algorithms and UE security capabilities are introduced for 5G-CN?
Currently in LTE four different ciphering and integrity protection algorithms are supported. Which algorithm the UE should use is signalled over the radio interface in RRC security setup and at handover. The UE shall support the first three algorithms while the fourth is optional. 
The mechanism to handle the security algorithms is future proof since it is possible to add more algorithms in the future (up to 16 algorithms with current signalling). So even if new algorithms are introduced as part of 5G CN and NR it should be possible to support this in LTE using existing methods (with minimum standard impacts) assuming legacy algorithms are mandatory for 5G UEs. No impacts on existing LTE eNB HW is foreseen assuming it is allowed for LTE eNBs to continue to use the legacy algorithms. 
It should be possible to add new security algorithms in 5G-CN and 5G-RAN with minimum RAN2 specification effort and without impacting legacy LTE eNB HW. 
Regarding the UE security capabilities, these capabilities are in LTE common for AS and NAS and managed by the CN and sent down to the RAN during UE context setup. The capabilities are also echoed back to the UE on NAS layer to prevent bid-down attacks. It is assumed similar solution can be adopted for 5G-CN. Which algorithms will be mandatory for the UE / network to support can be discussed later.
Assuming the UE security capabilities are handled in the same way for 5G-CN as in EPS there should be no or minimum impacts on RAN2 specifications. 

What if longer security keys should be used for 5G?
Currently in LTE, 128 bit keys are used for RRC and UP ciphering and integrity protection (e.g. Kupenc). The KeNB (and KeNB* and NH) are however 256 bits since the 128 bit keys are actually truncated at the last step from 256 bit keys inside the eNB and UE as can be seen in the figure 1 from 33.401.
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Figure 1 Current key derivation for EPS on the network side
This means that even if 256 bit keys should be applied for NR radio interface protection, it is possible to inter-work will with legacy LTE eNBs since:
· LTE already support management of 256 bit keys (including inter-node signalling and key derivation)
· LTE eNBs only supporting legacy security algorithms can continue to use 128 bit keys as today (by truncating) 

It is assumed that 256 bit keys can be introduced in the standard as new 256 bit security algorithms using the mechanism described in the previous section. In this way it could be optional for LTE eNB to support the 256 bit algorithms. 
LTE already supports the handling of security keys up to 256 bits meaning no impacts on LTE for supporting inter-working with 5G-CN and NR for keys up to 256 bits.

What if different AKAs will be used in the 5G-CN, meaning Kasme / NH / KeNB etc. are derived in a different way?
The way the current LTE access security is defined (the right part of Figure 1), it does not care from where or how the KeNB and NH is derived (the left part of Figure 1). So if SA3 would introduce a new way to derive the KeNB and NH sent down to the eNB over the NG-C interface this does not matter for the LTE RAN as long as the resulting key is still 256 bits. The further handling of the KeNB and NH in the RAN (and UE) can be based on legacy LTE principles (NCC, key derivation) i.e. the right part of Figure 1. 
Regardless how the KeNB and NH are derived in the 5G-CN it should still be possible to treat them in the same way in the 5G-RAN as in LTE assuming the size of the keys are still 256 bits.
What if UP integrity protection is introduced in NR?
Currently LTE support UP integrity protection in some scenarios (e.g. relays). It may be required for 5G systems to also support UP integrity protection for all users and DRBs. It is FFS if UP integrity protection support will be mandatory or configurable. It should be technically possible to standardize support for UP integrity protection also in LTE only affecting new UEs since DRBs are always explicitly configured by the network using dedicated signalling and always established after security activation. It could be a network choice to switch on UP integrity protection in all eNBs or in only upgraded eNBs. There will most likely be no risk of bid down attacks since:
· Configuration of UP integrity protection would be done using integrity protected RRC or NAS signalling,
· UE security capabilities are protected against bid-down attacks. 
 It should be possible to add support for UP integrity protection in 5G-RAN with minimum RAN2 specification effort and without impacting legacy LTE eNB HW. 

Conclusion
Even if 5G-CN and 5G-RAN introduces support for new:
· New AKA or key generation mechanism in 5G-CN
· New integrity and/or ciphering algorithms
· Larger key size (up to 256 bits)
· UP integrity protection
this can be done in a backwards compatible way for LTE eNBs connected to 5G-CN requiring minimum specification impacts since LTE eNB can continue to (optionally) support only 128 bit keys and existing algorithms, and existing key handling (derivation) in the RAN (key handling in CN is not seen).

Proposal 1	The current solution for LTE RAN key derivation to support forward and backwards security should be adopted as a working assumption for 5G-RAN assuming it can fullfill the 5G security requirements (to be determined by SA3).

	1/4	
