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Introduction
This contribution is a resubmission of R2-1702808. At the earlier meetings there was some progress on the state modelling and state transitions for NR. This contribution attempts to further progress the area of state transition from RRC_INACTIVE to RRC_CONNECTED addressing the following topic:
· [bookmark: _GoBack]Content of MSG3 (incl. security aspects)
· Possibility for early data transmission after MSG3
· The need for MSG5
· Recovery case when the AS context cannot be recovered
Current agreed text on state transitions (38.804)


Figure 5.5.2-1:	UE state machine and state transitions in NR
NOTE 2:	It is FFS how the UE transits from RRC_INACTIVE to RRC_IDLE in NR.
NOTE 3:	It is FFS how the UE transits from RRC_CONNECTED to RRC_INACTIVE
Paging operation details for the NR RRC_IDLE and RRC_INACTIVE state are specified in 10.1.1.2.
The following state transitions are supported between the aforementioned RRC states (as also presented in Figure 5.5.2-1):
-	from RRC_IDLE to RRC_CONNECTED, following the "connection setup" procedure (e.g. request, setup, complete);
-	from RRC_CONNECTED to RRC_IDLE, following (at least) the "connection release" procedure;
-	from RRC_CONNECTED to RRC_INACTIVE, following the "connection inactivation" procedure;
-	from RRC_INACTIVE to RRC_CONNECTED, following the "connection activation" procedure;
-	from RRC_INACTIVE to RRC_IDLE.
NOTE 4:	Number of steps for each RRC procedure and the corresponding RRC message will be decided in the work item phase.

[bookmark: _Ref477938498]Discussion
Transitions from RRC_INACTIVE to RRC_CONNECTED 
It has been agreed that UEs in RRC_INACTIVE at least shall be able to perform a state transition to RRC_CONNECTED to transmit data [2]. Based on the currently agreed characteristics of RRC_INACTIVE (such as the AS context being stored in RAN as in Rel-13 Suspend/Resume procedures and in Rel-14 light connection), it is expected that the transition from RRC_INACTIVE to RRC_CONNECTED will be an RRC procedure that resumes a suspended RRC connection, similar to the LTE Resume procedure.
The current LTE procedure for RRC resume relies on a 3 step procedure:
· UE sends an RRC Resume Request message with Resume ID, Short-MAC-I (calculated using old key)
· UE receives and RRC Resume message containing NCC (enabling the UE to calculate the new security key)
· UE sends an RRC Resume Complete message integrity protected with the new key. 
Possible drawbacks with the current LTE Resume procedure:
· Since the UE is not able to calculate the new security key until after message 4, 
· It can at the earliest time receive and send data in parallel to MSG5.
· MSG4 cannot be encrypted which is a serious drawback if the network wants to re-suspend the UE or assign some new identifier etc. to the UE.
· Since the Short-MAC-I does not show that the UE has knowledge of the new key which is needed for key change and UE verification, MSG5 which is integrity protection is used for this purpose even if there is no content to include in MSG5.

[bookmark: _Toc477938493][bookmark: _Toc477938516]The current LTE Rel-13 resume procedure does not allow for early data transmission, encryption of MSG4 and always requires a MSG5.

Since it is expected that this state transition will happen very frequently in NR (as the IDLE to CONNECTED transitions happen today in LTE) it would be beneficial to enhance this procedure so that it allows early data transmission and no MSG5 when the network either gives the UE a big enough grant for MSG3, or it gives the UE additional grants after MSG3 but before UE receives MSG4. Additionally, it is very beneficial if MSG4 can be encrypted also for other procedures such as RAN area update where it may be desirable to assign the UE a new Resume ID and/or RAN area in MSG4 [1][2].
[bookmark: _Toc477938494][bookmark: _Toc477938517]The state transition between INACTIVE and CONNECTED is expected to occur often and would benefit from being optimized. 


The following solution is proposed (captured also in Figure 2 below):
· The UE receives a Resume ID and the NCC from the network when ordered to RRC_INACTIVE
· The UE calculates the new key based on NCC and other parameters before MSG3
· An advantage with always calculating a new key (even if UE returns to the same cell) is that it is not required to keep track of any PDCP sequence numbers in RRC_INACTIVE
· UE sends an RRC Message (in MSG3) which contains the Resume ID
· The Resume ID can be used in contention resolution
· The RRC message (in MSG3) is integrity protected (using same algorithms as in source cell). The integrity checksum can be transferred inside the RRC message or in PDCP layer.
· This proves to the network that this is the right UE and uses the right key earlier than MSG5
· After the RRC message the UE could, if given grants by the network, start to send user data using encryption. Data might be also multiplexed in Msg3.
· This would lower latency for initial data transmission, the receiver would however not forward data until it has obtained the UE context. 
· MSG4 is encrypted and can contain additional configuration (e.g. security configuration)

Additionally, to the proposals above it should be discussed what is the need for MSG5. In our view we think MSG5 may be needed in some scenarios. E.g.
· Where not all information (e.g. NAS messages) fits into the grants provided prior to MSG4.
· When the network provides configuring updates in MSG4 which should be acknowledged on RRC layer.
There could however be scenarios where MSG5 can be skipped such as:
· When network immediately suspends the UE in MSG4 (e.g. at RAN area update), or when the network rejects the access attempt. 
· When all information fits into MSG3 (i.e. in the case a large enough grant is provided).

[image: ]
Figure 2 RRC Connection Resume, successful 

[bookmark: _Toc478140995][bookmark: _Toc477938486][bookmark: _Toc477938509]UE should calculate the new key prior to sending first RRC message (in MSG3) during state transition from RRC_INACTIVE to RRC_CONNECTED 
[bookmark: _Toc477938487][bookmark: _Toc477938510][bookmark: _Toc478140996]The RRC message (in MSG3) should be integrity protected using new key and old integrity protection algorithm. This verifies the UE as discussed in LS from SA3.
[bookmark: _Toc477938488][bookmark: _Toc477938511][bookmark: _Toc478140997]The new key should be calculated using the NCC in the message ordering UE to RRC_INACTIVE
[bookmark: _Toc477938489][bookmark: _Toc477938512][bookmark: _Toc478140998]Any data transmission after or in conjunction with the first RRC message (in MSG3) should be encrypted using new key.
[bookmark: _Toc477938490][bookmark: _Toc477938513][bookmark: _Toc478140999]MSG4 should be integrity protected and encrypted with old integrity and encryption algorithm assuming the target node supports them (solutions where the target nodes does not support the algorithms are FFS) 
[bookmark: _Toc477938491][bookmark: _Toc477938514][bookmark: _Toc478141000]MSG5 is most likely needed in some scenarios, however it may not need to be used in all scenario. Further studies are needed.

Recovery in case the AS context cannot be resumed
The network should be able to handle the cases where the UE AS context cannot be retrieved for UEs performing a state transition from RRC_INACTIVE to RRC_CONNECTED. Possible cases could include:
· State misalignment between UE and network
· The target node is not able to fetch the RAN context e.g. due to lack of Xn or that CN fetching is not working or takes too long time
· The network has released the RAN context to save resources
Our proposal is to adopt the same solution used in the Rel-14 Light Connected WID which is also the same from LTE Rel-13. 
Agreement

1	Similar as Rel-13, RRCConnectionSetup can be sent in response to RRCConnectionResumeRequest in Light Connection.

Upon the UE attempt to move from RRC_INACTIVE to RRC_CONNECTED the network could send an RRC Connection Setup message in MSG4 to the UE indicating that the RAN context is no longer valid and that UE need to initiate a NAS level service request procedures in MSG5. which is very efficient from a radio signalling perspective. The alternative of releasing UEs to IDLE so that the UE can re-start NAS signalling from IDLE requires more signalling (e.g. a new RACH) and would increase delay for the end user meaning 5G latency requirements will not be met in this scenario. 
Fig. 3 shows a proposed signalling flow.
[image: ]
Figure 3 RRC Connection Resume, recovery 
[bookmark: _Toc477938492][bookmark: _Toc477938515][bookmark: _Toc478141001]If the network fails to recover the RAN context is should be possible to trigger NAS recovery by sending a RRC Connection Setup causing UE to delete old RAN context.

Conclusion
In section 3 we made the following observations:

1. The current LTE Rel-13 resume procedure does not allow for early data transmission, encryption of MSG4 and always requires a MSG5.
Observation 2	The state transition between INACTIVE and CONNECTED is expected to occur often and would benefit from being optimized.

Based on the discussion in section 3 we propose the following:
Proposal 1	UE should calculate the new key prior to sending first RRC message (in MSG3) during state transition from RRC_INACTIVE to RRC_CONNECTED
Proposal 2	The RRC message (in MSG3) should be integrity protected using new key and old integrity protection algorithm. This verifies the UE as discussed in LS from SA3.
Proposal 3	The new key should be calculated using the NCC in the message ordering UE to RRC_INACTIVE
Proposal 4	Any data transmission after or in conjunction with the first RRC message (in MSG3) should be encrypted using new key.
Proposal 5	MSG4 should be integrity protected and encrypted with old integrity and encryption algorithm assuming the target node supports them (solutions where the target nodes does not support the algorithms are FFS)
Proposal 6	MSG5 is most likely needed in some scenarios, however it may not need to be used in all scenario. Further studies are needed.
Proposal 7	If the network fails to recover the RAN context is should be possible to trigger NAS recovery by sending a RRC Connection Setup causing UE to delete old RAN context.
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