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Introduction
This contribution is a revision of R2-170914 submitted to last meeting. The updates are mainly addressing the special case of EN-DC (Option 3/3A/3X) and the handling of UE security capabilities. 
Contribution R2-1702556 analyses the impacts on LTE for supporting potentially new 5G-CN/RAN security mechanism. The contribution concludes that as long as the current key derivation principles within LTE access are reused also for 5G-RAN there should be no issues to inter-work with legacy eNBs HW even if the 5G security introduces support for:
· New AKA and key derivation in the 5G-CN
· New integrity/encryption algorithms in RAN or CN
· Longer security keys (up to 256 bits) in RAN
· Support for UP integrity protection
The reason is that the LTE security is future proof, e.g. it is possible to add new algorithms and even UP integrity protection which does not need to be supported by all nodes. Additionally, the key handling in RAN uses 256 bits keys even though the current algorithms only use 128 bits.
At the last meeting also the topic of security for EN-DC was discussed. The outcome of that discussion was captured in an LS to SA3 [R2-1702442] discussing bearer options including the assumption that all SCG bearers would be protected with the S-KeNB as in LTE DC Rel-12. 
This contribution is addressing some LTE and NR inter-working scenarios incl.
· Handover between LTE and NR connected to 5G-CN
· Dual connectivity between LTE and NR for both EPC and 5G-CN

The security for the direct SRB is further addressed in [R2-1702717].

Discussion
The current LTE access security model is based on the following principles: The eNB receives a security key from the MME at initial context setup. This key is used to derive other keys in the eNB as well as used to derive S-KeNB to be used for SCG bearer for dual connectivity. When handover is performed the source node will generate a KeNB* key to be used by target node. The target node will also receive new Next Hop Key and Next Hop Chaining Counter from the CN to be used for future handovers.
If this model is also followed for 5G-RAN there should be no issues to support various LTE and NR inter-working scenarios. See some example below.

Example: UE starts in LTE / EPC and then enters EN-DC with NR (using SCG bearer)
In the case of EN-DC the UE will connect to the network and attach to the CN prior to being configured to enter EN-DC. This means that whatever security context and UE security capabilities etc. are applied for normal LTE/EPC connectivity also must be applied for the UE in EN-DC. In case NR supports the same security algorithms as LTE, then the existing LTE security capabilities can be used unchanged. In case new security algorithms are introduced, then this would not be so complicated to support since the LTE security mechanism is very future proof and can easily be extended if needed. E.g. 
· If new security algorithms are added only for NR, the existing LTE security capabilities can be extended. In the definition of the security capabilities it can be defined which algorithms are NR only or for EN-DC only.
· If new security algorithms are added for both LTE and NR, the existing LTE security capabilities can be extended. 
For all cases above the MeNB would receive the security capabilities from the CN and can choose which algorithm to use for LTE leg. At the time of SeNB setup the capabilities can be forwarded to the SeNB together with S-KeNB. The SeNB will signal to the UE which security algorithm to use transparently through the LTE system (e.g. in the MobilityControlInfoSCG as in LTE).

For RAN2 to confirm the assumption above that security capability handling for the NR leg can be transparent to the LTE eNB regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE).
Below is a more detailed description of the procedure.
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1. UE attaches to EPC
2. UE performs authentication, key agreement, generate keys etc.
a. At this stage the UE will provide the network with its security capabilities on NAS layer
3. EPC setups UE context in RAN, includes a KeNB (256 bits), UE security capabilities
4. RAN security setup. RAN may configure UE to use integrity protection algorithm A and encryption algorithm B.
a. At this step the UE security capabilities are confirmed towards the UE
5. RAN decides to setup DC with NR and derives S-KeNB (256 bits) using SCG counter = zero. The SeNB context is setup in NR gNB. The setup message will include the UE security capabilities. The gNB decides to use encryption C algorithm for the SCG bearer. It is FFS is the SCG counter should be transferred to the SeNB so it can be provided to the UE using NR RRC, or if it should sent separately to the UE from the LTE MeNB (as for LTE DC Rel-12).
6. RRC reconfiguration to setup DC with NR, in the message the SCG counter as well as the SCG encryption algorithm
7. UE derives S-KeNB

With the procedure above it is possible as in LTE DC to use different security algorithm on the NR SCG bearers (incl. different key size) than for MCG bearer. The security configuration can be transferred transparently through the LTE base stations.
The same solution can be applied in case LTE is connected to 5G-CN since neither the LTE eNB or NR gNB should care how the 256 bit KeNB was generated. 
Currently for LTE DC the S-KeNB is always updated when the KeNB is updated. It is proposed to keep this principle also for DC with NR, since it is assumed that for 5G-RAN the KeNB would only need to be updated when the RAN node changes (PDCP is relocation), in this way unnecessary KeNB changes, causing S-KeNB changes can be avoided. Solutions allowing independent change of S-KeNB would most likely add complexity.

It is proposed to adopt similar principle for KeNB and S-KeNB handling as for DC in LTE. As a baseline the S-KeNB should be changed when the KeNB is changed,  

Example: UE starts in LTE / 5G-CN and then is handed over to NR
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1. UE attaches to 5G-CN
2. UE performs authentication, key agreement, generate keys etc.
3. 5G-CN setups UE context in RAN, includes a KeNB (256 bits), UE security capabilities
4. RAN security setup. RAN may configure UE to use integrity protection algorithm A and encryption algorithm B.
5. RAN decides to perfom handover to NR
6. Handover request procedure over Xn. RAN sends KeNB*, UE security capabilities to the NR gNB. NR gNB decides on which integrity protection algorithm and encryption algorithm to use and generates the “RRC handover to NR command”. 
7. The eNB sends a RRC reconf with a mobility info (“RRC handover to NR command”). 
8. UE enters target cell and send an RRC reconf complete message. 
9. NR gNB informs the 5G-CN about the handover and receives new keys to use for next handover.

With the procedure above it is possible to use different security algorithm in the NR node compared to the LTE node. The security configuration can be transferred transparently through the LTE base stations.
The KeNB can be generated in a different way in the 5G-CN compared to EPC without impacts on LTE. 

It is proposed to adopt similar principle for key derivation within the 5G RAN as in LTE (e.g. KeNB* derivation based on KeNB or NH) assuming SA3 concludes the solution is secure.











 

Conclusion
[bookmark: _GoBack]Based on the discussion we make the following observations and proposals:
1. For RAN2 to confirm the assumption above that security capability handling for the NR leg can be transparent to the LTE eNB regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE).
1. With the procedure above (2.1) it is possible as in LTE DC to use different security algorithm on the NR SCG bearers (incl. different key size) than for MCG bearer. The security configuration can be transferred transparently through the LTE base stations.
The same solution can be applied in case LTE is connected to 5G-CN since neither the LTE eNB or NR gNB should care how the 256 bit KeNB was generated. 
It is proposed to adopt similar principle for KeNB and S-KeN B handling as for DC in LTE. As a baseline the S-KeNB should be changed when the KeNB is changed,  
With the procedure above (2.2) it is possible to use different security algorithm in the NR node compared to the LTE node. The security configuration can be transferred transparently through the LTE base stations.
The KeNB can be generated in a different way in the 5G-CN compared to EPC without impacts on LTE. 
It is proposed to adopt similar principle for key derivation at mobility within the 5G RAN as in LTE (e.g. KeNB* derivation based on KeNB or NH) assuming SA3 concludes the solution is secure.
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