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Introduction
In RAN2#97, it was agreed to support split SRB for EN-DC. One of the main reasons for split SRB is RRC diversity, where packet duplication is performed in the control plane to improve SRB robustness. More details of the Split SRB is given in [3]. In this contribution, we will discuss the behaviour of LTE PDCP on reception of such duplicate SRB packets. 
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In LTE PDCP, the reception of PDCP PDUs corresponding to SRBs is treated in a different way than that of DRBs [1] (also refer to the Annex for the details of SRB PDCP reception). While duplicate detection and discard functionalities are available for DRBs, no such function exists for SRBs. Thus, if a duplicate PDCP PDU corresponding to an SRB is received, the next anticipated SN will be larger than the SN of the duplicated PDCP (since the next anticipated SN has already been incremented upon the successful reception of the first instance of the duplicated packet) and PDCP will interpret that to mean a wraparound has happened in the PDCP SN space. This results in the HFN being incremented. 
The updated HFN is then employed for deciphering and integrity verification of the received PDCP PDU, which results in an integrity check failure as the HFN that was used for the ciphering and integrity protection is different from the one that is being used for the deciphering/verification. 
When integrity verification fails, the PDCP PDU is discarded and an “integrity verification error” is sent to upper layers. As specified in [2] (section 5.3.7.2), the reception of such an indication from lower layers is one of the triggering conditions that forces the UE’s RRC to initiate RRC connection re-establishment. That is, the RRC connection must be reset, as well as the whole UP restarted/reconfigured.

In LTE, the reception of a duplicate PDCP PDU that is mapped to an SRB results in integrity check failure, which triggers RRC connection re-establishment. 

Thus, to support duplication of SRBs in the LTE-NR tight interworking scenario where LTE is the master, the current SRB reception procedure must be updated to detect and discard duplicates and hence prevent unnecessary RRC connection re-establishment. 
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 Conclusion
As per the agreements of RAN2#97, split SRBs are supported for the case of LTE-NR tight interworking. In this document, we have discussed the impact of duplication of PDCP PDUs mapped to a split SRB and have observed that:

1. In LTE, the reception of a duplicate PDCP PDU that is mapped to an SRB results in integrity check failure, which triggers RRC connection re-establishment. 

And we propose: 

1. Duplicate detection and discard functionalities for SRBs should be introduced in LTE PDCP to support duplication via split SRB in LTE-NR tight interworking scenarios where LTE is the MN. 
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Annex: SRB reception in LTE PDCP
The current handling of PDCP packet reception for SRBs is illustrated in Fig. 1 (based on Section 5.1.2.2 of [1]). 





Figure 1: SRB data reception at LTE PDCP

To illustrate the impact of the introduction of duplication of SRB PDCP PDUs, consider the scenario where we have a PDCP entity handling SRB1, the last received PDCP SN was x (i.e. Next_PDCP_RX_SN = x+1), and the HFN value at that time used for encryption/integrity protection was y. For the sake of simplicity, also assume that maximum_PDCP_SN > x+2 to avoid wrap around considerations.  Assume then the MN’s RRC decides to duplicate the next PDCP packet (SN=x+1) and one is sent over the LTE leg of the Split SRB, while the other one over the NR leg. When the first of these PDUs arrives at the UE’s PDCP, regardless of whether it arrived via LTE or NR, the following checks out:
Received_PDCP_SN (x+1) = Next_PDCP_RX_SN (x+1)
That is, the deciphering and integrity verification will be performed with HFN y and it will succeed as the same HFN was used at the transmitter PDCP at the MN. The Next_PDCP_RX_SN now will be set to x+2, and the PDCP SDU is sent to UE’s RRC.
When the duplicated PDCP arrives (and for simplicity assume that no other PDU was received between the reception of the first and this one), the following happens:
Received_PDCP_SN (x+1) < Next_PDCP_RX_SN (x+2)
That is, the deciphering and integrity verification will be performed with HFN y+1. This will fail because HFN y was used during the PDU’s encryption and integrity protection at the MN. Therefore, the PDU is discarded and an integrity verification error is sent to the UE’s RRC, which initiates the RRC establishment procedure. 
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