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1
Overall description

SA2 is currently working on the “Architecture Enhancements to ProSe UE-to-Network Relay” study item in TR 23.733, which addresses both public safety and commercial scenarios. One of the assumptions that SA2 would like to make, but first need to be confirmed by SA3, is whether the security protection for the layer 3 PC5 messages (similar with PC5 messages defined in 24.334) between the eRemote-UE and eRelay-UE is needed.
SA2 thinks that the PC5 communication between eRemote-UE and eNB is already secured without performing additional dedicated security procedure on the PC5 interface because the PDCP layer is between eRemote-UE and eNB as depicted in TR 36.746 v0.3.1 in below: 
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Figure 5.1.1-1: User plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)
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Figure 5.1.1-2: Control plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)
Before drawing any conclusion on this topic, SA2 would like to ask the following question to SA3:

Question 1:
As secure communication between eRemote-UE and eNB can be achieved with PDCP, is the secure communication between eRemote-UE and eRelay-UE over PC5 needed?
2
Actions

To 3GPP SA WG3:

ACTION: SA2 kindly ask SA3 to answer the above question.
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Dates of next TSG SA WG2 meetings
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