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[bookmark: _Ref174151459][bookmark: _Ref189809556]Introduction
Requirement 9 in TR 36.746 indicates that data security shall be ensured end-to-end between eNB and remote UE, by the L2 relaying architecture.  This document looks at the security functions of the protocol stack and shows what protocol functionalities are necessary for this requirement to be met.
Discussion
Because security is handled in the PDCP layer, it is natural that the L2 relay design enables terminating security between the eNB and the remote UE, without exposing traffic to the relay UE.  The basic requirements are:
· The AS context of the remote UE in the eNB must have its own KeNB and corresponding derived keys.
· The remote UE and the eNB must be able to exchange, through the relay UE, the messages to establish the security association for AS.
· The forwarding mechanism in the relay must be able to direct traffic without relying on any contents that would be ciphered.
The establishment of KeNB is not a problem; it will be derived at connection establishment as usual from KASME, remembering that the MME sees nothing special about the connection/context establishment.
Diagram of key derivation procedure goes here.
Observation 1: The eNB and the remote UE can get KeNB and its derived keys as usual, without impact from the relaying architecture.
Establishing the needed security association just requires delivering the RRC SecurityModeCommand and SecurityModeComplete messages.  The messages are sent on SRB1; to preserve the bearer modelling for the RRC layer, it should be possible to deliver the messages to the receiving nodes (remote UE and eNB respectively) with an indicator that SRB1 is used, but there seems no other complication.
Diagram of message flow for security establishment goes here.
Observation 2: Provided forwarding of messages from SRB1 is supported, the signalling for establishment of the AS security association between eNB and remote UE can be forwarded through the relay UE.
Proposal 1: Forwarding of SecurityModeCommand and SecurityModeComplete messages on SRB1 should be supported.
Finally, once security is established and ciphered data/signalling exchange begins, the relay UE must still be able to forward traffic.  This means that forwarding must not depend on any contents of the data portion of the PDCP PDU, only on the unciphered PDCP header and/or the “outer header” added by the adaptation layer.
Observation 3: Provided forwarding of data and signalling by the relay UE depends only on the PDCP header and/or the adaptation layer header, the relay UE can deliver ciphered content correctly between the eNB and remote UE.
Proposal 2: Forwarding of data and signalling by the relay UE should depend only on the PDCP header and, where applicable, the adaptation layer header.
Conclusion
This document made the following observations:
Observation 1: The eNB and the remote UE can get KeNB and its derived keys as usual, without impact from the relaying architecture.
Observation 2: Provided forwarding of messages from SRB1 is supported, the signalling for establishment of the AS security association between eNB and remote UE can be forwarded through the relay UE.
Observation 3: Provided forwarding of data and signalling by the relay UE depends only on the PDCP header and/or the adaptation layer header, the relay UE can deliver ciphered content correctly between the eNB and remote UE.
In order to confirm the required behaviours for end to end security, the following proposals are promulgated:
Proposal 1: Forwarding of SecurityModeCommand and SecurityModeComplete messages on SRB1 should be supported.
Proposal 2: Forwarding of data and signalling by the relay UE should depend only on the PDCP header and, where applicable, the adaptation layer header.
It is proposed that RAN2 can adopt the attached text proposal to confirm and document that the requirement for end to end security is met by the relaying architecture.



Text proposal
[bookmark: _Toc414792204][bookmark: _Toc467838960]5.1.1	Architecture
In this subclause, a protocol architecture for supporting Layer 2 evolved UE-to-Network Relay UE is given for the user plane and the control plane.
For protocol architecture for the user plane and control plane, relaying is performed above RLC sublayer. The evolved ProSe Remote UE’s user plane and control plane data are relayed above RLC via the evolved ProSe UE-to-Network Relay UE from the evolved ProSe Remote UE to network and vice versa. Uu PDCP and RRC are terminated between the evolved ProSe Remote UE and the eNB while RLC, MAC and PHY and the non-3GPP transport layers are terminated in each link (i.e. the link between the evolved ProSe Remote UE and the evolved ProSe UE-to-Network Relay UE and the link between the evolved ProSe UE-to-Network Relay UE and the eNB). The user plane protocol stack and the control plane protocol stack when PC5 is used between the evolved ProSe remote UE and the evolved ProSe UE-to-Network Relay UE is shown in Figure 5.1.1-1 and Figure 5.1.1-2. The user plane protocol stack and the control plane protocol stack when non-3GPP access is used between the evolved ProSe remote UE and the evolved ProSe UE-to-Network Relay UE is shown in Figure 5.1.1-3 and Figure 5.1.1-4.
Editor’s Note: It is FFS whether an adaptation layer is needed for PC5.
Editor’s Note: It is FFS whether an PDCP layer is needed between evolved ProSe Remote UE and evolved ProSe UE-to-Network Relay UE for PC5.


Figure 5.1.1-1: User plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)


Figure 5.1.1-2: Control plane radio protocol stack for layer 2 evolved UE-to-Network relay (PC5)


Figure 5.1.1-3: User plane radio protocol stack for layer 2 evolved UE-to-Network relay (non-3GPP access)


Figure 5.1.1-4: Control plane radio protocol stack for layer 2 evolved UE-to-Network relay (non-3GPP access)

Traffic of one or multiple evolved ProSe Remote UEs may be mapped to a single DRB of Uu interface of the evolved ProSe UE-to-Network Relay UE. Multiple Uu DRBs may be used to carry traffic of different QoS classes, for one or multiple evolved ProSe Remote UEs. It is also possible to multiplex traffic of evolved ProSe UE-to-Network Relay UE itself onto the Uu DRB, which is used to relay traffic to/from evolved ProSe Remote UEs. How the mapping of the traffic between sidelink bearers and Uu bearers is done is up to the eNB implementation and the mapping is configured in evolved ProSe UE-to-Network Relay UE by the eNB. An adaptation layer over Uu is supported to identify the evolved ProSe Remote UE/evolved ProSe UE-to-Network Relay UE and the corresponding. 
Within a Uu DRB, different evolved ProSe Remote UEs and different bearers of the evolved ProSe Remote UE are indicated by additional information included in adaptation layer header which is added to PDCP PDU.  The details of this additional information are FFS.  The adaptation layer header, together with the PDCP header, provides enough information to unambiguously determine where the PDCP PDU should be delivered in all cases.
An adaptation layer is supported over non-3GPP access for the short range link between the evolved ProSe Remote UE and the evolved ProSe UE-to-Network Relay UE. Adaptation layer header is added to PDCP PDU.
The control plane relay architecture supports forwarding of signaling messages from at least SRB1 and SRB2.

[bookmark: _Toc467838962]5.1.2	Protocol enhancements
5.1.2.x	Security establishment
Access stratum security is established by forwarding the SecurityModeCommand message through the evolved ProSe UE-to-Network Relay UE, using keys derived by the eNB and the evolved ProSe Remote UE according to the existing key derivation procedures.  The process of establishing security during the setup of an RRC connection through the ProSe UE-to-Network Relay UE is shown in Figure 5.1.2-y.


Figure 5.1.2-y:Security establishment during connection setup
After security has been established in this manner, there is an end-to-end security association between the eNB and the evolved ProSe Remote UE, based on the security context of the evolved ProSe Remote UE in the MME and the AS derived keys.  Because signaling and data are encrypted by the eNB (downlink direction) or evolved ProSe Remote UE (uplink direction) using KeNB for the evolved ProSe Remote UE, the evolved ProSe UE-to-Network Relay UE does not have access to the encrypted signaling/data, as required under Section 4.2.1.9.
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