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SA3 and RAN2 exchanged LSes on security termination end point (ref).  In the SA3 LS, they mentioned that they are considering a different termination point for security than PDCP.  From RAN perspective, such a change will have a big impact to the RAN architecture and performance and hence the RAN2 feedback of “the RAN2 clear preference is to have security in RAN in the PDCP layer”.
However, there may be other reasons for SA3 to consider other security termination points.  Irrespective of the SA3 decision on the termination end point for initial release, it would be useful to already build in the flexibility in RAN2 protocols for any possible changes in the future.  This document examines what these changes would need to be.
Discussion
LTE RRC protocol had several security restrictions built into it right from Rel-8 that have remained unchanged.  These not only provided a secure system but were also simple.   The main security restrictions in LTE are:
1) SRB2 and DRBs can only be configured when Security is activated (i.e., SMC procedure is executed, though ciphering algorithm can be NULL)
2) Handover is only supported after security activation
3) Chosen encryption algorithm is the same for SRB and DRBs
4) NULL integrity protection algorithm is only allowed for SIMless emergency calls
5) Once activated security cannot be turned off
6) Security algorithm can only be changed during HO
7) All RAN security related RRC messages have to be integrity protected in RAN
SA3 is discussing the possibility to move security end point for a DRB to outside the RAN/AS.  , This would require not to support encryption for the DRB at PDCP.  At the same time, it is quite possible that SA3 will still require security for the SRB(s) in PDCP.
To cater for such an eventuality even if it is in a future release, it is proposed that:
Proposal #1: NR RRC protocol should allow flexibility have security for SRBs in RAN and without having security for all the DRBs in RAN PDCP.  
This allows the possibility to support security for SRB(s) and no security for DRBs or have security for SRBs and some of the DRBs while some other DRBs are not security protected.
From protocol perspective, it can be achieved by either:
· Allowing security activation per RB
· Allowing choice of a different algorithm per DRB and choosing the NULL algorithm for DRBs that do not need RAN security
There does not seem to be a big difference between the two approaches.  Both will require some additional field in the DRB set up message, either to indicate whether security applies to this DRB or to provide the selected algorithm for the DRB being set up.  Option 2 gives more flexibility to allow a different security algorithm for different DRBs should the need arise.
Proposal #2: Chosen Security algorithm for each DRB can be signalled at the time of DRB setup.  NULL algorithm should be used when security is not needed in RAN for a DRB.
It is not clear if there is a need to change the security end point during the life time of a DRB; that is, whether there is the need to change the algorithm for an established DRB.  In any case, such a change of algorithm should be done along with reset of the lower protocol stack to avoid handling data in transit secured with different algorithms.   This can be done either at the time of HO or by releasing and adding the DRB (which has similar impact as resetting the lower layers).
Proposal #3: Change of algorithm for an established DRB is is supported via HO or releasing/adding the DRB.
The LTE limitation of not supporting HO without security became an issue in the context of NB-IoT.   This limitation should be removed in NR RRC for forward compatibility.  Similarly, set up of SRB2 and any DRB should also be allowed without activating security.  
Proposal #4: Handover, SRB2 and DRB set up should be supported without security activation.
The security implications of these proposals have to checked with SA3.  It is hence proposed to:
Proposal #5: send an LS to SA3 with RAN2 decisions to get feedback on any security concerns they may have.
Summary and proposals
This document looked at the protocol restrictions related to security in LTE.  It examined what changes are needed to make the protocol flexible for any future changes to the security architecture.  The following proposals were made.
Proposal #1: NR RRC protocol should allow flexibility have security for SRBs in RAN and without having security for all the DRBs in RAN PDCP.  
Proposal #2: Chosen Security algorithm for each DRB can be signalled at the time of DRB setup.  NULL algorithm should be used when security is not needed in RAN for a DRB.
Proposal #3: Change of algorithm for an established DRB is is supported via HO or releasing/adding the DRB.
Proposal #4: Handover, SRB2 and DRB set up should be supported without security activation.
Proposal #5: send an LS to SA3 with RAN2 decisions to get feedback on any security concerns they may have.
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