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1 Introduction

In RAN2#97 a reply LS [1] on user plane security termination was sent to SA3 indicating “RAN2 clear preference is to have security in RAN in the PDCP layer”. Based on RAN2 input SA3 is expected to take decision on the UP security termination at SA3#86bis meeting one week before RAN2#97bis meeting. However, another aspect for UP security i.e. Integrity protection of User Plane needs further discussion in RAN2 to indicate the RAN2 preference. The SA3 TR [2] captures the following requirement:

	Excerpt from TR 33.899:

5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.


In this contribution we handle two issues:

Issue 1: Trigger the RAN2 discussion on the Integrity protection of User Plane to develop the RAN2 preference. 

Issue 2: Support of the Counter Check Procedure in NR
2 Discussion

2.1 Integrity protection of User Plane
The intention of SA3 to introduce the highlighted requirement on UP integrity protection in [2] is motivated by the need to identify and mitigate the packet injection security threat. Even though the requirement is considered optional for the UE it is considered mandatory for the gNB. It is to be noted that UP integrity protection introduces increased packet processing, introducing overhead for identifying that genuine transmitter is sending the packet and increased battery power consumption (especially UE side). In current LTE system there are other mechanisms to avoid the UP integrity protection requirement to mitigate the packet injection security threat. Such mechanisms rely on the fact that some control plane signaling is exchanged between the RAN and UE before actual UP data exchange. The RRC control plane signaling is both encrypted and integrity protected in LTE. In addition, the RAN can initiate the Counter Check procedure if there is suspicion of packet injection from a rogue transmitter.   

Observation#1: In LTE system the security treat for packet injection can be mitigated based on integrity protected RRC signaling and Counter check mechanism.

Observation#2: Configuring the UE to support UP integrity protection introduces increased packet processing, increased overhead and increased battery power consumption especially for high data rate eMBB service.

Based on the above observations, there seems no real need for the UE to support the UP integrity protection at least for the high data rate eMBB service. Another motivation for supporting the UP integrity protection could arise from the support of data transmission during INACTIVE state by normal UEs and m-MTC UEs. Given that in some solutions very few or no RRC messages are exchanged between the UE and RAN during INACTIVE state for data exchange there may a need to integrity protect the data. When large number of m-MTC devices are supported which may be doing infrequent data exchange the packet injection security treat may be a serious concern. Given the recent discussions at RAN#75 plenary the NR WID [3] states the following objectives:

	Excerpt from NR WID [3]:

4
Objective

4.1
Objective of SI or Core part WI or Testing part WI

The work item should specify the NR functionalities for enhanced mobile broadband (eMBB) and ultra-reliable low-latency-communication (URLLC) as defined in [TR38.913]. The NR under this work item should consider frequency ranges up to 52.6 GHz. The NR functionalities shall be forward compatible and allow for smooth introduction of additional technology components and support for new use cases. Backward compatibility of the NR to LTE is not required. 

……………….

……………….

-
Radio interface protocol architecture and procedures [RAN2]:

-
Control and user plane protocol architecture as recommended in TR 38.804.
-
Defining the UE state machine and transitions including RRC_IDLE, RRC_CONNECTED and RRC_INACTIVE in accordance with their characteristics as described in sub-clause 5.5.2 of TR 38.804:

-
UL and DL data transfer in RRC_INACTIVE might be studied only if all of the other objectives have been completed and time is permitted.




Based on the highlighted text it seems in the objectives of the NR WID the NR functionality for m-MTC and for support of data transmission during INACTIVE state is de-prioritized. Given the status we propose the following:
Proposal#1: For NR phase 1, no support for user plane integrity protection between the UE and the RAN.
2.2 Counter Check Procedure
In LTE system the counter check procedure is specified in TS 36.331 (section 5.3.6) for detecting packet injection attack. In simple terms this RRC procedure is kind of audit where eNB checks if the COUNT provided by the UE for the established DRBs match with the values sent by the eNB in the request message of the procedure. If such an intruder attack is detected then network may decide to release the RRC connection immediately and initiate the authentication procedure when the UE again comes back to connected state. For Carrier Aggregation (CA) scenario, the PCell of the UE initiates the counter check procedure for the DRB established on the SCell(s). This principle was also extended for dual connectivity where the SeNB Counter check procedure is initiated by the SeNB to request the MeNB to execute a counter check procedure to verify the value of the PDCP COUNTs associated with SCG bearers established in the SeNB [4].
Observation#3: In LTE system counter check procedure is specified for all scenarios including CA and DC deployments.

Since the concept of DRBs is adopted for NR and the LTE+NR inter-working based on DC should be specified in phase1 we believe the counter check procedure specified in LTE can be re-used in NR to minimize the specification impact. We make the following proposal:

Proposal#2: RAN2 to agree to re-use the counter check procedure in LTE specification to mitigate the packet injection security threat in NR.

3 Conclusion

Based on the above, RAN2 is requested to discuss and agree on the following proposals:
Observation#1: In LTE system the security treat for packet injection can be mitigated based on integrity protected RRC signaling and Counter check mechanism.

Observation#2: Configuring the UE to support UP integrity protection introduces increased packet processing, increased overhead and increased battery power consumption especially for high data rate eMBB service.
Observation#3: In LTE system counter check procedure is specified for all scenarios including CA and DC deployments.

Proposal#1: For NR phase 1, no support for user plane integrity protection between the UE and the RAN.

Proposal#2: RAN2 to agree to re-use the counter check procedure in LTE specification to mitigate the packet injection security threat in NR.
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