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1. Introduction

The contribution discusses a general security procedure to support data transmission in RRC_INACTIVE state for NR.
2. Discussion

2.1 LTE (User Plane CIoT EPS optimizations/ Light Connection)
In LTE, even though the light connection (which is equivalent to RRC_INACTIVE state) would be defined in Rel-15, we may simply refer the procedure for User Plane CIoT EPS optimizations (shortly CIoT) in Rel-13, which would be re-used for Rel-15 light connection.
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Figure 1 RRC Connection Resume procedure in different eNB for CIoT in LTE [1]
The figure shows the procedure when an RRC connection is resumed in an eNB (the new eNB) different from the one where the connection was suspended (the old eNB) in CIoT. Here the UE sends the RRCConnectionResumeRequest message to the new eNB which includes Resume ID, the establishment cause and authentication token. The authentication token is calculated in the same way as the short MAC-I used in RRC connection re-establishment with the following variable [1]

 REF _Ref476663898 \r \h 
[2]:
VarShortResumeMAC-Input UE variable

-- ASN1START

VarShortResumeMAC-Input-r13 ::=

SEQUENCE {


cellIdentity-r13





CellIdentity,

-- New eNB's

physCellId-r13






PhysCellId,


-- Old eNB's

c-RNTI-r13







C-RNTI,



-- in Old eNB

resumeDiscriminator-r13




BIT STRING(SIZE(1))

}

-- ASN1STOP

Then, the network responds with the RRCConnectionResume message which contains the NextHopChainingCount (NCC). The NextHopChainingCount is used to update the KeNB key based on the KASME key at the new eNB. Also note that the RRCConnectionResume message is not ciphered, since UE does not have the new KeNB key at the new eNB before receiving the NCC value from the network.
2.2 NR (RRC_INACTIVE)

From the NR WID approved last RAN plenary meeting, UL and DL data transfer in RRC_INACTIVE is deprioritized with the following statements in the WI objectives [3]:

	4
Objective

4.1
Objective of SI or Core part WI or Testing part WI

…
-
Radio interface protocol architecture and procedures [RAN2]:

-
Control and user plane protocol architecture as recommended in TR 38.804.
-
Defining the UE state machine and transitions including RRC_IDLE, RRC_CONNECTED and RRC_INACTIVE in accordance with their characteristics as described in sub-clause 5.5.2 of TR 38.804:

-
UL and DL data transfer in RRC_INACTIVE might be studied only if all of the other objectives have been completed and time is permitted.


It is expected that RAN2 would not have enough time to discuss this issue (to send uplink and downlink data while in RRC_INACTIVE) considering time units, and then RAN2 should go with the simple solution (with minimum specification impacts) as much as possible.

Also from LS R2-1702207 [4], SA3 provides their answers for three different scenarios as follows, and indicates that new key for encryption is needed for the Scenario 3 below:

· Scenario 1:  same cell (as it was previously connected). 
· Scenario 2:  same PDCP entity (e.g. PDCP entity does not need to be relocated). 
· This can be the case where UE is at the different cell of the same gNB/CU.
· Scenario 3: different cell and the cell is “covered” by a different PDCP entity (e.g. PDCP relocation is required) 
· This can be the case where UE is at the different gNB/CU.

It should be noted that normally network operators do not (want to) expose their network architecture, so UE does not know in which node the PDCP entity resides (unless the information is broadcast in the system information). So, UE cannot differentiate the scenarios 2 and 3 above, and thus those two scenarios should be handled in the same manner.
If UE remains at the same cell (i.e. for Scenario 1 above), it would be feasible to use the old key for ciphering, and then UE can send uplink without any security update. For instance, UE sends data in Msg3 with e.g. ‘Resume ID MAC CE’ or ‘C-RNTI MAC CE’, and additionally (short) MAC-I if UE verification is required by SA3 requirement.
But for Scenarios 2 and 3 above (at least for Scenario 3), SA3 indicates that new key is needed for encryption, which means UE should perform key update procedure e.g. having the NCC value from the target cell. We think the key update procedure would be almost identical to the resume procedure, and thus we propose that UE should enter RRC_CONNECTED in order to send data for Scenarios 2 and 3. Then the same procedure in the LTE light connection described in Section 2.1 above (i.e. UE receives the NCC value from the RRCConnectionResume message at the target) can be reused, instead of defining a new (security) procedure to support Scenarios 2 and 3 above. 
Proposal 1: Uplink data transmission while in RRC_INACTIVE can be supported only if UE is at the same cell as it was previously connected.
Proposal 2: UE enters RRC_CONNECTED to send data if it is at the different cell (from the cell where UE was previously connected) while in RRC_INACTIVE.
3. Conclusion
Proposal 1: Uplink data transmission while in RRC_INACTIVE can be supported only if UE is at the same cell as it was previously connected.
Proposal 2: UE enters RRC_CONNECTED to send data if it is at the different cell (from the cell where UE was previously connected) while in RRC_INACTIVE.
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