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Introduction
[bookmark: _GoBack]At the previous meetings there was some progress on the state modelling and state transitions for NR. This contribution attempts to further progress the area of state transition from RRC_CONNECTED to RRC_INACTIVE addressing the content of the suspend message including security aspects.
Current agreed text on state transitions (38.304)



Figure 5.5.2-1:	UE state machine and state transitions in NR
NOTE 2:	It is FFS how the UE transits from RRC_INACTIVE to RRC_IDLE in NR.
NOTE 3:	It is FFS how the UE transits from RRC_CONNECTED to RRC_INACTIVE
Paging operation details for the NR RRC_IDLE and RRC_INACTIVE state are specified in 10.1.1.2.
The following state transitions are supported between the aforementioned RRC states (as also presented in Figure 5.5.2-1):
-	from RRC_IDLE to RRC_CONNECTED, following the "connection setup" procedure (e.g. request, setup, complete);
-	from RRC_CONNECTED to RRC_IDLE, following (at least) the "connection release" procedure;
-	from RRC_CONNECTED to RRC_INACTIVE, following the "connection inactivation" procedure;
-	from RRC_INACTIVE to RRC_CONNECTED, following the "connection activation" procedure;
-	from RRC_INACTIVE to RRC_IDLE.
NOTE 4:	Number of steps for each RRC procedure and the corresponding RRC message will be decided in the work item phase.

[bookmark: _Ref478111243]Discussion
Transitions from RRC_CONNECTED to RRC_INACTIVE
It has been agreed that UEs in RRC_CONNECTED shall be able to perform a state transition to RRC_INACTIVE where the UE AS Context is stored in the UE and the RAN, in order to quickly resume the connection.
From the agreements captured in the TR 38.304 it becomes very clear that the RRC_INACTIVE state shares many similarities with the LTE Rel-13 RRC-Suspend and Rel-14 LTE Light Connection hence, it is quite natural to assume the procedures defined in LTE as baseline.
The current LTE procedure for RRC suspend, for example, relies on an RRCConnectionRelease message with the releaseCause equals to rrc-Suspend. For LTE Light Connection, the same RRC message is considered, with the addition that it allows the configuration of a RAN paging area, and a RAN DRX cycle, also features agreed in NR for the RRC_INACTIVE state. Below is shown the proposed RRCConnectionRelease message from the CR in LTE Light Connection as a reference [1].
RRCConnectionRelease message
-- ASN1START

RRCConnectionRelease ::=			SEQUENCE {
	rrc-TransactionIdentifier			RRC-TransactionIdentifier,
	criticalExtensions					CHOICE {
		c1									CHOICE {
			rrcConnectionRelease-r8				RRCConnectionRelease-r8-IEs,
			spare3 NULL, spare2 NULL, spare1 NULL
		},
		criticalExtensionsFuture			SEQUENCE {}
	}
}

RRCConnectionRelease-r8-IEs ::=		SEQUENCE {
	releaseCause						ReleaseCause,
	redirectedCarrierInfo				RedirectedCarrierInfo				OPTIONAL,	-- Need ON
	idleModeMobilityControlInfo			IdleModeMobilityControlInfo			OPTIONAL,	-- Need OP
	nonCriticalExtension				RRCConnectionRelease-v890-IEs		OPTIONAL
}

RRCConnectionRelease-v890-IEs ::=	SEQUENCE {
	lateNonCriticalExtension			OCTET STRING (CONTAINING RRCConnectionRelease-v9e0-IEs)	OPTIONAL,
	nonCriticalExtension				RRCConnectionRelease-v920-IEs		OPTIONAL
}

-- Late non critical extensions
RRCConnectionRelease-v9e0-IEs ::= SEQUENCE {
	redirectedCarrierInfo-v9e0			RedirectedCarrierInfo-v9e0			OPTIONAL,	-- Cond NoRedirect-r8
	idleModeMobilityControlInfo-v9e0	IdleModeMobilityControlInfo-v9e0	OPTIONAL,	-- Cond IdleInfoEUTRA
	nonCriticalExtension				SEQUENCE {}							OPTIONAL
}

-- Regular non critical extensions
RRCConnectionRelease-v920-IEs ::=	SEQUENCE {
	cellInfoList-r9					CHOICE {
		geran-r9						CellInfoListGERAN-r9,
		utra-FDD-r9						CellInfoListUTRA-FDD-r9,
		utra-TDD-r9						CellInfoListUTRA-TDD-r9,
		...,
		utra-TDD-r10					CellInfoListUTRA-TDD-r10
	}															OPTIONAL,	-- Cond Redirection
	nonCriticalExtension			RRCConnectionRelease-v1020-IEs		OPTIONAL
}

RRCConnectionRelease-v1020-IEs ::=	SEQUENCE {
	extendedWaitTime-r10				INTEGER (1..1800)		OPTIONAL,	-- Need ON
	nonCriticalExtension			RRCConnectionRelease-v1320-IEs				OPTIONAL
}

RRCConnectionRelease-v1320-IEs::=	SEQUENCE {
	resumeIdentity-r13					ResumeIdentity-r13				OPTIONAL,	-- Need OR 	
	nonCriticalExtension				RRCConnectionRelease-v14xy-IEs		OPTIONAL
}

RRCConnectionRelease-v14xy-IEs ::=	SEQUENCE {
	rrc-LightConnectionIndication-r14	ENUMERATED {true} 				OPTIONAL,	-- Need OR
	ran-PagingConfig-r14					RAN-PagingConfig-r14				OPTIONAL,	-- Need ON
	nonCriticalExtension					SEQUENCE {}						OPTIONAL
}

RAN-PagingConfig-r14 ::=				SEQUENCE {
	ran-PagingCycle-r14			ENUMERATED {	rf32, rf64, rf128, rf256}		OPTIONAL, -- Need OR
	ran-PagingAreaInfo-r14		RAN-PagingAreaInfo-r14						OPTIONAL, -- Need ON
	ran-PeriodicPAU-r14			ENUMERATED {min5, min10, min30, min60, 																min120, min360, min720, infinity}			OPTIONAL, -- Need OP
    ...
}

RAN-PagingAreaInfo-r14		::=  CHOICE {
		ran-pagingAreaCellList-r14		SEQUENCE (SIZE (1..maxRanPagingCells-r14)) OF CellIdentity,
		trackingArea-r14						ENUMERATED {true},
		...
	}
}


ReleaseCause ::=				ENUMERATED {loadBalancingTAUrequired,
											other, cs-FallbackHighPriority-v1020, rrc-Suspend-v1320}

[bookmark: OLE_LINK101][bookmark: OLE_LINK102]RedirectedCarrierInfo ::=			CHOICE {
	eutra								ARFCN-ValueEUTRA,
	geran								CarrierFreqsGERAN,
	utra-FDD							ARFCN-ValueUTRA,
	utra-TDD							ARFCN-ValueUTRA,
[bookmark: OLE_LINK114][bookmark: OLE_LINK115]	cdma2000-HRPD						CarrierFreqCDMA2000,
	cdma2000-1xRTT						CarrierFreqCDMA2000,
	...,
	utra-TDD-r10						CarrierFreqListUTRA-TDD-r10
}

RedirectedCarrierInfo-v9e0 ::=			SEQUENCE {
	eutra-v9e0								ARFCN-ValueEUTRA-v9e0
}

CarrierFreqListUTRA-TDD-r10 ::=			SEQUENCE (SIZE (1..maxFreqUTRA-TDD-r10)) OF ARFCN-ValueUTRA

IdleModeMobilityControlInfo ::=		SEQUENCE {
	freqPriorityListEUTRA				FreqPriorityListEUTRA			OPTIONAL,		-- Need ON
	freqPriorityListGERAN				FreqsPriorityListGERAN			OPTIONAL,		-- Need ON
	freqPriorityListUTRA-FDD			FreqPriorityListUTRA-FDD		OPTIONAL,		-- Need ON
	freqPriorityListUTRA-TDD			FreqPriorityListUTRA-TDD		OPTIONAL,		-- Need ON
	bandClassPriorityListHRPD			BandClassPriorityListHRPD		OPTIONAL,		-- Need ON
	bandClassPriorityList1XRTT			BandClassPriorityList1XRTT		OPTIONAL,		-- Need ON
	t320								ENUMERATED {
											min5, min10, min20, min30, min60, min120, min180,
											spare1}						OPTIONAL,		-- Need OR
	...,
	[[	freqPriorityListExtEUTRA-r12		FreqPriorityListExtEUTRA-r12		OPTIONAL		-- Need ON
	]],
	[[	freqPriorityListEUTRA-v1310			FreqPriorityListEUTRA-v1310			OPTIONAL,		-- Need ON
		freqPriorityListExtEUTRA-v1310		FreqPriorityListExtEUTRA-v1310		OPTIONAL		-- Need ON
	]]
}

IdleModeMobilityControlInfo-v9e0 ::=	SEQUENCE {
	freqPriorityListEUTRA-v9e0			SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v9e0
}

FreqPriorityListEUTRA ::=			SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA

FreqPriorityListExtEUTRA-r12 ::=		SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-r12

FreqPriorityListEUTRA-v1310 ::=			SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310

FreqPriorityListExtEUTRA-v1310 ::=		SEQUENCE (SIZE (1..maxFreq)) OF FreqPriorityEUTRA-v1310

FreqPriorityEUTRA ::=				SEQUENCE {
	carrierFreq							ARFCN-ValueEUTRA,
	cellReselectionPriority				CellReselectionPriority
}

FreqPriorityEUTRA-v9e0 ::=			SEQUENCE {
	carrierFreq-v9e0					ARFCN-ValueEUTRA-v9e0		OPTIONAL	-- Cond EARFCN-max
}

FreqPriorityEUTRA-r12 ::=				SEQUENCE {
	carrierFreq-r12							ARFCN-ValueEUTRA-r9,
	cellReselectionPriority-r12				CellReselectionPriority
}

FreqPriorityEUTRA-v1310 ::=				SEQUENCE {
	cellReselectionSubPriority-r13				CellReselectionSubPriority-r13 		OPTIONAL		-- Need ON
}

FreqsPriorityListGERAN ::=			SEQUENCE (SIZE (1..maxGNFG)) OF FreqsPriorityGERAN

FreqsPriorityGERAN ::=				SEQUENCE {
	carrierFreqs						CarrierFreqsGERAN,
	cellReselectionPriority				CellReselectionPriority
}

FreqPriorityListUTRA-FDD ::=		SEQUENCE (SIZE (1..maxUTRA-FDD-Carrier)) OF FreqPriorityUTRA-FDD

FreqPriorityUTRA-FDD ::=			SEQUENCE {
	carrierFreq							ARFCN-ValueUTRA,
	cellReselectionPriority				CellReselectionPriority
}

FreqPriorityListUTRA-TDD ::=		SEQUENCE (SIZE (1..maxUTRA-TDD-Carrier)) OF FreqPriorityUTRA-TDD

FreqPriorityUTRA-TDD ::=			SEQUENCE {
	carrierFreq							ARFCN-ValueUTRA,
	cellReselectionPriority				CellReselectionPriority
}

BandClassPriorityListHRPD ::=		SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriorityHRPD

BandClassPriorityHRPD ::=			SEQUENCE {
	bandClass							BandclassCDMA2000,
	cellReselectionPriority				CellReselectionPriority
}

BandClassPriorityList1XRTT ::=	SEQUENCE (SIZE (1..maxCDMA-BandClass)) OF BandClassPriority1XRTT

BandClassPriority1XRTT ::=			SEQUENCE {
	bandClass							BandclassCDMA2000,
	cellReselectionPriority				CellReselectionPriority
}

CellInfoListGERAN-r9 ::=		SEQUENCE (SIZE (1..maxCellInfoGERAN-r9)) OF CellInfoGERAN-r9

CellInfoGERAN-r9 ::=				SEQUENCE {
	physCellId-r9						PhysCellIdGERAN,
	carrierFreq-r9						CarrierFreqGERAN,
	systemInformation-r9				SystemInfoListGERAN
}

CellInfoListUTRA-FDD-r9 ::=			SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-FDD-r9

CellInfoUTRA-FDD-r9 ::=				SEQUENCE {
	physCellId-r9						PhysCellIdUTRA-FDD,
	utra-BCCH-Container-r9				OCTET STRING
}

CellInfoListUTRA-TDD-r9 ::=			SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r9

CellInfoUTRA-TDD-r9 ::=				SEQUENCE {
	physCellId-r9						PhysCellIdUTRA-TDD,
	utra-BCCH-Container-r9				OCTET STRING
}

CellInfoListUTRA-TDD-r10 ::=		SEQUENCE (SIZE (1..maxCellInfoUTRA-r9)) OF CellInfoUTRA-TDD-r10

CellInfoUTRA-TDD-r10 ::=			SEQUENCE {
	physCellId-r10						PhysCellIdUTRA-TDD,
	carrierFreq-r10						ARFCN-ValueUTRA,
	utra-BCCH-Container-r10				OCTET STRING
}

-- ASN1STOP

[bookmark: _Toc478133216][bookmark: _Toc478144080]For LTE RRC-Suspend and Light Connection, the UE is suspended from RRC_CONNECTED with the RRCConnectionRelease message with a special releaseCause.
As can be seen from the definition of the LTE RRCConnectionRelease message, several different extensions have been made since Rel-8, making the message more cumbersome and complex. Since it is likely that for NR, both the transition from RRC_CONNECTED to RRC_IDLE and the transition from RRC_CONNECTED to RRC_INACTIVE will continue to evolve to add new functionality, where the modifications may not be applicable to both target states, a new message type should be introduced for the transition from RRC_CONENCTED to RRC_INACTIVE (e.g. RRCConnectionSuspend) to allow independent evolution and modification compared to the transition to RRC_IDLE.
[bookmark: _Toc477864322][bookmark: _Toc477864388][bookmark: _Toc477864396][bookmark: _Toc477864405][bookmark: _Toc477864670][bookmark: _Toc477864737][bookmark: _Toc477874228][bookmark: _Toc477874237][bookmark: _Toc477874255][bookmark: _Toc477874264][bookmark: _Toc477874273][bookmark: _Toc477953110][bookmark: _Toc477962756][bookmark: _Toc478111160][bookmark: _Toc478111272][bookmark: _Toc478111290][bookmark: _Toc478114438][bookmark: _Toc478133149][bookmark: _Toc478133171][bookmark: _Toc478133179][bookmark: _Toc478133187][bookmark: _Toc478133218][bookmark: _Toc478144081]A new RRC message for the transition from RRC_CONNECTED to RRC_INACTIVE (e.g. RRCConnectionSuspend) should be introduced in NR.
Figure 1 shows the transition for a UE from RRC_CONNECTED to RRC_INACTIVE.
[image: H:\NSA\RAN2 contributions\RAN2#97bis\RAN area update figures\RRC_CONNECTED to  RRC_INACTIVE.png]
[bookmark: _Ref478133119]Figure 1. RRC Connection suspend procedure.
The content of this new RRCConnectionSuspend message should contain configurations for the UE to perform UE based mobility, e.g. inactiveModeMobilityControlInfo. As a baseline, the content and usage of inactiveModeMobilityControlInfo should be based on idleModeMobilityControlInfo, where the UE only considers frequency priorities which are provided along with a validity timer (e.g. T320). For future-proofness, a new IE should be introduced instead of extending idleModeMobilityControlInfo with parameters only applicable to RRC_INACTIVE. . In addition, the UE will need a Resume ID which it will use to identify itself when it resumes its connection [1]. To enable improved security handling when the UE resumes its connection, the RRCConnectionSuspend message should also contain the Next hop chaining counter (NCC) which will allow the UE to calculate new security keys before transmitting the RRCConnectionResumeRequest message.
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· [bookmark: _Toc477864324][bookmark: _Toc477864390][bookmark: _Toc477864398][bookmark: _Toc477864407][bookmark: _Toc477864672][bookmark: _Toc477864739][bookmark: _Toc477874230][bookmark: _Toc477874239][bookmark: _Toc477874257][bookmark: _Toc477874266][bookmark: _Toc477874275][bookmark: _Toc477953112][bookmark: _Toc477962758][bookmark: _Toc478111162][bookmark: _Toc478111274][bookmark: _Toc478111292][bookmark: _Toc478114440][bookmark: _Toc478133151][bookmark: _Toc478133173][bookmark: _Toc478133181][bookmark: _Toc478133189][bookmark: _Toc478133220][bookmark: _Toc478144083]inactiveModeMobilityControlInfo
· [bookmark: _Toc477864325][bookmark: _Toc477864391][bookmark: _Toc477864399][bookmark: _Toc477864408][bookmark: _Toc477864673][bookmark: _Toc477864740][bookmark: _Toc477874231][bookmark: _Toc477874240][bookmark: _Toc477874258][bookmark: _Toc477874267][bookmark: _Toc477874276][bookmark: _Toc477953113][bookmark: _Toc477962759][bookmark: _Toc478111163][bookmark: _Toc478111275][bookmark: _Toc478111293][bookmark: _Toc478114441][bookmark: _Toc478133152][bookmark: _Toc478133174][bookmark: _Toc478133182][bookmark: _Toc478133190][bookmark: _Toc478133221][bookmark: _Toc478144084]resumeIdentity
· [bookmark: _Toc477864326][bookmark: _Toc477864392][bookmark: _Toc477864400][bookmark: _Toc477864409][bookmark: _Toc477864674][bookmark: _Toc477864741][bookmark: _Toc477874232][bookmark: _Toc477874241][bookmark: _Toc477874259][bookmark: _Toc477874268][bookmark: _Toc477874277][bookmark: _Toc477953114][bookmark: _Toc477962760][bookmark: _Toc478111164][bookmark: _Toc478111276][bookmark: _Toc478111294][bookmark: _Toc478114442][bookmark: _Toc478133153][bookmark: _Toc478133175][bookmark: _Toc478133183][bookmark: _Toc478133191][bookmark: _Toc478133222][bookmark: _Toc478144085]ran-AreaInfo
· [bookmark: _Toc477864327][bookmark: _Toc477864393][bookmark: _Toc477864401][bookmark: _Toc477864410][bookmark: _Toc477864675][bookmark: _Toc477864742][bookmark: _Toc477874233][bookmark: _Toc477874242][bookmark: _Toc477874260][bookmark: _Toc477874269][bookmark: _Toc477874278][bookmark: _Toc477953115][bookmark: _Toc477962761][bookmark: _Toc478111165][bookmark: _Toc478111277][bookmark: _Toc478111295][bookmark: _Toc478114443][bookmark: _Toc478133154][bookmark: _Toc478133176][bookmark: _Toc478133184][bookmark: _Toc478133192][bookmark: _Toc478133223][bookmark: _Toc478144086]ran-PagingCycle
· [bookmark: _Toc477864328][bookmark: _Toc477864394][bookmark: _Toc477864402][bookmark: _Toc477864411][bookmark: _Toc477864676][bookmark: _Toc477864743][bookmark: _Toc477874234][bookmark: _Toc477874243][bookmark: _Toc477874261][bookmark: _Toc477874270][bookmark: _Toc477874279][bookmark: _Toc477953116][bookmark: _Toc477962762][bookmark: _Toc478111166][bookmark: _Toc478111278][bookmark: _Toc478111296][bookmark: _Toc478114444][bookmark: _Toc478133155][bookmark: _Toc478133177][bookmark: _Toc478133185][bookmark: _Toc478133193][bookmark: _Toc478133224][bookmark: _Toc478144087]Next hop chaining count (NCC)
The proposed RRCConnectionSuspend message can contain configurations which may be sensitive for the UE security and privacy. For instance, the RAN area cell list indicates within which area the UE will remain, and the resumeIdentity can be used to identify the UE when it tries to resume its connection or leave the area. Because of this, the RRCConnectionSuspend message must be sent encrypted to the UE and  that security must be activated before the UE can be suspended to RRC_INACTIVE.
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Conclusion
In section 3 we made the following observations:
Observation 1	For LTE RRC-Suspend and Light Connection, the UE is suspended from RRC_CONNECTED with the RRCConnectionRelease message with a special releaseCause.
Based on the discussion in section 3 we propose the following:
Proposal 1	A new RRC message for the transition from RRC_CONNECTED to RRC_INACTIVE (e.g. RRCConnectionSuspend) should be introduced in NR.
Proposal 2	The RRCConnectionSuspend message should at least contain:
	inactiveModeMobilityControlInfo
	resumeIdentity
	ran-AreaInfo
	ran-PagingCycle
	Next hop chaining count (NCC)
Proposal 3	The RRCConnectionSuspend message must be sent encrypted as the content is sensitive for UE security and privacy.
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