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Introduction
In RAN2#97, the following agreements were made regarding RRC signalling between the UE and the SN:

Agreements
1:	For the SN/MN RRC reconfiguration requiring also MN/SN RRC reconfiguration, a MN RRC message is delivered with an embedded SN RRC message.

2	UE can be configured with an SCG SRB to allow SN RRC messages to be sent directly between UE and SN.

3:	For SN RRC reconfigurations not requiring any coordination with MN then SN RRC messages can be transported directly to the UE (or eNB implementation can be deliver it embedded within a MN RRC message)

4	Measurement reporting for mobility within the SN can be transported in SN RRC messages directly from UE to SN, if SCG SRB is configured. Detail rules for UE to select transmission path for UL message to be defined in WI.

5	These agreements do not imply that the UE has to do any reordering of RRC messages.


It has also been agreed that:
Agreement
1:	For Scenario 3/a/x of LTE/NR tight interworking, the S-KeNB is derived from the master node KeNB.

In this paper, we will discuss some security aspects of the introduction of this direct SRB from the SN. Note that we focus on the LTE-NR tight interworking scenario where the LTE is the MN and NR is the SN.
[bookmark: _Ref178064866]Discussion
In LTE DC, the concept of S-KeNB was introduced to handle the security in the UP [1][2]. Figure 1 illustrates the security handling of the UP in LTE DC.
The MN first derives the S-KeNB from the KeNB and an SCG freshness counter. The S-KeNB is sent to the SN, along with the list of encryption algorithms that the UE supports and an indication that this is referring to UP security. The SN selects an algorithm from the provided list and uses that and the S-KeNB to derive the KUPenc to be used for UP encryption. The selected encryption algorithm by the SN and the SCG counter used by the MN are communicated to the UE. The UE then uses the same mechanisms as the MN to compute the S-KeNB, and then use it in the same way as in the SN to compute the KUPenc. After that, data radio bearers are encrypted (and decrypted at the receiving end) by XORing the bearer data stream with a bit stream generated by the chosen EPS encryption algorithm (EEA) that uses the KUPenc as well as the bearer ID, direction (UL or DL), the length of the bit stream to be generated and the PDCP count value).




Figure 1: SCG UP security in LTE DC

On the other hand, since RRC was terminated only at the MN in LTE DC, the security handling of RRC was not changed from legacy LTE (i.e. UE will get a security mode command from the MN which indicates the algorithm to be used for the integrity protection of the CP messages as well as the ciphering algorithms for both CP and UP data). The derivation of KRRCenc and KRRCint is done in the same fashion as that of KUPenc in that a KDF (key derivation function) is used which takes as an input the KeNB and the encryption/integrity -protection algorithms to be used (in the case of the LTE DC, the KeNB used is that of the MN).  
With the introduction of direct SRB from the SN as per the agreements of RAN2#97, CP message can now be communicated directly between the UE and SN. An LS notifying SA3 about this agreement and that they should consider it in their work has been sent out [3]. 
The impact of this agreement in direct SRB is that the KRRCenc and KRRCint to be used for this purpose have to be derived both at the UE and SN. Figure 2 illustrates a possible security setup procedure in the case where we have direct SRB from the SN. 
The difference from Figure 1 is that the SN now uses the S-KeNB to derive the KRRCenc and KRRCint, the algorithms used for the encryption (alg-1, which is the same for both UP and RRC) and integrity protection (alg-2, only for RRC) are passed to the UE via the MN. The UE derives KRRCenc and KRRCint, based on the received input. Afterwards, RRC messages are first integrity protected and then encrypted before being sent (and the reverse process, i.e. decryption and then integrity verification, is performed at the receiving end).



Figure 2: SCG security (UP and direct SRB)
The procedure shown above is equivalent to the RRC security setup in legacy LTE, except for the usage of S-KeNB instead of the KeNB. It should be noted that the RRC signalling between the MN and UE is not affected by this.

[bookmark: _Ref190406817][bookmark: _Toc226862296][bookmark: _Toc347823621][bookmark: _Toc347824073][bookmark: _Toc347824246]For the case of LTE-NR tight interworking where a direct SRB is configured between the UE and SN, an approach like the RRC security setup in legacy LTE could be used, where the S-KeNB is employed instead of the KeNB. 

[bookmark: _GoBack]Thus, from the RAN point of view, only one of the parameters used in the RRC encryption and integrity protection key derivations should be changed. However, any security implications of adopting such a procedure should be investigated by SA3. As we have discussed in detail in [4], the direct SRB is an optional feature which potentially should support only a subset of all the possible RRC signalling. It is important to have an agreement on this (i.e. which RRC functionalities/messages are supported by the direct SRB) as the security implications of all the RRC procedures are not the same. That is, the more CP functionalities the SN can perform independently of the MN via the direct SRB, the more vulnerable the security of the network will be in case the SN becomes compromised or tampered with. 
Thus, we propose:
Proposal 1	RAN2 to discuss and decide the RRC functionalities/messages to be supported by a direct SRB between the UE and the SN.
Proposal 2	RAN2 to send an LS to SA3 asking to investigate the security implications of adopting the legacy RRC security setup procedure using the S-KeNB as the key instead of the KeNB, for a direct SRB signalling between the UE and SN supporting the agreed upon RRC functionalities/messages. 

Conclusion
In RAN2#97, it was agreed to adopt direct SRB from the SN. In this contribution, we have described how the RRC security setup could be handled for such direct SRB(s) and we have observed:

1. For the case of LTE-NR tight interworking where a direct SRB is configured between the UE and SN, an approach like the RRC security setup in legacy LTE could be used, where the S-KeNB is employed instead of the KeNB. 

Thus, we propose:
Proposal 1	RAN2 to discuss and decide the RRC functionalities/messages to be supported by a direct SRB between the UE and the SN.
Proposal 2	RAN2 to send an LS to SA3 asking to investigate the security implications of adopting the legacy RRC security setup procedure using the S-KeNB as the key instead of the KeNB, for a direct SRB signalling between the UE and SN supporting the agreed upon RRC functionalities/messages. 
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