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1	Introduction
RAN2 finally agreed on the end marker solution for the HO where WT is retained at RAN2#97. However, since that was the last meeting of the WID, it appears that some aspects were left overlooked and the current description of the procedure is not fully clear. In this paper, we discuss how to clarify the procedures.
2	eLWA HO with WT: Issues with the end marker solution
2.1	Unclear issues with the solution 
There are still some clarifications regarding the end marker solution:
1. How does the SeNB know if the UE can handle two PDCP keys?
2. Are the UL and DL keys always changed at the same time?
3. Is the UL end marker sent to both source and target eNBs? If not, how does the WT know where to send the UL end marker packet?
4. The end marker packet is not currently captured in the Stage-2 procedures – it should be captured there!
These are all handled in the following sections.
2.2	Two keys at UE
The decision at RAN2 was that UE may be able to retain the source and target eNB keys even during the handover, and this was agreed to be captured. However, it seems that the eNB knowledge of this was not considered. The simplest way to resolve this would be to have a UE capability for this. See R2-1702682 for more discussion on this.
Observation 1: UE capability solves the issue of eNB knowing whether UE is capable of using two PDCP keys during the handover.
2.3	When are the UL and DL keys changed at UE?
The decisions for the key changes during RAN2#97bis were as follows:

3.	For the DL, UE continues using the source eNB PDCP key for PDCP packets until it receives the “LWA end-marker with last SN”, then the UE starts using target eNB PDCP key for PDCP packets after the indicated SN. If HO completes before end marker is received, then behaviour is left to UE implementation. 
4	For the UL, the UE starts using target eNB PDCP key and sends the LWA end-marker to the WT immediately after the HO command is received.

Since the DL and UL end marker packets are not required to be sent concurrently, but UE shall change the UL keys once it receives the HO command, there are the following possibilities:
A. UE changes both UL and DL keys at the same time (i.e. whichever is received and processed first: DL end marker packet or RRCConnectionReconfiguration with mobilityControlInfo)
B. UE change the UL and DL keys at different times (i.e. UL key upon reception of HO command, and DL key upon reception of DL end marker packet)
Both options have some difficulties to overcome:
· Option A has no problems with key storage: UE simply changes the keys immediately. 
· However, this has the drawback that if the DL end marker packet has not been received, UE should immediately start discarding all packets received from the source eNB via WLAN, which may cause data loss. 
· This also means that the UE will discard all data packets until the end marker, after which is continues to process the remaining packets.
· Option B allow more flexibility at UE, but requires that all UEs have to be capable of storing two instances of PDCP keys during the handover.
· This also means the UEs will effectively have to have two PDCP entities per bearer: One for the source eNB (DL) packets, and one for the (UL) packets to be sent to target eNB. 
· To avoid data loss, either the WT should forward all the packets to both the source and target eNBs (until WT release), or then the WT should read the end marker packet and only forward relevant packets to source/target eNB.
However, it is not 100% sure which of the options is according to the RAN2 decisions, and since this can affect UE and network behaviour, it should be clarified in RRC and Stage-2 specification what the UE does. Further, it is also conceivable that Option A could be used by UEs that cannot store two PDCP keys, and Option B is used by the UEs that can do that. But even that is currently not clear.
Observation 2: UE behaviour for PDCP key change during handover where WT is retained is ambiguous.
Proposal 1: RAN2 to clarify what is the correct UE behaviour for PDCP keys in handover where WT is retained.

2.4	Where is the UL end marker forwarded by WT?
During the discussions of eLWA, it was agreed that WT shall not be mandated to read the packet headers or the end marker packet. This was done to ensure interworking with legacy WTs, as well as to minimize the overhead for WT processing. While the WT is allowed to do this, the procedures should still work even when the WT doesn’t do that.
Once the UE sends the UL end marker packet to WT, it is quite possible that the WT is connected to both source and target eNB. The default assumption has been that all packets are forwarded to source eNB until source does WT release, but this presents some difficulties:
· If the WT doesn’t know when the end marker packet is sent, it may send several packets to source eNB at the same time as the end marker packet (or simply before the WT release). All of these packets would be discarded by the source, and since UE considers them as successfully transmitted (according to the following agreement from RAN2#97), they will never be retransmitted by upper layers:
	=>	PDCP retransmission of packets sent over WLAN is not supported during PDCP re-establishment of LWA bearer, and change of LWA bearer to LTE bearer, even if PDCP status report indicates that the PDCP PDU is missing.


· If the WT reads the PDCP packets, the current Stage-.2 procedural description still doesn’t make any mention of forwarding packets to both source and target eNB. It only says that source eNB may discard some packets, but target eNB should always process all packets. Therefore, the specification does not allow forwarding packets until the end marker to target eNB.
Observation 3: Current specification may lead to discarding of valid packets at source eNB, which are then never retransmitted since UE will consider them to be received correctly.
Observation 4: Specifications do not allow WT to forward uplink packets to both source and target eNB without reading the UL end marker packet.
Proposal 2: Change Stage-2 to allow WT to forward packets to both source and target eNBs even before receiving the end marker packet.
Proposal 3: If proposal 2 is agreed, inform RAN3 of the agreement.
2.5	How should the end marker packet be captured in Stage-2?
The end marker is currently not captured at all in the Stage-2 descriptions, except in the text for the UP part. This makes the procedure very hard to read, as its missing a key component of how the procedure is expected to work (including aspects discussed in this document). We think this should be remedied and the Stage-2 description should also contain the signalling for the end marker packet, since this has also been done in section 10.1.2.1.1 of Stage-2 for normal handover procedures.
Proposal 4: Capture the UL and DL end markers in the Stage-2 procedural descriptions.
2.6	Resolving the issues 
We have captured an example of the Stage-2 changes in Annex A. For RRC changes, a new capability is needed, but this is discussed together with the rest of the LWA capabilities in R2-1702682.
3	Conclusions 
We have discussed the ambiguities remaining in the end marker solution. We have observed and proposed the following:
Observation 1: UE capability solves the issue of eNB knowing whether UE is capable of using two PDCP keys during the handover.
Observation 2: UE behaviour for PDCP key change during handover where WT is retained is ambiguous.
Observation 3: Current specification may lead to discarding of valid packets at source eNB, which are then never retransmitted since UE will consider them to be received correctly.
Observation 4: Specifications do not allow WT to forward uplink packets to both source and target eNB without reading the UL end marker packet.
Proposal 1: RAN2 to clarify what is the correct UE behaviour for PDCP keys in handover where WT is retained.
Proposal 2: Change Stage-2 to allow WT to forward packets to both source and target eNBs even before receiving the end marker packet.
Proposal 3: If proposal 2 is agreed, inform RAN3 of the agreement.
Proposal 4: Capture the UL and DL end markers in the Stage-2 procedural descriptions.
Annex A: Stage-2 description of HO where WT is retained
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Inter-eNB handover without WT change is used to transfer context data from a source eNB to a target eNB while the LWA connectivity is kept.






Figure 10.1.2.9-1: Handover without WT change
1.	The source eNB starts the handover procedure by initiating the X2 Handover Preparation procedure. The source eNB includes the LWA configuration in the HANDOVER REQUEST: the Mobility Set currently valid for the UE, the WT UE XwAP ID and WT ID as a reference to the UE context in the WT that was established by the source eNB.
2.	If the target eNB decides to keep the LWA connection, the target eNB sends WT ADDITION REQUEST to the WT including the WT UE XwAP ID as a reference to the UE context in the WT that was established by the source eNB. The WT shall use this information to check if the UE context is present.
3.	If successful, the WT replies with WT ADDITION REQUEST ACKNOWLEDGE.
4.	If both, the target eNB and the WT decided to keep the LWA connection in steps 2 and 3 respectively, the target eNB sends the HANDOVER REQUEST ACKNOWLEDGE message, which includes the LWA configuration and the UE LWA Context Kept Indicator, and may also provide forwarding addresses to the source eNB.
5.	The source eNB triggers the UE to apply the new configuration.
6a.	Once the source eNB has sent the last packet to UE, it sends a DL end marker packet to the UE.
NOTE:	The end marker packet should be sent before the UE completes the handover, i.e. before step 9.
6b.	After the UE applies the target eNB PDCP keys contained in the handover command, the UL end marker packet is sent to WT. 
6c. If the WT is able to read the end marker packet, it may forward the end marker to both source and target eNBs. Otherwise, the end marker packet is only forwarded to source eNB.
76.	The source eNB sends the WT Release Request to the WT, indicating whether the UE context has been matched at the target. The WT keeps the relevant part of the UE context based on the identification information provided from the target eNB at step 2.
NOTE:	The source eNB may postpone sending the WT Release Request until the UE CONTEXT RELEASE is received in step 12.
7-8.	The UE synchronizes to the target eNB and replies with RRCConnectionReconfigurationComplete message.
9.	The source eNB forwards the SN status to the target eNB.
10-11.	The target eNB initiates the S1 Path Switch procedure.
12.	The target eNB initiates the UE Context Release procedure towards the source eNB.
NOTE:	Some time after the handover without WT change procedure, the target eNB may provide the UE and the WT with new WLAN security information. Based on this information, the UE re-authenticates itself in the WLAN network.
User plane aspects:
Before the source eNB initiates the WT Release Request, the WT is configured with bearer tunnels to both source and target eNB.
In the downlink, the source eNB forwards end marker packets immediately after the last data packets sent to the WT for a particular bearer, and the WT forwards packets received from either eNB towards the UE. The end marker packets may be used by the UE to switch the PDCP key.
In the uplink, the UE inserts end marker packets to indicate the key switch. The WT may use the end marker packets to infer which packets should be forwarded to source eNB or target eNB. The source eNB may use the end marker packets to infer which packets it should process or discard while the source Xw-u tunnel is operational. The target eNB processes all received packets.
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