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1. Overall Description:

RAN2 has continued to discuss LTE RRC procedures vulnerability for potential security/privacy attacks if unprotected RRC connection release message with redirection to unauthenticated GSM BTS is received by the LTE UE (see attachments) as indicated by the previous LS to SA3 in R2-169124.
RAN2 has discussed and considered a solution to the issue:

· The message could be always secured. However, this has the downside that UEs would still accept the messages from fake eNBs, so UEs should also reject messages with unsecured redirection for this solution to work, which could cause issues in deployments where operators have not yet deployed the solution.

· If the redirection is sent unsecured, the UE upper layers can be configured so that UE may or may not accept the message. However, this would require some NAS interaction. RAN2 also considered having the indication in SIB, but that was thought to be also unsecured and could be faked.
The current RAN2 understanding is that to prevent issues with roaming and to allow operators to deploy the solution according to their needs, there should be some way to ensure UEs are acting according to the operator signalling. Hence, RAN2 has considered the following solution:

a. AS layer may send protected RRC connection release message if redirection information to GSM BTS is included.
b. To allow operators to deploy the solution according to their needs, an indication from upper layers is used by the UE to determine whether the GERAN redirection without security could be allowed for the current PLMN. For example, Pre-provisioning or NAS security could be used to provision such information to the UE. If security is required, the UE shall reject the redirection information.
From RAN2 viewpoint, the solution with NAS indicating whether UE is allowed to accept unsecured redirection could be technically feasible and solve the problem. However, RAN2 is not able to decide whether the impact to NAS and security are acceptable, so RAN2 would like to request SA3 feedback on whether such a solution poses any security impacts and CT1 feedback on how such a solution would be feasible to introduce to NAS specifications.
2. Actions:

To SA3 group:
ACTION: 
RAN2 asks SA3 group to consider if there are security implications in using NAS to indicate to UE whether the GERAN redirection without security is allowed and provide feedback to RAN2. 
To CT1 group:

ACTION: 
RAN2 asks CT1 group to consider how the NAS information could be conveyed from NAS to AS and provide feedback to RAN2.
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