3GPP TSG-RAN WG2 #97
Tdoc R2-1702316
Athens, Greece, 13th – 17th February 2017

Title:
[DRAFT] LS on security in E-UTRA-NR Dual Connectivity
Response to:
-
Release:
Rel-14
Work Item:
          FS_NR_newRAT
Source:
Ericsson [should become RAN WG2]
To:
SA WG3
Cc:
RAN WG3
Contact Person:


Name:
Riikka Susitaival 
E-mail Address:
riikka DOT susitaival AT Ericsson DOT com
Attachments:
 
1. Overall Description: 
RAN2 would like to inform SA3 on progress on E-UTRA-NR Dual Connectivity (EN-DC), i.e., Option 3/3a.

Background

In EN-DC, the UE is configured with LTE eNB as master eNB and NR gNB as a secondary gNB. The MeNB is connected to EPC with S1 interface. EN-DC is configured for the UE with LTE RRC protocol (TS 36.331).
For user plane, the UE can be configured with Master Cell group (MCG) bearer(s), MCG split bearer(s), Secondary Cell Group (SCG) bearer(s), and/or SCG split bearer(s). See Figure 1 and 2 depicting the cases. MCG bearer and MCG split bearer uses LTE PDCP protocol (TS 36.323) whereas SCG bearer and SCG split bearer uses NR PDCP protocol (TS to be specified later). 
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Figure 1:   MCG bearer and split bearer via MCG (left), SCG bearer (right)
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Figure 2: Split bearer via SCG

Key derivation
For key handling for SCG bearer and SCG split bearer, RAN2 agreed that “the S-KeNB is derived from the master node KeNB similar to Rel-12 LTE Dual Connectivity”.
Signalling radio bearers

Considering signalling radio bearers (SRBs) in EN-DC, the following agreement was made by RAN2:
-> UE can be configured with an SCG SRB to allow Secondary Node RRC messages to be sent directly between UE and Secondary Node.
As comparison, in Rel-12 LTE DC, SRBs terminate only in the MeNB. So RAN2 assumes that for EN-DC, there is need to add integrity protection in the SeNB and corresponding key handling.
RAN security capability signalling
In addition, RAN2 would like to ask if the RAN security capability signalling is done in the NAS layer as in LTE. 
Furthermore, for EN-DC, there are two solutions envisioned:

1. NR PDCP would support LTE algorithms
2. NR RAN security capabilities would be use in NR PDCP also in case of EN-DC. These capabilities would be need to be transferred over LTE NAS. 
RAN2 assumes that Option 1 is simpler and avoids linkage between LTE NAS and NR NAS. 
2. Actions:

To CT WG1 group: 
RAN2 kindly requests SA3 to take the above into account into their work and provide feedback, if any.
3. Date of Next TSG-RAN2 Meetings: 

RAN2#97-bis
3 - 7 Apr. 2017
Spokane 

       USA
RAN2#98
15 - 19 May 2017   
Hangzhou (tbc) 
        CN
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