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1. Overall Description:
RAN2 would like to thank SA3 for their LS on “user plane security termination.”

RAN2 would like to inform SA3 that RAN2 assumes (and will continue to assume in work item phase) that the security will be provided by PDCP (=Proposal 1) unless a different or additional requirement comes from SA3.

RAN2 has discussed the four different proposals. As indicated above, Proposal 1 is the baseline solution for RAN2. Furthermore, RAN2 understanding of terminating the security in a new logical entity (UP-STF) (Proposal 2, 3 and 4) is the following:

1. Because ciphering (and integrity protection) requires a COUNT, the UP-STF would need its own sequence number.
2. Because header compression cannot be performed after ciphering, the UP-STF would also need to host the header compression functions (e.g. ROHC).
3. Because in-sequence delivery may not always be guaranteed (mobility events, re-routing), the UP-STF would need to handle the reception of packets out-of-order.
4. Because ciphering protects IP headers, the radio protocols below the UP-STF would not be aware of the kind of traffic being carried.
The resulting impacts are:

1. Increased overhead due to the new termination protocol.
2. Increased complexity of the UP-STF function, decreased complexity of PDCP due to new location of ROHC .
3. The sequence number of the UP-STF would have to be large enough to avoid a possible wrap around to handle out-of-order packets.
4. Optimisations relying on IP header visibility would not be possible (e.g. DRX timer settings, smart RRM and smart scheduling strategies, codec rate adaptation…).
5. Potential emerging services such as caching service at the RAN would not be possible.

RAN2 would also like to point out that regardless of the location of user plane security termination, the control plane security termination must remain in the 5G Access Network and the provision of security keys to the gNB needs to be supported anyway.

When comparing Proposal 2 (UP-STF location flexible) and Proposal 4 (security in PDCP or 5G Core Network), it is RAN2 understanding that Proposal 4 is simpler, as it would result in having PDCP configured to perform security or bypass it, minimising the differences compared to what has been assumed by RAN2 so far for the control plane and the user plane, i.e., security in PDCP.

2. Actions:
To SA3 group.
ACTION: 	Please consider the RAN2 preference for user plane security termination.

3. Date of Next TSG-RAN WG2 Meeting:
TSG-RAN WG2 #97bis		2017.04-03 – 2017.04.07	Spokane

