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4
General

4.1
Introduction

The present document describes the functionality of the PDCP. Functionality specified for the UE equally applies to the RN for functionality necessary for the RN. There is also functionality which is only applicable to the RN in its communication with the E-UTRAN, in which case the specification denotes the RN instead of the UE. RN-specific behaviour is not applicable to the UE. The functionality specified for the UE applies to communication on Uu interface and PC5 interface [14].
4.2
PDCP architecture

4.2.1
PDCP structure

Figure 4.2.1.1 represents one possible structure for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in [2].
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Figure 4.2.1.1 - PDCP layer, structure view
Each RB (i.e. DRB, SLRB and SRB, except for SRB0 and SRB1bis) is associated with one PDCP entity. Each PDCP entity is associated with one or two (one for each direction) RLC entities depending on the RB characteristic (i.e. uni-directional or bi-directional) and RLC mode. For split bearers, each PDCP entity is associated with two AM RLC entities. For LWA bearers, each PDCP entity is associated with an AM RLC entity and the LWAAP entity. The PDCP entities are located in the PDCP sublayer.

The PDCP sublayer is configured by upper layers [3].
4.2.2
PDCP entities

The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP entity carrying user plane data may be configured to use header compression.
Each PDCP entity is carrying the data of one radio bearer. In this version of the specification, only the robust header compression protocol (ROHC), is supported. Every PDCP entity uses at most one ROHC compressor instance and at most one ROHC decompressor instance.

A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying data for.

Figure 4.2.2.1 represents the functional view of the PDCP entity for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in [2].

For RNs, integrity protection and verification are also performed for the u-plane.
For split and LWA bearers, routing is performed in the transmitting PDCP entity, and reordering is performed in the receiving PDCP entity. 
For split bearers, when requested by lower layers to submit PDCP PDUs, the transmitting PDCP entity shall:

-
if ul-DataSplitThreshold is configured and the data available for transmission is larger than or equal to ul-DataSplitThreshold:

-
submit the PDCP PDUs to either the associated AM RLC entity configured for SCG or the associated AM RLC entity configured for MCG, whichever the PDUs were requested by;

-
else:

-
if ul-DataSplitDRB-ViaSCG is set to TRUE by upper layers [3]:

-
if the PDUs were requested by the associated lower layers configured for SCG:
-
submit the PDCP PDUs to the associated AM RLC entity configured for SCG;

-
else:

-
if the PDUs were requested by the associated lower layers configured for MCG:
-
submit the PDCP PDUs to the associated AM RLC entity configured for MCG.

For LWA bearers, when submitting PDCP PDUs to lower layers, the transmitting PDCP entity shall:
-
if ul-LWA-DataSplitThreshold is configured and the data available for transmission is larger than or equal to ul-LWA-DataSplitThreshold:

-

submit the PDCP PDUs to either the associated AM RLC entity upon request from lower layers or the associated LWAAP entity;

-
else:

-

if ul-LWA-DRB-ViaWLAN  is set to TRUE by upper layers [3]:

-
submit the PDCP PDUs to the associated LWAAP entity;

-
else:
-
submit the PDCP PDUs to the associated AM RLC entity upon request from lower layers.
NOTE:
The selection of PDCP PDUs submitted to the LWAAP entity and their further delivery via WLAN are left to implementation.


[image: image2.emf]Radio Interface (Uu)/PC5/WLAN

UE/E-UTRAN/UE A E-UTRAN/UE/UE B

Transmitting

PDCP  entity

Ciphering

Header Compression (u-plane 

only)

Receiving 

PDCP  entity

Sequence numbering

Integrity Protection 

(c-plane only)

Add PDCP header

Header Decompression (u-

plane only)

Deciphering

Remove PDCP Header

In orderdelivery and duplicate 

detection(u-planeonly)

Integrity Verification 

(c-plane only)

Packets associated 

to a PDCP SDU

Packets associated 

to a PDCP SDU

P

a

c

k

e

t

s

 

n

o

t

 

a

s

s

o

c

i

a

t

e

d

 

t

o

 

a

 

P

D

C

P

 

S

D

U

P

a

c

k

e

t

s

 

n

o

t

 

a

s

s

o

c

i

a

t

e

d

 

t

o

 

a

 

P

D

C

P

 

S

D

U

Routing (u-plane only)

Reordering (u-plane 

only)


Figure 4.2.2.1 - PDCP layer, functional view
4.3
Services

4.3.1
Services provided to upper layers

PDCP provides its services to the RRC and user plane upper layers at the UE or to the relay at the evolved Node B (eNB). The following services are provided by PDCP to upper layers:
-
transfer of user plane data;

-
transfer of control plane data;

-
header compression;

-
ciphering;

-
integrity protection.

The maximum supported size of a PDCP SDU is 8188 octets, except in NB-IoT for which the maximum supported size of a PDCP SDU is 1600 octets. The maximum supported size of a PDCP Control PDU is 8188 octets except in NB-IoT for which the maximum supported size of PDCP Control PDU is 1600 octets.
4.3.2
Services expected from lower layers

A PDCP entity expects the following services from lower layers per RLC entity (for a detailed description see [5]):
-
acknowledged data transfer service, including indication of successful delivery of PDCP PDUs;

-
unacknowledged data transfer service;

-
in-sequence delivery, except at re-establishment of lower layers;

-
duplicate discarding, except at re-establishment of lower layers.

A PDCP entity expects the following services from the LWAAP entity (for a detailed description see [15]):
-
user plane data transfer service;

4.4
Functions

The Packet Data Convergence Protocol supports the following functions:
-
header compression and decompression of IP data flows using the ROHC protocol;

-
transfer of data (user plane or control plane);

-
maintenance of PDCP SNs;

-
in-sequence delivery of upper layer PDUs at re-establishment of lower layers;

-
duplicate elimination of lower layer SDUs at re-establishment of lower layers for radio bearers mapped on RLC AM;

-
ciphering and deciphering of user plane data and control plane data;

-
integrity protection and integrity verification of control plane data;
-
integrity protection and integrity verification of sidelink one-to-one communication data;
-
for RNs, integrity protection and integrity verification of user plane data;

-
timer based discard;

-
duplicate discarding;

-
for split and LWA bearers, routing and reordering.
PDCP uses the services provided by the RLC sublayer and the LWAAP sublayer.

PDCP is used for SRBs, DRBs, and SLRBs mapped on DCCH, DTCH, and STCH type of logical channels. PDCP is not used for any other type of logical channels. PDCP is not used for SRB1bis.

4.5
Data available for transmission
For the purpose of MAC buffer status reporting, the UE shall consider PDCP Control PDUs, as well as the following as data available for transmission in the PDCP layer:
For SDUs for which no PDU has been submitted to lower layers:

· the SDU itself, if the SDU has not yet been processed by PDCP, or

· the PDU if the SDU has been processed by PDCP.

In addition, for radio bearers that are mapped on RLC AM, if the PDCP entity has previously performed the re-establishment procedure, the UE shall also consider the following as data available for transmission in the PDCP layer:

For SDUs for which a corresponding PDU has only been submitted to lower layers prior to the PDCP re-establishment, starting from the first SDU for which the delivery of the corresponding PDUs has not been confirmed by the lower layer, except the SDUs which are indicated as successfully delivered by the PDCP status report, if received:

· the SDU, if it has not yet been processed by PDCP, or

· the PDU once it has been processed by PDCP.

For radio bearers that are mapped on RLC AM, if the PDCP entity has previously performed the data recovery procedure, the UE shall also consider as data available for transmission in the PDCP layer, all the PDCP PDUs that have only been submitted to re-established AM RLC entity prior to the PDCP data recovery, starting from the first PDCP PDU whose successful delivery has not been confirmed by lower layers, except the PDUs which are indicated as successfully delivered by the PDCP status report, if received.

For split bearers, when indicating the data available for transmission to a MAC entity for BSR triggering and Buffer Size calculation, the UE shall:
-
if ul-DataSplitThreshold is configured and the data available for transmission is larger than or equal to ul-DataSplitThreshold:

-
indicate the data available for transmission to both the MAC entity configured for SCG and the MAC entity configured for MCG;
-
else:
-
if ul-DataSplitDRB-ViaSCG is set to TRUE by upper layer [3]:

-
indicate the data available for transmission to the MAC entity configured for SCG only;
-
if ul-DataSplitThreshold is configured, indicate the data available for transmission as 0 to the MAC entity configured for MCG;
-
else:

-
indicate the data available for transmission to the MAC entity configured for MCG only;

-
if ul-DataSplitThreshold is configured, indicate the data available for transmission as 0 to the MAC entity configured for SCG.
For uplink LWA bearers, when indicating the data available for transmission to the MAC entity for BSR triggering and Buffer Size calculation, the UE shall:
-
if ul-LWA-DataSplitThreshold is configured and the data available for transmission is larger than or equal to ul-LWA-DataSplitThreshold:
-
indicate the data available for transmission to the MAC entity;
-
else:

-
if ul-LWA-DRB-ViaWLAN is set to TRUE by upper layers [3]:

-
indicate the data available for transmission as 0 to the MAC entity;

-
else:

-
indicate the data available for transmission to the MAC entity.
NOTE:
For LWA bearers, only the data that may be sent over LTE (i.e., excluding UL data already sent or decided to be sent over WLAN) is considered as “data available for transmission”.
	*********Next change**********


5.2
Re-establishment procedure
When upper layers request a PDCP re-establishment, the UE shall additionally perform once the procedures described in this section for the corresponding RLC mode. After performing the procedures in this section, the UE shall follow the procedures in subclause 5.1.
5.2.1
UL Data Transfer Procedures

5.2.1.1
Procedures for DRBs mapped on RLC AM

When upper layers request a PDCP re-establishment, the UE shall:

-
reset the header compression protocol for uplink and start with an IR state in U-mode (if configured) [9] [11], except if upper layers indicate stored UE AS context is used and drb-ContinueROHC is configured [3];
-
if connected as an RN, apply the integrity protection algorithm and key provided by upper layers (if configured) during the re-establishment procedure;
-
if upper layers indicate stored UE AS context is used, set Next_PDCP_TX_SN, and TX_HFN to 0;
-
apply the ciphering algorithm and key provided by upper layers during the re-establishment procedure;

-
from the first PDCP SDU for which the successful delivery of the corresponding PDCP PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP re-establishment as specified below: 
NOTE: For LWA bearers, PDCP considers all PDCP SDUs sent over WLAN as successfully delivered.
-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;
-
if connected as an RN, perform integrity protection (if configured) of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the subclause 5.7;

-
perform ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the subclause 5.6;
-
submit the resulting PDCP Data PDU to lower layer.

5.2.1.2
Procedures for DRBs mapped on RLC UM

When upper layers request a PDCP re-establishment, the UE shall:

-
reset the header compression protocol for uplink and start with an IR state in U-mode [9] [11] if the DRB is configured with the header compression protocol and drb-ContinueROHC is not configured [3];

-
set Next_PDCP_TX_SN, and TX_HFN to 0;

-
apply the ciphering algorithm and key provided by upper layers during the re-establishment procedure;
-
if connected as an RN, apply the integrity protection algorithm and key provided by upper layers (if configured) during the re-establishment procedure;
-
for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers:

-
consider the PDCP SDUs as received from upper layer;

-
perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the PDCP re-establishment, as specified in the subclause 5.1.1 without restarting the discardTimer.
5.2.1.3
Procedures for SRBs
When upper layers request a PDCP re-establishment, the UE shall:

-
set Next_PDCP_TX_SN, and TX_HFN to 0;

-
discard all stored PDCP SDUs and PDCP PDUs;
-
apply the ciphering and integrity protection algorithms and keys provided by upper layers during the re-establishment procedure.
5.2.2
DL Data Transfer Procedures
5.2.2.1
Procedures for DRBs mapped on RLC AM while the reordering function is not used
When upper layers request a PDCP re-establishment while the reordering function is not used, the UE shall:

-
process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.1.2.1.2;

-
reset the header compression protocol for downlink and start with NC state in U-mode (if configured) [9] [11], except if upper layers indicate stored UE AS context is used and drb-ContinueROHC is configured [3];
-
if upper layers indicate stored UE AS context is used, set Next_PDCP_RX_SN, RX_HFN to 0 and Last_submitted_PDCP_RX_SN to Maximum_PDCP_SN;
-
apply the ciphering algorithm and key provided by upper layers during the re-establishment procedure.
-
if connected as an RN, apply the integrity protection algorithm and key provided by upper layers (if configured) during the re-establishment procedure.

5.2.2.1a
Procedures for DRBs mapped on RLC AM while the reordering function is used

When upper layers request a PDCP re-establishment while the reordering function is used, the UE shall:

-
process the PDCP Data PDU(s) that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.1.2.1.4;
-
if the PDCP entity is to be associated with one AM RLC entity after PDCP re-establishment:
-
stop and reset t-Reordering;

-
apply the ciphering algorithm and key provided by upper layers during the re-establishment procedure.
5.2.2.2
Procedures for DRBs mapped on RLC UM

When upper layers request a PDCP re-establishment, the UE shall:

-
process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.1.2.1.3;
-
reset the header compression protocol for downlink and start with NC state in U-mode [9] [11] if the DRB is configured with the header compression protocol and drb-ContinueROHC is not configured [3];

-
set Next_PDCP_RX_SN, and RX_HFN to 0;
-
apply the ciphering algorithm and key provided by upper layers during the re-establishment procedure.
-
if connected as an RN, apply the integrity protection algorithm and key provided by upper layers (if configured) during the re-establishment procedure.

5.2.2.3
Procedures for SRBs

When upper layers request a PDCP re-establishment, the UE shall:

-
discard the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers;
-
set Next_PDCP_RX_SN, and RX_HFN to 0;
-
discard all stored PDCP SDUs and PDCP PDUs;

-
apply the ciphering and integrity protection algorithms and keys provided by upper layers during the re-establishment procedure.
5.3
PDCP Status Report

5.3.1
Transmit operation

When upper layers request a PDCP re-establishment or PDCP Data Recovery; or PDCP status report is triggered by polling or periodic reporting or WLAN temporary unavailability and suspension for LWA bearer, for radio bearers that are mapped on RLC AM, the UE shall:

-
if the radio bearer is configured by upper layers to send a PDCP status report in the uplink (statusReportRequired [3]) or the status report is triggered by PDCP status report polling or PDCP periodic status reporting, compile a status report as indicated below after processing the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers as specified in the subclause 5.2.2.1, and submit it to lower layers as the first PDCP PDU for the transmission, by:

-
setting the FMS field to the PDCP SN of the first missing PDCP SDU;

-
if there is at least one out-of-sequence PDCP SDU stored, allocating a Bitmap field of length in bits equal to the number of PDCP SNs from and not including the first missing PDCP SDU up to and including the last out-of-sequence PDCP SDUs, rounded up to the next multiple of 8, or up to and including a PDCP SDU for which the resulting PDCP Control PDU size is equal to 8188 bytes, whichever comes first;

-
setting as ‘0’ in the corresponding position in the bitmap field for all PDCP SDUs that have not been received as indicated by lower layers, and optionally PDCP SDUs for which decompression have failed;

-
indicating in the bitmap field as ‘1’ for all other PDCP SDUs.

5.3.2
Receive operation
When a PDCP status report is received in the downlink, for radio bearers that are mapped on RLC AM:

-
for each PDCP SDU, if any, with the bit in the bitmap set to '1', or with the associated COUNT value less than the COUNT value of the PDCP SDU identified by the FMS field, the successful delivery of the corresponding PDCP SDU is confirmed, and the UE shall process the PDCP SDU as specified in the subclause 5.4.
PDCP status report receive operation is not applicable in NB-IoT.
5.4
PDCP discard

When the discardTimer expires for a PDCP SDU, or the successful delivery of a PDCP SDU is confirmed by PDCP status report or LWA status report, the UE shall discard the PDCP SDU along with the corresponding PDCP PDU. If the corresponding PDCP PDU has already been submitted to lower layers, the discard is indicated to lower layers.
NOTE:
For split and LWA bearers, discarding a PDCP SDU already associated with a PDCP SN causes a SN gap in the transmitted PDCP PDUs, which increases PDCP reordering delay in the receiving PDCP entity. It is up to UE implementation how to minimize SN gap after SDU discard.
	*********Next change**********


5.10
Status report for LWA

5.10.1
Transmit operation
When PDCP Data PDU with polling bit P set to 1 is received, the UE shall:

-
if configured to send the PDCP status report in response to polling (statusPDU-TypeForPolling is configured and set to type1 [3])
-
compile and transmit the PDCP status report as specified in subclause 5.3.1;

-
else if configured to send the LWA status report in response to polling (statusPDU-TypeForPolling is configured and set to type2 [3])
-
compile and transmit the LWA status report as specified in subclause 5.10.2.

When t-StatusReportType1 expires, the UE shall:
-
compile and transmit the PDCP status report as specified in subclause 5.3.1,

-
start t-StatusReportType1 with value statusPDU-Periodicity-Type1;
When t-StatusReportType2 expires, the UE shall:

-
compile and transmit the LWA status report as specified in subclause 5.10.2,

-
start t-StatusReportType2 with value statusPDU-Periodicity-Type2;
When t-StatusReportType1 is configured or reconfigured by upper layers, the UE shall:

-
stop t-StatusReportType1, if running;
-
start t-StatusReportType1 with value statusPDU-Periodicity-Type1;
When t-StatusReportType2 is configured or reconfigured by upper layers, the UE shall:

-
stop t-StatusReportType2, if running;

-
if statusPDU-Periodicity-Offset is configured by upper layers:
-
start t-StatusReportType2 with value statusPDU-Periodicity-Type2 plus statusPDU-Periodicity-Offset;
-
else:

-
start t-StatusReportType2 with value statusPDU-Periodicity-Type2;
When periodic PDCP status report becomes disabled by upper layers, the UE shall:

-
stop t-StatusReportType1, if running;
-
stop t-StatusReportType2, if running;
5.10.2
LWA status report
When LWA status report is triggered, the UE shall:

-
compile a status report as indicated below, and submit it to lower layers as the first PDCP PDU for the transmission, by:

-
setting the FMS field to the PDCP SN of the first missing PDCP SDU;
-
setting the HRW field to the PDCP SN of the PDCP SDU received on WLAN with highest PDCP COUNT value or to FMS if no PDCP SDUs have been received on WLAN;
-
setting the NMP field to the number of missing PDCP SDU(s) as described in 6.3.16.
5.10.3
Receive operation
When a LWA status report is received in the downlink:

-
for each PDCP SDU, if any, with the associated COUNT value less than the COUNT value of the PDCP SDU identified by the FMS field, the successful delivery of the corresponding PDCP SDU is confirmed, and the UE shall process the PDCP SDU as specified in 5.4.
	*********Next change**********


6.1.2
PDCP Control PDU

The PDCP Control PDU is used to convey:

-
a PDCP status report indicating which PDCP SDUs are missing and which are not following a PDCP re-establishment.
-
header compression control information, e.g. interspersed ROHC feedback.
-
a LWA status report.
-
a LWA end-marker packet.
	*********Next change**********


6.2.x
PDCP Control PDU for LWA end-marker packet
Figure 6.2.x.1 shows the format of the PDCP Control PDU for LWA end-marker packet when a 12 bit SN length is used, Figure 6.2.x.2 shows the format of the PDCP Control PDU for LWA end-marker packet when a 15 bit SN length is used, and Figure 6.2.x.3 shows the format of the PDCP Control PDU for LWA end-marker packet when an 18 bit SN length is used. 
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Figure 6.2.x.1: PDCP Control PDU format for LWA end-marker packet using a 12 bit SN
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Figure 6.2.x.2: PDCP Control PDU format for LWA end-marker packet using a 15 bit SN
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Figure 6.2.x.3: PDCP Control PDU format for LWA end-marker packet using an 18 bit SN
	*********Next change**********


6.3.8
PDU type

Length: 3 bits

Table 6.3.8.1: PDU type

	Bit
	Description

	000
	PDCP status report

	001
	Interspersed ROHC feedback packet

	010
	LWA status report

	011
	LWA end-marker packet

	100-111
	reserved


	*********Next change**********


6.3.y
LSN
Length: 12 bits when a 12 bit SN length is used, 15 bits when a 15 bit SN length is used, and 18 bits when an 18 bit SN length is used
PDCP SN of the last PDCP Data PDU for which the data part is ciphered with the source eNB key. Only applicable for HO without WT change in LWA operation.
	*********End changes**********
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