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1. Introduction

In the RAN2 NR AH the following agreements were captured on Security consideration for NR.
Agreements:

1:
Security key refresh is not performed at every mobility procedure (i.e. handover), at least for the case of mobility where the PDCP anchor point is not changed. (To be confirmed by SA3)

1a
RAN2 will let SA3 consider whether the agreement 1 has any implication on the inputs for key derivation (e.g. PCI)

However, the above agreements are not comprehensive enough to include all AS key derivation requirements or aspects that should be captured by RAN2. It is necessary for RAN2 to define AS key deriviation requirements/principles and request SA3 to reflect them in NR AS security design. Therefore, it is proposed that RAN2 agree on the following AS key derivation principles.
2. Motivation
A 5G gNB consists of a central unit (CU) and distributed units (DUs) where the CU implements the upper layer protocol stacks (e.g., PDCP) and the DU implements the lower layer protocol stacks (e.g., PHY, MAC). The 5G NR may require more frequent handover than 4G LTE due to the use of higher frequency. If the 5G AS key derivation follows that of 4G LTE, more frequent key changes would be expected. In some cases, such key changes are unnecessary (e.g., inter-DU handover in the same CU or intra-gNB handover where the PDCP location does not change during the handover) and may incur substantial performance penalty especially when the key change involves reciphering of buffered packets. 
 To address the aforementioned issues, it is desired to perform a new AS key derivation only when necessary in 5G.
NOTE: details on key derivation parameters need to be decided in cooperation with the SA WG3.
3. Description  

In 5G NR, a new AS key is derived in the following cases.
A new security anchor key establishment, e.g., attach

When a new security anchor key (which is equivalent to KASME in LTE) is established between a UE and a network either due to an authentication run (e.g., EPS AKA) or inter-system handover, a new AS key for a gNB to which the UE is connected needs to be derived from the security anchor key. If KCN-CP is the security anchor key establsiehd between the Core Network and the UE, the new AS key is obtained as follows.
· The UE derives the new AS key from the KCN-CP.
· The gNB obtains the new AS key from the CN-CP function.
Proposal 1: A new AS key is derived when a new security anchor key is derived between the UE and the Core Network.
State transition
A new AS key is derived when a NG-UE makes the following state transitions.

· RRC_IDLE to RRC_CONNECTED

· RRC_INACTIVE to RRC_CONNECTED

NOTE: data transmission in RRC_INACTIVE does not trigger new key derivation as long as there is no state transition to RRC_CONNECTED

NOTE: RRC_INACTIVE to RRC_CONNECTED transition within the same gNB also triggers a new AS key derivation since doing this makes the key derivation consistent for all state transition scenarios, while incuring negligible computational overhead for key derivation.

Proposal 2: A new AS key is derived when a RRC state transition occurs.
User-plane optimization for mobility with no PDCP location change
A new AS key is derived when the PDCP location at the RAN changes (e.g., inter-gNB handover). Using the same AS key within a gNB (e.g., in case of intra-gNB handover or cell reselection due to RLF) has the following advantages over deriving a new AS key.
· Avoiding unnecessary key changes due to lower layer handover, e.g., DU (or TRP) change within the same gNB, can improve performance such no handover interruption on the user plane traffic.
· Buffered ciphered packets can be transmitted without being reciphered in RLF

NOTE: in the connected mode mobility, the PDCP location change is indicated by the RAN.

NOTE: in case of RLF in RRC_CONNECTED, if UE reselects a cell/TRP that does not involve PDCP location change, the current AS key is used, i.e., no new AS key derivation is needed.
Proposal 3: A new AS key is derived when a PDCP location change occurs in RRC_CONNECTED mode.
NOTE: gNB change (i.e., inter-gNB handover) always requires a new AS key derivation since gNB change always means PDCP anchor location change.

To handle the aforementioned RLF scenario, the RAN shall advertize the PDCP anchor information (e.g., in the form of PDCP identity or similar identity) for the cells within a gNB to support the UE to select a suitable cell that may not involve PDCP loacation change.
Proposal 4: A new AS key is not required to be derived if a PDCP location change does not occur during mobility in RRC_CONNECTED mode.
Proposal 5: A gNB shall advertise the PDCP anchor information for the cells that belong to itself so that the UE can maintain the same AS key when it reestablishes a connection after cell reselection
NOTE: proposal 5 is not an AS key derivation principle, but gNB requirement to support user-plane optimization in RLF.

AS key derivation parameter
In order to avoid unnecessary AS key changes during the intra-gNB handover, it is required to not incorporate physical parameters (e.g., PCI and EARFCN-DL used in LTE KeNB derivation) in AS key derivation.
Proposal 6: An AS key derivation shall not use the physical parameters.
Secondary node addition/modification in dual connectivity
In LTE dual connectivity, a new AS key for the secondary node is derived when a secondary node addition or modification involving key refresh is performed by the master eNB. NR AS key derivation for dual connectivity is assumed to be based on the LTE dual connectivity

Proposal 7: a new AS key for the secondary node is derived when a secondary node addition or modification involving key refresh is performed by the master gNB/eNB.
Network or UE trigger
A new AS key can always be derived when the network or the UE triggers key derivation for the following cases.
· Network triggers UE to derive a new AS key at least due to the change of security policies or COUNT wrap-around. 
· UE triggers a key refresh to the network for network node re-authentication purpose
Proposal 8: a new AS key is derived when the UE or the network triggers key refresh.
4. Conclusions
Based on the summary NR AS key derivation requirements/principles provided above, it is proposed that RAN2 should agree on the following proposals.
Proposal 1: A new AS key is derived when a new security anchor key is derived between the UE and the Core Network.

Proposal 2: A new AS key is derived when a RRC state transition occurs.

Proposal 3: A new AS key is derived when a PDCP location change occurs in RRC_CONNECTED mode.
Proposal 4: A new AS key is not required to be derived if a PDCP location change does not occur during mobility in RRC_CONNECTED mode.
Proposal 5: A gNB shall advertise the PDCP anchor information for the cells that belong to itself so that the UE can maintain the same AS key when it reestablishes a connection after cell reselection
Proposal 6: An AS key derivation shall not use the physical parameters.

Proposal 7: a new AS key for the secondary node is derived when a secondary node addition or modification involving key refresh is performed by the master gNB/eNB.

Proposal 8: a new AS key is derived when the UE or the network triggers key refresh.

