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Discussion and decision
1 Introduction

It was captured in RAN2#96 that eNB sends the UE the WT counter after handover by sending RRC message and UE does not need to do a security refresh on WLAN despite KeNB change. UE will use it the next time the UE has to re-associate with WLAN. However, as being depicted in [1], [2], and [3] that there could be two possibilities for WLAN key exchanege, either initiated by the UE or the WT, the current text seem to dismiss the possibility for WT-initiated one. Also, it remains unclear whether or when the refreshing of WLAN key that if the UE keeps associated with the same WT after handover. In this contribution, we discuss these aspects. 
2 Discussion
22A.1.8
WLAN Authentication
For a UE supporting LWA, WLAN authentication is performed as follows:
If WT Counter is included in LWA Configuration in the RRC Connection Reconfiguration message, the UE shall start using the S-KWT derived using the WT Counter value and KeNB as PMK or PSK as specified in TS 33.401 subclause G [22] and TS 36.331 subclause 5.6.14.2 [16]. For a UE already authenticated with WLAN, configuration of a new PMK or PSK triggers refreshing the IEEE 802.11 security using the new PMK or PSK.
…
The above quoted texts are from the current Stage 2 specification [4] while the following texts are captured in [5] to reflect the agreements made after RAN2#96.
14.3.3


Intra E-UTRAN Mobility

…
For LWA, eNB may not trigger the S-KWT update during handover without WT change. In such a case, the eNB sends the WT counter to the UE after handover via a separate RRC reconfiguration procedure. The UE does not need to perform reauthentication with WLAN even though the KeNB is updated. UE uses the WT counter next time it has to re-associate with WLAN. As the PDCP PDUs may continue to be transmitted over WLAN during handover without WT change, the transmitter uses an end-marker PDCP control PDU defined in 3GPP TS 36.323 [15] to inform the receiver the SN of the last PDCP packet encrypted using source KeNB, as described in 22A.1.x. 
Comparing the quoted paragraphs marked in yellow, it seems somewhat contradictory that in 22A.1.8 [4] the configuration of a new PMK or PSK would trigger refreshing the WLAN key while in the 14.3.3 [5] the refreshing of WLAN key may be suspended till next time it has to re-associate with WLAN. If we only follow what captured in [5], as the LTE RRC messages exchange and the WLAN interface work in parallel, it could be possible that during handover the UE’s WLAN interface had re-associated with a WLAN within the mobility set but receiving the WT counter later. Since the specification does not enforce the UE to re-associate at certain occasion now, the next time that the UE has to do re-association could be that another handover happens or never if the UE stays around the same WT. The UE may then remain using the old WT counter while the RRC message does not really take effect for the described scenarios. 
Observation: The UE may never refresh the IEEE 802.11 security using the new WT counter.
	5.6.14.2
Reception of LWA configuration
Upon reception of LWA configuration, the UE shall:

1>
if the received lwa-Configuration is set to release:

2>
release the LWA configuration as described in 5.6.14.3;

1>
else:

2>
if the received lwa-Config includes lwa-WT-Counter:

3>
determine the S-KWT key based on the KeNB key and received lwa-WT-Counter value, as specified in TS 33.401 [32];

3>
forward the S-KWT key to upper layers to be used as a PMK or PSK for WLAN authentication;


Moreover, regarding the RRC specification [6], although the quoted procedure does update the S-KWT key to the UE if the RRC message contains the WT counter, it is left as UE implementation in this fashion. As being depicted in [1], [2], and [3] that the WLAN 4-way handshake for deriving PTK (Pairwise Transient Key) for encryption is always initiated by the WT but can also be requested by the UE. To refrain from ambiguity and make sure that the received WT counter does take effect after the RRC message, it is proposed to specify in the RRC specification that either the UE or the WT shall initiate the refresh of the WLAN key if the association remained after the handover. 
Proposal: Specify in the RRC specification that either the UE or the WT shall initiate the refreshing of the WLAN key if the association remained after the handover.
3 Conclusion
In this contribution, we have reviewed the rekeying issue raised for handover without changing WT. The observation and proposals are listed below. 
Observation: The UE may never refresh the IEEE 802.11 security using the new WT counter.

Proposal: Specify in the RRC specification that either the UE or the WT shall initiate the refreshing of the WLAN key if the association remained after the handover.
Reference
[1] IEEE Std 802.11™-2012, IEEE Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements—Part 11: WLAN MAC and PHY specifications
[2] R2-168141, WLAN Rekeying considerations for eLWA, HTC

[3] R2-167527, Enforcing S-KWT change after handover, Nokia
[4] TS 36.300, Stage 2, 14.1.0
[5] 36300 eLWA stage 2 running CR after 96, Intel

[6] TS 36.331, Radio Resource Control (RRC), 14.1.0
Page 2

