
3GPP TSG-RAN WG2 Meeting #97
R2-1701290
Athens, Greece, 13–17 February 2017
(Resubmission of R2-1700240)
Agenda item:
10.2.2.7
Source:
Samsung

Title:
Security aspects for tight interworking
Document for:
Discussion and Agreement

1. Introduction

The contribution discusses several aspects on security for LTE-NR tight interworking.
2. Discussion

From RP-161266 [1] and RP-161269 [2], the scenarios 2, 3, 4, 5 and 7 would be studied for LTE-NR tight interworking until next March. From the scenarios, only scenario 3 has EPC as a core network while others use NextGen Core as a core network.
The scenario 3/3a includes the following [1]:
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In LTE, the eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering ECM-CONNECTED state, and is derived from KASME which comes from NAS level AKA procedure [3]. Also, in LTE DC 1A scenario, the key for SCG bearer (S-KeNB) is derived from KeNB of MCG (i.e. MeNB). If we follow the same principle to the scenario 3a above, the key to be used for "1A" bearer above should also be derived from KeNB of LTE MeNB.
Proposal 1: The key for 1A bearer in scenario 3A is derived from KeNB of LTE MeNB.

For scenarios 2, 4, 5 and 7, it is still unclear whether all the scenarios will be part of NR phase 1, and it would be determined at next plenary meeting in March. However, at least all the scenarios utilize the NextGen Core as a core network.
As mentioned earlier, the eNB key which is used to derive KUPenc, KRRCint and KRRCenc is derived from NAS level AKA procedure between UE and MME (EPC) in LTE. If SA3 would introduce something similar to KASME for NR, the key for the master NB (either LTE or NR) should be derived from the NAS key, even for scenarios 5 and 7 which utilize LTE as master NB [1]:
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Proposal 2: If the core network is NextGen Core, the AS level key of Master NB (either in LTE or NR) is derived from NAS level key from NextGen Core.
Also, for scenarios 4a and 7a, if we can follow the same principle for "1A-like" bearer as for the LTE DC 1A bearer, the key for the bearer should be derived from the key for Master NB (either LTE for scenario 7a or NR for scenario 4a).
Proposal 3: If the core network is NextGen Core, the key for "1A-like" bearer is derived from the key for Master NB (either in LTE or NR).

Proposal 4: Send an LS to SA3 to confirm whether the proposals above are agreeable.
3. Conclusion
Proposal 1: The key for 1A bearer in scenario 3A is derived from KeNB of LTE MeNB.

Proposal 2: If the core network is NextGen Core, the AS level key of Master NB (either in LTE or NR) is derived from NAS level key from NextGen Core.
Proposal 3: If the core network is NextGen Core, the key for "1A-like" bearer is derived from the key for Master NB (either in LTE or NR).
Proposal 4: Send an LS to SA3 to confirm whether the proposals above are agreeable.
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