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Discussion
At the last meeting the security aspects of the solutions for sending small data in RRC_INACTIVE was discussed. The outcome of the discussion was to send an LS to SA3 (R2-1700656) asking about the security impacts of the different security solutions for handling the data transmission. 
In this contribution we further elaborate on what are the issues with using solution A when the UE provides no or minimum security parameters. The following observations are made:
· Solutions where the UE and network provide no proof of who they are should be avoided. There are several reasons:
· It makes it too easy to launch remote denial of service attacks against users, since anybody in the whole “registration area” can inject packets using the same UE identity as another user causing PDCP sequence numbers to be incremented making it impossible for the real user to send any data since the packets of the real user will be discarded by PDCP as duplicates. 
· No mechanism to verify from the UE side that it talks to a valid eNB, which also opens up for denial of service or packet injection in DL direction.

· Solutions when the UE provides a short MAC-I together with the data (encrypted using the old key) addresses the problem with remote data injection, it however still has several issues:
· Short-MAC-I is only 2 octets; it should be verified if this is secure enough
· Short-MAC-I is susceptible to reply attacks and does not provide integrity protection of the messages which means that:
· There is no protection against man in the middle attacks
· It could only be used once, meaning there needs to be new (secure) methods to derive new Short-MAC-Is for subsequent transmissions.
· The Short-MAC-I in the UL cannot be used to verify that UE is talking to a valid eNB.
· If the UE is entering a new cell not “covered” by the old PDCP entity it is not possible to just continue using the old key, instead additional mechanisms are needed which all have issues:
· Back-forwarding packets via old eNB, but how is RRC handled in case RRC signalling is required
· Trigger relocation of PDCP entity (with new key derivation) using some backward handover scheme, but then what happens to the data sent using the old key

· All and all solution B has benefits over the proposals above:
· It handles all scenarios 1,2,3 in the LS since a new key is always derived.
· With the proposal to provide the NCC in the “suspend” message it is possible to derive a new fresh key used for both data and signalling at each transmission, which allows
· MSG4 to be ciphered which makes it possible to configure new RAN areas, new Resume IDs in this message
· Early data transmission using new key which can be decoded by target node (e.g. no back-forwarding needed, or re-transmission)
Conclusion
Additional work is needed to make solution A as secure as legacy LTE solution for data transmissions.
Solution B has additional advantages over legacy LTE solutions since it allows early data transmission, and it makes it possible to encrypt MSG4 from the network to UE making it possible to use this message for UE configuration (e.g. assign new identities).
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