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1 Introduction
In this paper, we will analyze the remaining issues of RLF-triggered RRC connection re-establishment and NAS data retransmission for R13 NB-IoT CP solution and give the proposals in order to achieve better mobility performance in R14.
2 Discussion
Issue#1: How to handle AS security while re-establishment

During RAN2#96, SA3 gives the following feedback in the reply LS [1] on security aspects of RRC Connection Re-Establishment for NB-IoT CP solution and RAN2 understands SA3 is assuming that there will be a solution for the secure re-establishment:

	SA3 has reached the preliminary conclusion that RRC Re-establishment procedure shall be integrity protected with replay attack prevention in order to prevent a fake UE to launch Denial of Service attack which would disrupt the services to the real UE.
SA3 will discuss the security solution to protect RRC Connection Re-establishment procedure and will provide RAN2 with an update by next SA3#86 meeting.


In SA3 #86 meeting, three options for achieving CP mobility security have been identified in [2] and Option2 is preferred:

Option1: UE/MME generate token using NAS key and NAS algorithm
Option2: UE/eNB generate shortMAC-I using AS key and NAS algorithm
Option3: UE/eNB generate shortMAC-I using AS key and AS algorithm
Before we get any agreement from SA3, we can still analyze this issue from RAN2 perspective.
More details of Option1 can be found in [2]. During RRC connection setup procedure for CP solution, MME would apply a new procedure that uses NAS EIA, KNASint, and new parameters, e.g. eNB ID, to generate a new token instead of shortMAC-I, and delivers it to the eNB via S1-Connection Establishment Indication (if no S1-DL NAS Message/Data) or S1-DL NAS Transport message. The eNB shall store it into UE security information. When RLF happens, the UE would also apply the new procedure for generating the token, and sends it to the target eNB via RRC Re-establishment request message. In order to forward the token to eNB when UE re-establishing connection to the same eNB, there’s additional S1 signalling needed. We think the Option1 is vary greatly from the legacy security mechanism and would cause more specification modifications.
The details of Option2 and Option3 can be found in [3]. Option3 is similar with Option2 but needs additional RRC signalling in order to forward AS integrity algorithm to UE from eNB, so we prefer to take more consideration on Option2. The SA3 specifications impact of Option2 can be found in [4]. Here we will further analyze the RAN2 specifications impact of Option2.
The following procedure shows the details of Option2. Blue is the extension made by CP solution itself, red is the extension made by the security solution:
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In Option2, during RRC connection setup procedure, MME delivers the selected NAS EIA and KeNB key to the eNB via S1-Connection Establishment Indication message (if no S1-DL NAS Data) or S1-DL NAS Transport message. The eNB stores the EIA and KeNB key into UE security information.
After completion of RRC connection setup and NAS SMC procedure, UE derives KeNB key with the legacy way, as specified in TS 33.401 and stores the selected NAS EIA as AS EIA. 
When RLF happens, the UE derives KRRCint key. Then the UE generates the shortMAC-I and sends it to the target eNB via RRC Re-establishment request message. It should be noted that the timing for deriving KRRCint key is changed from reception of the SecurityModeCommand to detection of radio link failure since CP solution doesn’t support the AS SMC procedure. With introduction of RRC connection re-establishment for CP solution, this Option2 has only a little impact on RAN2 specification as follows:
	TS 36.331

5.3.11.3
Detection of radio link failure

The UE shall:

1>
upon T310 expiry; or
1>
upon T312 expiry; or

1>
upon random access problem indication from MCG MAC while neither T300, T301, T304 nor T311 is running; or

1>
upon indication from MCG RLC that the maximum number of retransmissions has been reached for an SRB or for an MCG or split DRB:

2>
consider radio link failure to be detected for the MCG i.e. RLF;

2>
except for NB-IoT, store the following radio link failure information in the VarRLF-Report by setting its fields as follows:

3>
clear the information included in VarRLF-Report, if any;

3>
set the plmn-IdentityList to include the list of EPLMNs stored by the UE (i.e. includes the RPLMN);

3>
set the measResultLastServCell to include the RSRP and RSRQ, if available, of the PCell based on measurements collected up to the moment the UE detected radio link failure;

3>
set the measResultNeighCells to include the best measured cells, other than the PCell, ordered such that the best cell is listed first, and based on measurements collected up to the moment the UE detected radio link failure, and set its fields as follows;

4>
if the UE was configured to perform measurements for one or more EUTRA frequencies, include the measResultListEUTRA;

4>
if the UE was configured to perform measurement reporting for one or more neighbouring UTRA frequencies, include the measResultListUTRA;

4>
if the UE was configured to perform measurement reporting for one or more neighbouring GERAN frequencies, include the measResultListGERAN;

4>
if the UE was configured to perform measurement reporting for one or more neighbouring CDMA2000 frequencies, include the measResultsCDMA2000;

4>
for each neighbour cell included, include the optional fields that are available;

NOTE 1:
The measured quantities are filtered by the L3 filter as configured in the mobility measurement configuration. The measurements are based on the time domain measurement resource restriction, if configured. Blacklisted cells are not required to be reported.

3>
if detailed location information is available, set the content of the locationInfo as follows:

4>
include the locationCoordinates;

4>
include the horizontalVelocity, if available;

3>
set the failedPCellId to the global cell identity, if available, and otherwise to the physical cell identity and carrier frequency of the PCell where radio link failure is detected;
3>
set the tac-FailedPCell to the tracking area code, if available, of the PCell where radio link failure is detected;
3>
if an RRCConnectionReconfiguration message including the mobilityControlInfo was received before the connection failure:

4>
if the last RRCConnectionReconfiguration message including the mobilityControlInfo concerned an intra E-UTRA handover:

5>
include the previousPCellId and set it to the global cell identity of the PCell where the last RRCConnectionReconfiguration message including mobilityControlInfo was received;

5>
set the timeConnFailure to the elapsed time since reception of the last RRCConnectionReconfiguration message including the mobilityControlInfo;
4>
if the last RRCConnectionReconfiguration message including the mobilityControlInfo concerned a handover to E-UTRA from UTRA and if the UE supports Radio Link Failure Report for Inter-RAT MRO:

5>
include the previousUTRA-CellId and set it to the physical cell identity, the carrier frequency and the global cell identity, if available, of the UTRA Cell in which the last RRCConnectionReconfiguration message including mobilityControlInfo was received;

5>
set the timeConnFailure to the elapsed time since reception of the last RRCConnectionReconfiguration message including the mobilityControlInfo;
3>
if the UE supports QCI1 indication in Radio Link Failure Report and has a DRB for which QCI is 1:

4>
include the drb-EstablishedWithQCI-1;
3>
set the connectionFailureType to rlf;

3>
set the c-RNTI to the C-RNTI used in the PCell;

3>
set the rlf-Cause to the trigger for detecting radio link failure;

2>
if AS security has not been activated:

3>
if the UE is a NB-IoT UE:
4>
if the UE only supports the Control Plane CIoT EPS optimisation, as well as KeNB and AS integrity algorithm exist:
5>
derive the KRRCint key as specified in TS 33.401 [32];
5>  initiate the connection re-establishment procedure as specified in 5.3.7;
4> else: 
5>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'RRC connection failure';
3>
else:

4>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other';

2>
else:

3>
initiate the connection re-establishment procedure as specified in 5.3.7;

The UE shall:

1>
upon T313 expiry; or

1>
upon random access problem indication from SCG MAC; or

1>
upon indication from SCG RLC that the maximum number of retransmissions has been reached for an SCG or split DRB:

2>
consider radio link failure to be detected for the SCG i.e. SCG-RLF;

2>
initiate the SCG failure information procedure as specified in 5.6.13 to report SCG radio link failure;
The UE may discard the radio link failure information, i.e. release the UE variable VarRLF-Report, 48 hours after the radio link failure is detected, upon power off or upon detach.




Based on the above analysis, we think Option2 should be considered in order to support secure RRC connection re-establishment for CP solution.
Proposal 1: Option2 should be considered in order to support secure RRC connection re-establishment for CP solution.
Issue#2: How to reduce UL data loss

Nowadays in case NAS PDU delivery failure while piggy-backed by ULInformationTransfer message, UE AS will inform NAS about the possible failure, then NAS may trigger NAS data retransmission at the appropriate timing. 
	TS36.331
5.6.2.4
Failure to deliver ULInformationTransfer message

The UE shall:

1>
if the UE is a NB-IoT UE, AS security is not started and radio link failure occurs before the successful delivery of ULInformationTransfer messages has been confirmed by lower layers; or
1>
if mobility (i.e. handover, RRC connection re-establishment) occurs before the successful delivery of ULInformationTransfer messages has been confirmed by lower layers:

2>
inform upper layers about the possible failure to deliver the information contained in the concerned ULInformationTransfer messages;


But in case NAS data is delivered by Msg5 (i.e. RRCConnectionSetupComplete) and RLF happens, existing UE AS doesn’t inform NAS the failure situation. Considering that NAS data can be delivered through Msg5 for CP solution, it is suggested also to inform NAS about the failure case for NAS PDU to allow NAS to retransmit the relevant data to reduce UL data loss.
Proposal 2: UE AS informs NAS about the possible failure to deliver NAS PDU in Msg5 (i.e. RRCConnectionSetupComplete).
For proposal2, we show below the possible modification for 36.331, e.g., adding a new section for failure of delivering RRCConnectionSetupComplete message:
	TS36.331
5.3.3.x
Failure to deliver RRCConnectionSetupComplete message

The UE shall:

1>
if the UE is a NB-IoT UE, AS security is not started and radio link failure occurs before the successful delivery of RRCConnectionSetupComplete  messages has been confirmed by lower layers:
2>
inform upper layers about the possible failure to deliver the information contained in the concerned RRCConnectionSetupComplete messages;


3 Conclusion

Based on the analysis in this paper, we have the following proposal:

Proposal 1: Option2 should be considered in order to support secure RRC connection re-establishment for CP solution.
Proposal 2: UE AS informs NAS about the possible failure to deliver NAS PDU in Msg5 (i.e. RRCConnectionSetupComplete).
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