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1
Introduction
RAN2#96 agreed as working assumption to utilize the so-called “end marker packet” as solution to accomplish the eLWA mobility enhancement, i.e. allowing data transfer over WLAN during handover to continue as much as possible. However, it was already discussed during the meeting that there might be some open issues, and those should be closed before confirming the working assumption.
2
End marker packet solution description
The agreed end marker packet solution is described in R2-168574, and the solution consists of the following aspects:

· The transmitter sends a special “end marker” packet after it has sent the last packet ciphered with source eNB PDCP keys

· The end marker also contains PDCP SN that indicates the last packet ciphered with source eNB PDCP keys
· The receiver uses the end marker packet to determine which PDCP keys are in used for packets sent over WLAN
Obviously the UE shall always be using the target eNB keys for both UL and DL latest once the handover is completed (i.e. once the UE sends the RRCConnectionReconfigurationComplete to target eNB), so all of these apply only during the handover process. 

Three basic open issues still exist with the end marker packet solution:

· Handling of packet loss: What happens if the end marker packet is lost?

· Out-of-order delivery: What if a packet with target eNB keys is received before end marker packet?

· PDCP retransmissions: How does UE treat retransmissions of packets with SN < end marker packet SN?

These are all treated in the next chapter with more details and solution proposals.
3
Open issues requiring resolution 

3.1
Loss of end marker packet 
If the end marker packet is lost, UE still assumes all the subsequent packets are ciphered with the source eNB keys. This leads to PDCP deciphering the packet with the wrong keys, which will produce a “garbage packet” whose IP header si most likely badly corrupted. Hence, the upper layers will detect this and discard the packet, as shown in figure 1 for UL end marker packet:
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Figure 1. Loss of UL end marker packet

However, the impacts of the packet loss are different for UL and DL:

· In DL, the UE upper layers will discard the packet eventually.
· In UL, the eNB will forward the first packet to SGW
· SGW will not need to inspect the packet, so it will further forward the packet to PGW based on the tunnel identifiers for the S1-U for that bearer. 
· At PGW the packet is inspected and found to be corrupted, and therefore discarded.

From the LWA operation viewpoint, the UE data transfer comes to a complete halt: Since the upper layers discard all packets, the radio throughput continues as normal but the end-to-end throughput over WLAN becomes zero. Further, since the situation is only noticed at PGW, the network has limited opportunities to do anything to the problem. 

Observation 1: The loss of the end marker packet may break the entirety of LTE user plane over WLAN.

There are several obvious corrections how to combat this:

1) Repetition of the end marker packet can increase the likelihood that not all packets are lost

2) Buffering at receiver for some time before deciphering PDCP packets 

3) Delivering the end marker information also over LTE leg as a backup

Out of these, 1) seems like the simplest case: Repeating the end marker packet makes it far less likely that all the packets are lost. However, the packets need to be sent consecutively, otherwise loss of any packet may cause issues. Buffering packets until end marker packet is received or the LTE leg is up and running is also a viable option at receiver side, but may reduce the benefits of WLAN data transmission during handover to zero. Finally, delivering the end marker over LTE has the same problem: It can only be done once the handover is completed, and will therefore not solve the issue during the handover.
Observation 2: Repetition helps to mitigate some of the effects of missing end marker.

Based on the, we propose the following:

Proposal 1: Target eNB configures in handover command how many end marker packets UE sends in UL.
3.2
Out-of-order delivery of end marker packet 

Analogously with packet loss, the packets received via WLAN may be subject to out-of-order delivery. While this is expected to be a rare case, it still suffers from similar problem as packet loss: Some packets sent over WLAN will be deciphered incorrectly. An example of this is shown in Figure 2 below.
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Figure 2. Out-of-order delivery for UL end marker packet

The out-of-order delivery could happen for instance if the UE sent the end marker packet with a higher QoS class than the normal data packets, in which case the end marker packet might be processed faster than the data packets.

Observation 3: The UE has to send the end marker packet with the same QoS class than the data packets.

The problem is less severe than the packet loss, but still serious since the consequences are similar. The solutions to this are similar as for the packet loss: Repetition of the packet, waiting before deciphering or using LTE as backup for the end marker packet. With the same logic, the repetition can help since the out-of-order delivery between end marker and data packet becomes less likely. The SN in the end marker packet can also help in some cases, for example:

· Assume source eNB has sent packets 0-5 over WLAN before sending end marker packet

· UE receives packets in this order: 0, 1, 2, 3, 5, end marker, 4

In this case, the UE knows from the SN that the packet with SN=4 that comes after the end marker is still ciphered with the source eNB keys. The consequence of this is that UE may have to discard such packets unless it retains the source eNB keys even after the end marker packet reception. However, assuming that out-of-order packet delivery is rare, repetition could help if the UE knows how many end marker packets to wait until discarding the source eNB keys. 
· Assume source eNB has sent packets 0-5 over WLAN before sending end marker packet

· UE receives packets in this order: 0, 1, 2, 3, 5, end marker, 4, end marker, end marker

Observation 4: The repetition of end marker packet helps to mitigate also the effects from out-of-order delivery.
Observation 5: Source eNB could indicate to eNB how many end marker packets it’s going to send over WLAN in DL to help avoiding out-of-order delivery.

Observation 6: The SN in the end marker packet can help to detect out-of-order delivery of packets.

Proposal 2: Source eNB indicates to UE how many end marker packets it sends to UE over WLAN so UE knows how long to retain the source eNB keys.

3.3
PDCP retransmissions of packets with SN < end marker SN 
Since the end marker packet scheme assumes UE will consider all packets with SN smaller than the end marker SN to be ciphered with the source eNB keys, there is an ambiguity for DL packet reception: At handover, PDCP is re-established, which triggers retransmission of all packets not yet delivered. This can impact the way target eNB can re-transmit the packets: Assume that

· Source eNB has transmitted packets with SN = 0-20 to UE before handover

· Packet with SN=19 was not received by the UE

· During handover, source eNB does not retransmit the packet with SN=19 over WLAN

· Target eNB transmits the packet with SN=19

What should the UE assume? By current PDCP specification, the UE assumes that the packet is ciphered with the target eNB keys, which is the correct assumption to make for the deciphering. However, the end marker SN would suggest that the PDU would be ciphered with source eNB keys, so the UE should instead either discard it or use the source eNB keys (if it still retains them) to decipher the packet, both of which would lead to packet loss. And at eNB side, the target eNB only even has its own keys, so therefore any packets retransmitted by UE should also be deciphered correctly even without the SN, unless the target eNB also gets the end marker packet and uses the SN to discard inappropriate packets (which could happen in case the WT release by source eNB is done early). Therefore, it is not clear how the end marker SN would be treated in the specification
Observation 6: The SN in the end marker packet does not seem necessary for UL data transmission or DL data reception procedures at UE.

Therefore, it is not clear at all how the SN should be even captured in the specifications, which should be resolved by RAN2 somehow. The easiest way seems to not to do anything. 

Proposal 3: RAN2 to discuss whether something needs to be captured at PDCP concerning the UE reception of packets with SN smaller than the end marker SN.
4
Conclusions  

We have discussed the open issues with the end marker packet and observed the following:

Observation 1: The loss of the end marker packet may break the entirety of LTE user plane over WLAN.

Observation 2: Repetition helps to mitigate some of the effects of missing end marker.

Observation 3: The UE has to send the end marker packet with the same QoS class than the data packets.

Observation 4: The repetition of end marker packet helps to mitigate effects from out-of-order delivery.

Observation 5: Source eNB could indicate to eNB how many end marker packets it’s going to send over WLAN in DL.
Observation 6: The SN in the end marker packet does not seem necessary for UL data transmission or DL data reception procedures at UE.

Based on these, we propose the following:

Proposal 1: Target eNB configures in handover command how many end marker packets UE sends in UL.

Proposal 2: Source eNB indicates to UE how many end marker packets it sends to UE over WLAN so UE knows how long to retain the source eNB keys.

Proposal 3: RAN2 to discuss whether something needs to be captured at PDCP concerning the UE reception of packets with SN smaller than the end marker SN.
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